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[org.springframework . beans . factory .xml . ¥mlBeanDefinitionReader-main] Loading XML bean defi
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[org.springframework . beans . factory .annotation. AutowiredAnnotationBeanPostProcessor-main] -
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[org.hibernate.dialect.Dialect-main] HHHO88488: Using dialect: org.hibernate.dialect.H2Di:
2 INFO [org.hibernate.engine.transaction.internal.TransactionFactoryInitiator-main] HHHB88399: U«
2 INFO [org.hibernate.hql.internal.ast.ASTQueryTranslatorFactory-main] HHHB@8397: Using ASTQueryl
2 INFO [com.apusic.org.hibernate.validator.internal.util.Version-main] HVe808@1l: Hibernate Valid:
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TG TIRER AT .

Dff

* BIRER
AASVAEEHBIEISIR2023

<haml versio 8" encoding="UTF-8"2>

<CONFIG>

<SERVICE
CLAS!
NAME="apusic:ser

<ATTRIBUTE MNAME=
<ATTRIBUTE NAME=
<ATTRIBUTE NAM|

<ATTRIBUTE NAME=
<fSERVICE>

<SERVICE
CLAS!
NAME="apusic:ser

<ATTRIBUTE NAME=
<ATTRIBUTE NAM|
<ATTRIBUTE NAM|
<ATTRIBUTE NAME=
<ATTRIBUTE NAME=
</SERVICE>

<SERVICE

<ATTRIBUTE NAME=

6.7.1.3 BEEIR

.util.ThreadPoolService
vice=ThreadPool, name=default™

laxueueSiz
IdleTimeout™ VALUE=

laxQueues 5008 f>
"IdleTimeout™ VALUE="3@8@"/>

til.ThreadPoolService”
e=ThreadPool , name=HTTPHandler™

"MinSpareThread
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=i [RIFF] &=, BSREREF.
=iy [T#] =, B THHETEHERE.

=i [XA] =, BeEERXAETFBNIAE.

IBITHSFR X

[org.springframework . beans . factory.yxml.XmlBeanDefinitionReader-main] Loading XML bean def:
[org.springframework.beans .. factory .xml.XmlBeanDefinitionReader-main] Loading XML bean defi
[org.springframework . beans . factory .xml . ¥mlBeanDefinitionReader-main] Loading XML bean defi
[org.springframework. beans .. factory .xml . XmlBeanDefinitionReader-main] Loading XML bean defi
[org.springframework. beans .. factory .annotation. AvtowiredAnnotationBeanPostProcessor-main] -
[com.alibaba.druid.pool .DruidDataSource-main] {dataSource-1} inited
[org.hibernate .annotations . common.Version-main] HCANNG®8@O81: Hibernate Commons Annotation:
[org.hibernate .Version-main] HHHB88412: Hibernate Core {4.2.4.Fimal}
[org.hibernate.cfg.Environment-main] HHHO88286: hibernate.properties not found
[org.hibernate .. cfe.Environment-main] HHHE88821: Bytecode provider name : javassist
[org.hibernate.imternal .util.xml.DTDEntityResolver-main] HHH@@8223: Recognized obsolete hi
[org.hibernate. imternal .util.xml.DTDEntityResolver-main] HHHO@B223: Recognized obsolete hi
[org.hibernate.imternal.util.xml.DTDEntityResolver-main] HHH@@8223: Recognized obsolete hi
[org.hibernate.dialect.Dialect-main] HHHB88488: Using dialect: org.hibernate.dialect.H2Di:
2 INFO [org.hibernate.engine.transaction.internal.TransactionFactoryInitiator-main] HHHO88399: U:
Z2 INFO [org.hibernate.hql.internal.ast.ASTQueryTranslatorFactory-main] HHHE88397: Using ASTQueryl
7 INFO [com.apusic.org.hibernate.validator.internal.util.Version-main] HV@88881: Hibernate Valid:
3 INFO [org.hibernate.tool.hbm2ddl.SchemaUpdate-main] HHHOO228: Running hbm2ddl schema update
2 2 3 INFO [org.hibernate.tool.hbm2ddl.5chemalpdate-main] HHHE@8182: Fetching database metadata
install Success...

, 1sSwccess-true)

3 DEBUG InstallTask::2Z96 [19672] start custom install procedure
3 DEBUG HttpExecutorOperator:216 CommandParam(scriptPath-null, content-source @ etc profile
nohup opt AASUQ domains ‘mydomain bin startapusic startaas.log 2-%1
echo start finished
s envParams null. id=19673, ip=-172.24.4.171)
i 3 DEBUG HttpExecutorOperator:21 ;

3 DEBUG HttpExecutorOperator: ipifif s 172.24.4.171

3 DEBUG HttpExecutorOperator:341 source etc profile
nohup upt AASVD . domains ‘mydomain bin startapusic startaas.log 2-%1
echo start finished

ph-14 @9:84:43 DEBUG HttpExecutorOperator:343 2 1 ExcutorResult( start finished
issuccess true}
2 3 DEBUG InstallTask:277 [19672] install finished
& INFO HttpExecutorDperator:274
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HEM[RES ampuser(1

ampuser02 v
HEHIATIE]-
test1234
amptest01
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HEIRRE 2021-09-08

e IEEEEEEE

HEIAS:

8.4.1 KI=EH
FTEEHEEHIENES, SN TENYERS, FTEHIER, LZMEIREHITTELIFE,
£ AAlarm chEERIEER, HE REER 8, oJLieliiENA, BaitfmirEmiED:

e BT webhook £5%: Apusic AMP, Apusic AILP. Apusic APM. Prometheus BJLUEIE webhook Y5215
%Xg‘}%ﬁlj AAlarm &,
* BT Agent 555k Zabbix SEpLFEBIT Tix Agent B/, BITIRIPESZ(ERBXIEE AAlarm F5,

[A—BIEFRE T FF B Z T B,

8.4.1.1 Apusic EfitighEdsis
Apusic AMP Z2FI8 Apusic BHEFETEMIRERERS, oJsSCEXE. WK, FiE HEE. . 8Rmc%F
St SR ARG TRk R, BITER Apusic AMP BT LUSEMISIEEXAIEZ(EEHEEE) AAlarm,

1 RN A £ AAlarm RETEpUEBE— Apusic BRIz =NAE, SREXE— appkey,

2. BeE R OIOlEbE: PN Apusic BERUIRIEIERSE, ECEIT HTTP ZOEDEMBIE,

{(AAlarm 1545} /api/{appkey}/events
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3 REIRERME: £ Apusic it iE RAXTNABRERIEF 2% * HTTP £2OEIE ',

Amusic E5EisE =S Pm

| RwEms
. @
= B 32
8.4.1.2 Apusic x4z
L iEE. SR, KRS F

Apusic AILP 2EHE Apusic ‘EQE$ATE’\J HE®RIZERS, RME—ILEEEIERE
FhE. T EIEREINEE, BidEERk Apusic AILP TLLEHEEEIEEEI AAlarm,

1. #%) Apusic BEWEIRE S, config/application.properties 344, #& webhooks BB~ :
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notice.enable=true

notice.webhook={AAlarm %%} /api/{appkey}/events

A s " o (@ smowen
AR
8 =mEz
B | BxEE g A
O = RIFEEL
B TEERR ApusicHEES
appKe:
] ~
EERE
R HEEEE all
EAEEE

RE=, config/application properties 74,

a
aops.notice.webhook=http://amp. apusic. com/apilebb37bf2-3a71-4492-a0b7-2972290f16cBievents

8.4.1.3 Apusic MFATEEENEE

Apusic APM 2548 Apusic IZHEFETHNAMEEEERS, THNHIERO. B8RSR FINERERBEK
SRR A, 3 TN ABLARMBRSS SR N B TAHE A TURISERT i SRE AR S5 um TR e 3R, 1@Id Bepk Apusic APM BILL
RN FBMEREE R EURHERE] AAlarm,

1. 3% Apusic N FBMEREMISRINE S config/alarm-settings.yml 3244, &2 webhooks ELEII T :

webhooks:

- {AAlarm 1%} /api/{APPkey}/events
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all
EALRE

| restEr ey
HE—
$23IApusicR7 I BEM IR confip/alamm-settings.yml 37,
-
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8.4.1.4 Apusic BitiEHE

—

1N Apusic BReiz4e e, B& HTTP EORNEHIE, a1

8.4.1.5 Zabbix

1. &K Apusic Alarm BHIZR,

2. 1E zabbix B9 alertscripts BRE TRERIZ,
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4. H,

g
it

H

3

M

3. FERRELRIBIZARIRE] alert.sh 34, 1222 DC_URL ECE(ER, a0F:

DC_URL = "{AAlarm 1&#%}/api/{APPkey}/events"
install

{APPkey}

RFEEE
E

£nk

et

zabbix¥iz
EAEEE

c O

Q ampuser01

DC_URL = "http://amp.apusic com/api/ofief

8.4.1.6 Prometheus

ESTitalertsh, f52DC_URLES

a

alertmanageryml , {&2¢ webhooks Be&01TF:

1. 1224 Prometheus =i@E4 alertmanager RUBCEN (1IBIREL S alertmanager f&fF) | 4wiE
webhook configs:

g
url:

‘(AAlarm 1§%%}/api/ {APPkey}/events’
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RESETIERE all
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BE—

a

8.4.2 BHMRE
8.4.2.1 58(8
8.4.2.1.1 8= SMS

1. FPIEZ= SMS FEBIFREEER, =&

2. 7& AAlarm BRIARSSIRIR > 51215 > FUE = SMS FRIE— MRS,
8.4.2.1.2 f5iflz SMS

1. EB = SMS et ERR, €8,

2. £ AAlarm BRIARSSIRIR > 5215 > BIlz SMS T elEZE— 1 IRS LA,
8.4.2.1.3 £if= SMS

1. E2E = SMS FEtBRIFRERR, &4,

2. 7& AAlarm BRIARSSIRIR > 1215 > Sk SMS TFRIE— MRS,
8.4.2.1.4 ¥ = SMS

1. fEB = SMS FEatliRIFRERR, €8,

2. £ AAlarm BAIARSSIRIR > 52(5 > BIilz SMS T eIEZE— 1 IRS LA,

SIERIRETVEIN:

o HEFL: EAEIEITIR{objecttH M {levefFRIIELEHI), BERSA{content}, KB {system}, B
TeRTRbTE !
o RS GG {objectiHI{leveFERAIELEEH{IAIBEIRE,
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1 EETETRFHECIE— R A, EEVIRAER.

2. f£ AAlarm JBENARSSIRIR > tME > £T5] FRIZ—DIRSSSLH), BC& Webhook ik,

IR HIEEER

| JEssEE

* Webhookitsik
EEEE

* IR application/json

8.4.2.2.2 ki
1 A ERFAESIRE—MIEA, BEVEAGSE.
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2. f& AAlarm IBRIBRSSIER > IME > H51E TRIZE—MIRSEA, REENER.
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B =aEs e
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SEFF : admin S : admin SR : admin SIEFF : admin
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] EEHE EEFE EEFE
=26 fe=g? =g =zt
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] EEHE EEFE EEFE
=@s =210 =z
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SRR
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EEeE count *| apusichostname v -
i Date Histogram v | @timestamp v 10m
= = | [ 2
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o KIBEMR

FBERFYAFABEXNFRETHRIT, BRBIIZE MSIREEEE, B mIalUmERERmR Sk

Bz,

HEE HiREE sler
BEEES datasource_crab_filebeat_log-console-system_plain-*
R

Rr#EFER @version X | apusichostname X | apusicype X |

@timestamp

apusic.appname
apusic.tag
apusic.user_name
input_type
message

offset

4- 8 ZRAKER 1

IRIEFMEF R EIE, SHFRITUINEE.

TRER
@timestamp apusic.appname
2017-11-29T08:35:06.1247 nginx25
2017-11-29T08:35:06.1247 nginx25
2017-11-29T08:35:06.124Z nginx25
2017-11-29T708:35:06.124Z nginx25
2017-11-29T08:35:06.125Z nginx25
2017-11-29T08:35:06.125Z nginx25
2017-11-29T08:35:06.125Z nginx25

B

4- 9 FRAKER 2
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o HZFER

WEERS|, WEEHAT, FITFEA apusichostname, #HF FRXZENS,

TER HiRRE HEpdE
EEES| datasource_crab_filebeat_log-console-system_plain-*
HiEE
EEgE max

HFTIERE:

SOE ENECIERIAER, 3 AGITSEIE, 8NBPENREF MRE.

2
FHEL
3. BREEREA NAHITIR S E SRR ERIIZER,
ERIERE

AP RIEE CROBZERoIENER, RIEIRESHE. SRR, EEEMESNER TR LA
TEIRVE, fEEa MERLERETER, EiRTPENSREEIRANEEN, EFERISEMES]. =8
EIRA LA TRIDUSRLE.
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HTTPIAZERS DO a

@ 400
@ 500
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 :0:

400

4-10 EiRISIE 1

REEHER, WTHER.

sl | Ty -] s oy (]
B count spusicsppname B ccunt apusicsppname
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800,000 -
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4,000,000
400,000
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0 0
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8.5.3 fitE{

8.5.3.1 AxEE

HEEEZFEA Apusic BREHEFEEHE—F, ERE ' Fehad'ATEE", B#EANAEERENSISRE
o IRBESBRIER S

EEEREE HMEHTRRSSSIRERS, BRI ubuntu #1 redhat £ Linux &%, (WEPRTR)

Apusic sSitisiE

B EEas

BHER

& 4- 12 RS =ES

o EeERETHE

BEHSHREEMA: BEXHENERE. NABIINAIRS, EiNHREEERSBITIN, XREeHEFEER
BT Mysqgl Log. Zookeeper Log & I HEIHRISETAIN, WIRAFBERSTHE, WATLAEREE XA
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T @ edmin

& =sES ! BEEE
BEEE
BE5T
g5 BEATUF
1 NERESZHERTEEE | fln /log/access.log
| fusr/local/AMP/amp-console/logs/cansole.log
HEE

vs_log mysql_audit_log mysql_log 2353 Jog nginx_eror_log redis_log zo0kesper_log json_log

cloudiog_rule

fitemeenter usercenterss

. B\ TFRE (appname) SEEHT

console

90 « server,app,apiE.

4- 13 BeE RS SUS

o HTECERIA

EeERTX M 5epkblfe, REEEBIRSEHAITIER shell B, BIA)ZepE HERERETE.

T @ admin

& EmEE / BREE
HEEE
=
i
FTECERA
SESHHEE FE0EE F{EFrootTEAdministrator 8], LS.
I}
curl http://172.24.4.159: 6388/ logagent/conFig_filebeat.sh » config_filebeat.sh & chnod 755 config_filebeat.sh

BEmE

R

Eoava-d

sudo bash config filebest.sh -5 172.24.4.158:5892 -d 172.24.4.159:6888 -u logdata - "/usr/local/ANP/amp-console/logs/console. log"
ail true

-k token -a console --type system_plain -c 26216

" --tag consolelog --t
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4- 14 TECERIZR

8.5.3.2 FEHTHINY

P EENRERSR—MFERNETE, —RZToNAENCE, B5RcCRNVRERTEEENARRE, ATLURD R
BEFR. BTEE ?JEE&H’”ﬁf‘EEXE’J%ﬂﬁi)ﬂuAHﬂE?iff’JPCE’JEl“fé‘ﬂ})% SRR,

o BISREHTAN

AlLP ZHeeHEFBRETEBRNE S HEMTAN, #1140 Zookeeper log. mysql log. redis-log. keepalived log.
Ivs log. mysqgl audit log. nginx_error_log. json log,

o BB

AILP BrEHE e T EBRBETHTMN, sEsRBIFB = INAIHEIS, T ASGFRIREEI, APAL
B xE X AT AN,

RHTHII

.
\‘:lm - ‘i,_,_,_, & recs Keepaitved A A NGIMX [JSON|

AR

4- 15 fEFTARIY

BEMBTHNESSHFRES—RATHY], BiXE— @it SecaTRESMETE, BREE—TgNE, 18
SHENAN, SREFRETENERD. SIZIIENT:

1. AIN—ERESHEA, Fhk—ipaEiras. BRIEEHTIRHAIRITsE M.
o IEMUEEHT,

* JSON f##fr.
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o HERFRITIR,

o EEIRRIZ,

Im  =F Qadmrn

Apusic =@gsisiE ey

X
message : 10:58:59 [SY-Multi-expireSession-1] INFO: login: - start expireSession
1 10:58:59 [SY-Multi-expireCacahMap-1] INFO: login: - start expireCacahMap 1
10:58:59 [SY-Multi-expireSession-1] INFO: login: - end expireSession 0 10:58:59
[SY-Multi-expireCacahMap-1] INFO: login: - end expireCacahMap 0

SRR

@ @ &

IEMERHT JSONERHT HER R B TRIEZIEA
#

4-16 TENAZAT

2. PIRIEEIENERT, IRSHEATAN,
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b4

nessage : 10:58:59 [SY-Multi-expireSession-1] INFO: login: - start expireSession
1 10:58:59 [SY-Multi-expireCacahMap-1] INFO: login: - start expireCacahMap 1
_1-2':58:59 [SY-Multi-expireSession-1] INFO: login: - end expireSession 0 10:58:59

[SY-Multi-expireCacahMap-1] INFO: login: - end expireCacahMap 0

* IEMIZ=ET, -

(?<datetime>\d{2}:\d{2}\d{2}) \s*\[(? <threadname>.*)\] \s*(?<loglevel »>%
[LOGLEVELY\s™: \s*(? <classname > *)\s*: - \s*(? <expir> *) \s*(? <size> %)

4- 17 ES R AN

3. FEEEOFTREHE", BEHEOISHTEESEN, BT ASERIEE.

ﬂﬂUSiE BSSEITHE FHE = T %F g admin
& zeRx / | R
SERERTHIN
-
WER
EE==2)
BT

10:58:59 [SY-Multi-expireSession-1] INFO: login: - start expireSession 1

= 10:58:59 [SY-Multi-expireCacahMap-1] INFO: login: - start expireCacahMap 1
10:58:59 [SY-Multi-expireSession-1] INFO: login: - end expireSession 0
10:58:59 [SY-Multi-expireCacahMap-1] INFO: login: - end expireCacahMap 0

wE
BT
n message : 10:58:59 [SY-Multi-expireSession-1] INFO: login: - start expireSession 1 10:58:59 [SY-Multi-expireCacahMap-1] INFO: login: - start expireCacahMap 1 10:58:59 [SY-Multi-expireSession-1] INFO: logi. # x
=}
A opir: start expiresession +
= ime : 10:58: +
B catetime : 10:58:59
W v B classname : login +

A size:1 &
3 oglevel: NFO +

3 threadname : SY-Multi-expireSession-1 +

171



SMApusichEFEFAVS.0_EBRFM

4- 18 JriEfEifT 1
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/FDUEI'E.%’ETE =4 =i T %F Q admin

datetime : 08:45:36

* ARG HH:mm:ss

4- 20 YmiEmET 3
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8.5.7.3 %4k K8s A REAM
8.5.7.3.1 &k FILEBEAT $H(&

1 E& k8s HERERBHL=BEIRSE, HITHREZEE.

BEFmTERBE, 155 amd64 F armb4 IRARY filebeat AZAIRR, TARFECENM, ININEMEURERMIA S,
2 NNEERER.

RIEERRIMBINEXI ARG, IXEEER arm64 MR NREIH TR,

INIERGE, B85S, TUBRBIZRGEHNERRNTUT.

ANERAFRY k8s IMBF(E dockerhub BB B AJLURZIRE LIEENRECRE, 751 k8s SRR HEM node T RERfE
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Z:EEO

Q) kafka IS5 =2R9IHIDIHPAE,

ItEAb kafka AOBHERNR cloudlog BEeESf4 application.properties #HY kafka ik,

1224 kafka BRSZHISEPRIGEIHBIE output kafka TEY hosts ASRE— kafka o, #8ZCa0T™:
hosts: ["172.20.140.93:9092"],

INRZE kafka ERFZN TR, (BXUSTA0T:
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TEBURG SR,
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>|:I:I
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HN k8s SEEFINE R, EIRSS2sIT IIIRME, 1517 filebeat B8RS,

W7 EE®<SRE, flebeat LA daemonset BB TUIE k8s EBFHFAIE N muafT—1> pod &%, 81 pod izf7—"
filebeat &8s, MM TRERHTIBERS,
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MLEIMEIRERZIEEATRS 25T, TEATESHTHTRIER, DTRIF,
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