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L ERRRSETIE
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- m
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e 50m
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4.5 iFH
IEPHENEETRIEINZNER, B85 SNI XBx, FH5IERBTENEEE.,
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EH5IE

BIZIEH

* NP

BUEBIES

o == o =HEBER

BEGIN CERTIFICATE----
MIID8ZCCAUGAWIBAGIUCEDeNFEGENU/bIPkySLMAINAiOWDQYIKOZINVENAGEL
BOA YDVQQIDAI

YaxCzZAJB CXETAPBGNVBAC
CFNOZW 523GV UMQSWDQYDVY: wOXNR!
ATUEAWWLYWEZLMESYIS]b20xG]AYBokahKIGIWORC Fnc0AXVIMUY2StBAX

DTixMDaMZAIMTA 1M 10XDTyMDoyMzA3MTAIM 1 owg¥axCzA)BaNVBAYTAIDOMRIw

* F4iR: BEGIN PRIVATE KEV-——-
GhkiGOWOBAQEFAASCE KAQEAAOIBAQDZnLiH7VAdEQ
3dURIEQKeSEXNSNKMOPGRIQILKNPEWShIrIBO93YKS0zy
YD +QUSDEIANMICKIMT04B0)0033QE +iuSzZtyIiNahKIA
NuouLgQiGzrv3 * rtnmCyrby/F/mNsYIPDVITES dle/um2finTnp
I XB/ S SXWSFUISZ IO CBIONZGXEVYBDbmZIZI

=

o LGP
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Apusic s

El B .
BIEBIEH
g b
® S
o = ©Q ===
taTe BfE
izl
®© RHER
aas_ssl.ort
aas_sslkey

H BURES
2| ¥
L
o T Q=
—
e

4.6 ZHRER
EREHESUUNALBT SR EE.

{

jillls
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Apusic o
o R RHES
| =
B FE D.
& ==
B i+
ALB T

4.7 57 L
BIEHREE . AT RIERGHNLT S, ERFEKETO M NLLE, FEVIE SHEF5%RFES.
S ATIEY

R LAkB, ERENER, BAERBRAMFERRIR.,
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SICER

EoicEl, NFEEEITENERE M PIERETATIEN, 8B

1. AYmiEsst T HBCE NS ZZEHHR/alb-dashboard/conf/conf.yaml
2. B ZE571T, Bopassword AFTEREBIN, a0 NER:

54 expire time: 3600 # jwt token expire time, in second

55 users: # yamllint enable rule:comments-indentation

56 - username: admin # username and password for login ‘'manager api’
S
58 - username: user

59 . password: user
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5 ~mfERNE

5.1 Fmim g

ERFCEMRSEA TS0, 443, 9000ixH, =5HalbEzpkM, pILUBS R &R,

5.1.1 {EthttpEthttpshdim Ol
1 BNECEN Y ZT#EHSFR/alb-standard/conf/config.yaml
2 BN EN MRS

3.0k, 1BXIMNAY node listen . ssl.listen port UmHBIAJ,
4. EHFEEALB: . /bin/start-alb.sh

5.1.2 {EWEBERIZHI &% O
1 BRNECEN Y LR#EHSFR/alb-dashboard/conf/config.yaml
2 NENECEN AR




S ApusictaEIEEEv2.0_FAFFi

3,490k, (BMXINAY 1isten.port imRIE],
4. EFBoIALB: . /bin/start-alb.sh

5.2 ALBiEEnginxEr & {4

ALBZ#FFEZS nginxAlserver, upstreamZFECEAS, BJLABEE N ILECIREY OB AOEE, FFRalbS A nginxEe
5, #HTEARE,

5.2.1 FEZIFESAnginxfEcE 14
o BHECENE, TIFSANgInXBELEN4

e Gl L&EBR/alb-standard/conf/nginx_conf HR, mkdir conf/nginx conf

5.2.2 S AnginxEe &4

RIE EECIZERINgInBLEFEREE: LRBR/alb-standard/conf/nginx_conf/ , #EnginxAupstreamzl&
servertRIIBHIBCEXHRIA], a0 FECE nginx_test.conf

E:
1. BeE N34 serverfupstreamiR A ES,
3 EEES
EZE XN @B NginkEe & AL, BEfIREREN:

1. FFIEALB3Z#5Nginx ServerficEHRE AN
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2. RS EEIEBRIServer NS UAFIINECE 4k
3. E5/5ALB

5.3.1 AFISALB3z#5Nginx Serverfii HREN

HANALBLZEHR, g ©2HFE/alb-standard/conf/config.yaml {4,
nginx_com‘_include_enable 1B true, FHAENGINBLE XIFE=R

php:
php_enable: false
php_root_path: "/var/wwaw/html"
php listen_port: 9892
er_name: “"example.com®
php_FﬁJ cgi_pass: "127.9.8.1:9881"

nginx_config_include:
nginx_cenfig_include_enable: true
ng iy caonf ]I.Ij include F}.ﬂ‘_ h: */a |:|t‘_ falb=2, I.}—I-r:,l'l. in=a |'m|.".1'l_ b_install dir/alb/conf .l"ng inx_conf /=, conf"

2. 0EELESNER: mnkdir ¥EBR/alb-standard/conf/nginx conf

5.3.2 REEZEBHIServerAE S HMNELE {43
REEZRUERAserverconfsfF, FHN £EEHR/alb-standard/conf/nginx conf , A TFEJIIFAE]:

server {
listen oo43 ss1;
SETVET_Name
w_test/cert/fxqlndxpay.com-sign—cert.pen;
i test/cert/fiqlndxpay. con—sign-privatekey.key;
'I'l com=anc= rn:rl‘ peEn;

ssl_certificate_key Jopt/nginx_test/cert/frglndxpay.con-gnc—private-mey.key:
#ssl_protocols TLSvl.2 TLSw1.3 GMTLS;
3l_protocols TL5wl TLSwl.1 TLSwl.2;

Llocation / {

root  JvarSwew/html;

index Aindex.html index.htm;

SA\FzfE, ERABEX

5.4 §Eroot/BEJALB

REEPERFERIFrootiBalalb, oot %z albinERE, TLUBITE LRSI RFESalbr LAEFS
FrrootFBF =50,

1. fEEFroot Al &2 5o SR al bR /EERR
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2. B FFEAchownE SR

3. 1&eZaloiEZBe &RV J93Eroot

4 {EeQaloFEtNIR, HHFrootifT80iHm M
5. & A\licenseHB50,

5.4.1 FRBAFEAchown{EPXiR

1. f£AuseraddtliZAFalb_app, MMREEEHRF, WEREEEBHNAFA
2. fEAchownigiialbZx BRIHEE N BIRRF

-R alb app:alb app alb-2.0-kylin-x86

-R alb app:alb app /opt/alb-apusic

5.4.2 {Zfalb#H 2t ERIA R J93Eroot IR
1. PD#eEFErootAlFalb_app, su alb app

2 (EEVIMBR N vim TEBESFR/alb-standard/conf/config-default.yaml

[ o] SR $HBrootiER N BT

5.4.3 {EialbiHIESER, SZiFdErootisIF80ixwO
1. ZrootFBF

2. A< setcap cap net bind service=t+eip /opt/alb-
apusic/openresty/nginx/sbin/nginx

3. JJHREIBirAFalb_app
4. EEf5ALBRPE]

5.5 ALBF#BERBEh

1. BB AZEEE RN start. shiZEcur_dinEBUNHIARREXT R
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#! fhin/bash

#ocur_dir=%(pwd)

cur dir=/optfalb-2.0-centos-x86
alb_packages="Scur_dir/alb_packages

B ELEIE F Falb install dir
inst e=S${l:-"%cur_dir/alb_install_dir"}

install soft="alb"

if [[ ! -d 5alb packages || ! -d Sinstall package ]];:then
alb_packages="t%cur_dir/asg_packages'
install_package="S$cur_dir/asg_install dir
install_soft="asg"

fi

2. f1&/etc/rc.d/rcloaclEBifmNalbBofIAIRR

#!/bin/bash
THIS FILE IS ACDED FOR COMPATIBILITY PURFOSES

It is highly advisable to create own systemd services or udew rules

#

#

#

# to run scripts during boot instead of using this file.

#

# In contrast to previcus versions due to parallel executicn during boot
# this script will NOT be run after all other services.

#

# Please note that you must run ‘chmed +x /etc/rc.d/re.local' to ensure
# that this script will be executed during boot.

touch /var/lock/subsys/local

fopt/alb-2.0-centos-xB86/start.sh

5.6 Prometheuslisizs

ALBtREERRIEHtPrometheusiiizInge, BOARNEH, WFHEA, 1BYJiE utils/exporterB=, 4T ./start-
exporter.sh , JEafALBRYexporter,

5.6.1 Rai5iAA

[EEhALBAYexporter s NE T alble & X P FFfEstub_statusTigg, anF:

server

listen 8080; # node_statusEI'\JﬁﬁJﬁl:]
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location /node status { # LlZ‘?Jﬁ%{ﬁﬁﬁnode_status
stub status on; # Tﬂastub_status

access log off;

allow 127.0.0.1;

EfTstart-exporterfil A, EskigA

* node statusxFRzAgserverialfim, ZAIA98080.
o exportertalim, BAIADO113

W EANITRE

root@root:/utils/expoter$ ./start-exporter.sh

input alb server listening port ( 1g§gu)\node statusalfizmO)
alb server listening port (ALB node StatuSllﬁ'ﬁD 8080
input exporter listening port (IBEIAMGITEC)

exporter listening port is 9113

exporter are running now! (exporter/3aikIl)

5.6.2 Prometheusisi=EiETREY

@idstart-exporterpfINfig, BILABIT NS 28ekE prometheusifa): http://IP:9113/metrics FRENGIREER,

xR EEIZM T exportertmlfrim, EEuUriFAIINSH—FHEX.
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6 ALBEFEE

6.1 BIIRES

AN giFALBFkeepalivediiid, EHAALBRIZLEEIRZ A /opt/alb-2.0-centos-x86 A SIRIERIF A2 S B

A: 172.21.32.118.

B: 172.21.321

IP: 172.21.32.198 "keepalivedAIREHAIPHELE,
HPADRIERETR, BURIEAETA.

6.2 IESILE

1 AEKALB B T ANEUREEER:
2. B EkeepalivediRfsF
3. [RoHALB. #0keepalived

6.3 (ZPXAT RRRENAURIA

PHRE|Z B F /opt/alb-2.0-centos-x86, 4rigstartshiEIA, IR, 1E21504T A FEERAT

nohup_run_etcd() {
# etcd AZEFrarmify
if [ "Ssystem_arch” = "arm™ ];then
export ETCD_UNSUPPORTED_ARCH=armB4

fi

# R FE—H,

# nohup eted --data-dir $Setcd_data_dir == $etcd_log_path 2=&1 &

nohup etcd --data-dir $etcd_data_dir --listen-client-
urls="http://172.21.32.118:2379" --advertise-client- | XE—THE,
urls="http://172.21.32.118:2379" >> $etcd_log_path 2>&1 & | THEHRLT
I

FERIPHELE: 172.21.32 118EE X T S aYIPitbit,

6.4 (ZPXABRIN T3 RSB FEC B

o (BMalbEEZEIEENAE vin TEHR/alb-dashboard/conf/config.yaml JENXHFEERIMATEH=

,—

17T
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etcd:
host:
"http://172.21.32.118:2379"

o BHabEIRESHIEIEERE vin TEHR/alb-dashboard/conf/conf.yaml , {EXEI0THEIE: AT
SARIPHBYE S0 R~

etcd:
endpoints:
- 172.21.32.118:2379 # JIP

1B5ERkfE, HfTstop.shihfgstart.shigaimNalbT s

6.5 5 mftEkeepalived (ATR)

Bl#8 /etc/keepalived/keepalived.conf X4, EETRATRMITEHRAS (M4 {4tkeepalivedmaster.conf)

e interface enp0s31fEIX N -RenpOs3HOIE A X BT = PIEMN-KEFR,
e ffvirtual ipaddrssdr, 1EREHIPIE L,

! Configuration File for keepalived
global defs {

router id alb

vrrp script chk http port ({
script "/etc/keepalived/checkalb.sh"

interval 2 # (FUBIZAHRITRIEIR)

weight 2

vrrp instance VI 1 {
# state BACKUP
state MASTER

# FIPIRSBEE LS MASTER B8 BACKUP
interface enp0s31£f6
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virtual router id 51
+ . BY virtual router id A GEE
priority 100
# E. STEBARENSR, EERK, SHvERN
advert int 1
authentication {
auth type PASS
auth pass 1111
}
virtual ipaddress {
172.21.32.198 # ISIRIEHRE, (Z50XEEMLT pHElE
}
track script ({

chk http port

6.6 £ (ATR) SIERERISIMZE

ORI EMRZA /etc/keepalived/checkalb.sh , FFRIITEAR

!/bin/bash
alb_count=$(ps -ef|grep "alb: main process" |wc -1)
1. Fta L BREGFE, MRAFEF Lkeepalived
if [ $alb count -eqg 0 ];then
sleep 3
#2 . FEWEBRIRIR—Ra1pIRE
alb count=$ (ps -ef|grep "alb: main process" |wc -1)
#3 . BRHITHEIRT, WalbiEAFENE EKeepalived, 1L MR ITER , FHEHEIA
if [ $alb count -eq 0 ];then
echo "alb is down"

exit 1
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6.7 B =BiitEkeepavlied (BT52)

Gl## /etc/keepalived/keepalived.conf X4, EMNTEBTRMITEHRS (M4 {tkeepalived-
backup.conf)

e ;¥ interface enp0s31f6iXM-Eenp0s3FIERIA K BIT S YIIEM-EZ TR,

! Configuration File for keepalived
global defs {
router id alb
}
vrrp script chk http port ({
script "/etc/keepalived/checkalb.sh"
interval 2 # (HNIEIAHAITRIEIRE)
weight 2
}
vrrp instance VI 1 {
state BACKUP
# state MASTER
t BHIRZELE MASTER B BACKUP
interface enp0s31f6
virtual router id 51

# . BB virtual router id WRHEME
priority 90

# E. SUEBAERINER, EVUERK, FOTUER/N

advert int 1

authentication {
auth type PASS
auth pass 1111

}

virtual ipaddress {

172.21.32.198 # BIRIEEE, (BXUXNEEHLTPitbiE
}

track script ({

chk http port
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6.8 F1RCIZRERISMSF

ORI BRI /etc/keepalived/checkalb.sh , FFRIITEAS

!/bin/bash
alb count=$S (ps -ef|grep "alb: main process" |wc -1)
1. FALBREFE, MRAF EE Lkeepalived
if [ $alb count -eqg 0 ];then
sleep 3
SRR —IRa 1o

alb count=$( s —ef|grep "alb: main process" |wc -1)

#3. BRHTHINT, WalbEANFENEEReepalived, iEUHAHTTIER, FHRHEIA
if [ $alb count -eq 0 ];then

echo "alb is down"

exit 1

.9 Btfikeepalived

e TA. BRI T =EMAmn<S Eakeepalived: keepalived -f /etc/keepalived/keepalived.conf
o (FRREHMIPIHIDALBRYEIEEH SF IR,
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7 EREAESHER

7.1 ETCD&EERW

SiTstartill Az, B FetcdiEERMITE, AJLIABTEREMIZAR, SERFEzIalb,

7.1.1 [E)ERRAER

1. BBl ARstart.sh, FiFetcdiBaTA.

N EERTR, 1E338fTHEAsleep 15, REFREE, EREALB

7.2 DNS is Empty (ER%dnsiR53ES)
FRAENESIMELDNS, NMEZFHNHBENERIDNSEE,

FOEX (it ZIEER/alb-standard/conf/config. yaml
FISRIEAYER, BPEJFEDNS,

ERdns_resolverxy>¥ 2l LEHAYenable_control
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