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2 HEERERIEDIT (RIERF + ALBIYEEIFHR)

ALBEALISHREER, BAESHA. KRENERISHRT, ELRRMEEZIRTATNXERE  BERGRR
EERES 70 ALB BB ERIEE. XWERERN, FBHEEI.

SRR
BIERZIERZZES" (CPU. Afr. M. XEURZFZR) |
ALB Z7ER", HFEIRRITHSFMTEESRAFF (BE) .

BEET—/=IE, #0A]58 SRR ZA 2 PR,

2.1 F#ERREEHRER

2.1.1 XiHHRTF (FD) PR
2.1.1.1 A 4=FE?

Linux BUARRBIE MHZAFTHRHEATTYE (BF 1024) |, BHLERFER, mE TCP &, S5 U4aR
BEA— FD,

HHAHREEEEIIRS], ALBSIEMmER:, FE error log FIER Too many open files ,

2.1.1.2 tnfalEe?

-n 65536
-Hn 65536

[Service]

User=root

Type=forking
LimitNOFILE=65536




S ApusictazkiIEes MR TRE

2.1.1.3 JN{RIIEIIE?

/proc/S (pgrep alb |

lsof -p $(pgrep alb |

2.1.2 TCP EEPATI SMLEE S8

2.1.2.1 At 4=E?
W1ZiBId somaxconn (accept BAZY) #0 tcp_max_syn_backlog (SYN BAZI) PRBIRFTTAIERZAVEE, BUAME (U
128) T ADS NMERZR, SEGMEREER, RN AEFIHERBY,

2.1.2.2 tnfaiEee?

# YREE /etc/sysctl.conf
net.core.somaxconn = 65535

net.ipv4.tcp max syn backlog = 65535
net.ipv4.tcp abort on overflow = # AgE: PASIRETIZED RsT, EFAINERT

HAT sysctl -p FX,

[EIRJTE ALB BcES4 alb.conf B server M, #XIPTimAIECE 7NN backlog 2%

backlog=

WhH: listen FY backlog B#(5ZFZ%; somaxconn HL[ERE accept PAFIKE, Lhr4R1ES

min (somaxconn, backlog) , FINRE RIT—2,

2.1.2.3 YI{aJ5SiIE?

2.1.3 TIME WAIT &R
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2.1.3.1 At 4=FE?

FrhRAEZA—EHEAN TIME WAIT RS (960 %) |, THRNERZREIEEASTINEE., TREESIEK
= (W&shim APl) |, K& TIME WAIT 3 ERAMiR (ephemeral port range) , §&l cannot assign

requested address ,

2.1.3.2 WNRI4EHR?

# YREE/etc/sysctl.conf

net.ipv4.tcp tw reuse =1

net.ipv4.ip local port range = 1024 65535
net.ipv4.tcp fin timeout = 15

1E20EE sysctl -p £34, A 2 tcp_tw_recycle (EEFHA NAT FIAE=x) ,

2.1.3.3 JN{RJIEIIE?

2.1.4 CPU Srhif=ftE

2.1.4.1 A AFE?
AN -RRUWFEESRTE CPUO, SEBIE, mEMZOTR, albZ worker T A& FIBZ#Z,

2.1.4.2 tnfafiitk?
[EF reuseport (¥#FEF)

reuseport;

Rz BmEimnEED &2 worker B3R socket, S IYE, s FahghE IRQ AR CPU (B%K%) .

2.1.4.3 JN{RIIEIIE?

top
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2.2 ALB EEEHRZR

2.2.1 Worker #ESiEEHEERSY

2.2.1.1 AR 4EFE?
 worker_processes IR&IS> (W1 1) , TiEFIBZSZ,
* worker_connections IR &I, & worker TTEIEEBIA
e SRIRE worker_rlimit_nofile, SEBMERZIF, ALB HZAEBREH,

2.2.1.2 tNfafife?

2.2.1.3 AN{aI3EIIE?
o IBICEREAFFA ~ worker processes x worker connections /2 (B REIBEZEEE client #0 upstream 7
N socket)
o FEENMBESILTITUA QPS

2.2.2 X (Buffer) GEBEASE

2.2.2.1 A AEE?
e proxy buffering off 2 S EinlIN B R A, &0 client 5 backend MBS, BREEN;
 Buffer X/J\ (RNEAIA 4k/8k) FEXRNIR{F7E= TR syscall, 1800 CPU FF58;
 Buffer KAZIRENTF.

2.2.2.2 tNfafiiqe?
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2.2.2.3 Y{aJ3SiIIE?
o WHLFFE/FA buffering A9 QPS S3ER;
» {HF3 strace -p MER read/write RFEFFINE,

2.2.3 BEBNRESH 1/0 R
2.2.3.1 At 4=FE?
FANESRKE—17 access log, mF A TNHEE 1/O B o, TEEVIMERS =5 IOPS BIRAY, aEiti?

logs/access.log main buffer=

2.2.3.2 Y{aJ3SilE?

iostat -x 1

2.2.4 SSL/TLS IBFFrEA
2.2.4.1 At4=EE?
R HTTPS smEZEHTE TS IBF (2-RTT) |, 1H&E=E (JUH RSA ZB3%#e) |, BiEKR=E CPU,

2.2.4.2 tNfEIfiie?

shared:SSL:

.
14

TLSv1.” TLSvl. ;

.
14

2.2.4.3 AN{AIESIE?

e {FF3 openssl s client -connect host:443 -reconnect i, session E;
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o ENXIEL HTTPS 5 HTTP B9 QPS ZEEE 4%/,
o A% CPU (ER= (top & %sys 2/ITS) .
2.2.5 BSERRBEESHERINE

2.2.5.1 A AEE?

RFFE sendfile. tcp_nopush £, SEZERIEN

2.2.5.2 fNfaIfieL?

inactive=

HE, 1BINER,

tcp nopush FZ7F sendfile X%

#HE: tcp nopush 5 tcp nodelay (EFF=E, [EHIFFEAFMHES,
AXMAIERL, tep nodelay fENZAEDL sendfile L3 /GHYINEGE AR, REECS B [@ALHEIL SHE
K,

2.2.5.3 JN{RIIEIIE?

o MLEHERIRRFSI FERE;

» {§FH perf 8k bpftrace WX page fault ¥ copy IREL,

2.3 ZRIEIERZE

TR EIAME—E, KBIZIA T S TIGIERER
Evalld= TH/&<
FRIERERE wrk -c 10000 -t 10 -d 30s URL
ERBAT IR ss -lnt
FD (ER1ER Isof -p PID
CPU FIFEt9#ME  top B htop
MZEEEIR ‘netstat -s

ALB W%B#k,{(\ E)EH stub status

KiiEhR
Requests/sec, Latency

Recv-Q 2&#IR backlog

grep -i drop’

active/accepts/handled/requests
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ﬁﬁ |/O Ejj iostat -x 1
2.4 IhZ
HE BRRYRIN

IRIEZRS  FD RSN TCP BABU. TIME WAIT

ALB Bc & Worker #{. Buffer. H. SSL

%Util, await

AT
%L limits, sysctl 2%

BIEE events/http &R
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3 BRI

3.1 EBRHRBEA LSRRI TEEEHRZN

ALB SR ZNBITSE, HINFRTE iR < ALB 1 ALB « LIRS H MM, EEEAEGE, S5

o EETENIIE - worker connections ¥R
o BEXRFEMNRE - ERimER. BRPARRE;
o FHFER ALB FIEAE pending &3k —» RTE/CPU R,

3.2 ZERiEtEXi8AY (Client-side Timeouts)

BA
2 FF8
=]
client header timeout 60s @HQ%F‘E%%?%E%EH?
client body timeout 60s @HQ%FE#E%SR%E%EH?
Z i keep-alive EIHRIFAT
keepalive timeout 755

]

3.21 LRI

i

BEZPIENE (Slowloris) BIFERIE

E

KA EAERFRIRATR/E worker

IREITAZEE idle &R

3.22 IGERI:

o IBHEEK (WIER curl BRENEEAIXEAE slow.txt[IOMB]:  curl --limit-rate 1k --data-binary

@slow.txt -X POST http://ip:port/api ) ;

o M2 error log @&+ client timed out ;
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e {ff ss -o state established BE&1EE ESTAB BYal2A B FRER,

3.3 LiiFBRSS1EX#ER) (Upstream Timeouts)

2 BONME YEF8 MBS
proxy connect timeout 60s 5 upstream 237 TCP i EZRUERY  Finat/BIFEZE worker
proxy_send_timeout 60s [@) upstream &IXIEIRAYBAT L& IZE B /e im I8
proxy read timeout 60s M upstream 12BN R ATFERY [RimAtIEIE5% hang ZE

A Blid 60s EEH LR FIREGER! —1MEREL A58 S FI%E# b .

3.3.1  ffdEEIY (LA API RXHf) -

/api/ {
http://backend;

.
14

Connection

3.3.2 ISER:
* ¥& proxy read timeout & 5s, AAE1LEL sleep 10s, ME ALB 2&7E 5s [EIR[E] 504 Gateway
Timeout;
e 15¥% alb status & active connections B EERFERIINTT;

o HEHFMNHI! upstream timed out (110: Connection timed out) .
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4 KiEEEEISR

RIEEFEE =T DEEETFEER

—(HTTP Keep-Alive)- [ALB] — (Upstream Keep-Alive)

4.1 ERix — ALB: SR HTTP Keep-Alive

ALB BRIASZHFE Fim keep-alive, BESERE:

B iZ/FF Web X528, Balin App. RIEBIRS B S 1F keep-alive BIZ i,

4.2 ALB — EifF: ISH Upstream Keep-Alive (KHE! )

SERINIFR, IS HTTRENR:

backend {

/api/ {
http://backend;

EirARSS ]
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Connection

4.3 [5imBRSS: |/32HF HTTP/1.1 FixRIGiERE

e /FUmiEZR (40 Spring Boot, Gin) BUABES LS, Flask FIEEFMAREHERZS&E/SHERER,
o HRAZEZNAIZE Connection: close;
o AfEA TLS, FINEH session resumption,

BINIE: MUEMERSEREIEEN?
IR %

RN AE TR curl v BEEAEMEE, 3A tepdump WERE— TCP iRHFZ

Z i keep-alive
™ KEEP HTTP izsk

stream keep- N
4P P ss —-tnp | grep alb | grep :8080 EIE ESTAB E}zf %%’ @E

alive
FBRTAERS BEHURIHRIER > timeout, #&IA ALB ¥x[E] 504 M3k hang 1F
EREE YR [ENRIEL =/ keepalive B9 QPS 5 CPU R

TEIENES (3IEF upstream keepalive)

wrk -tl6 -cl000 -d30s --latency http://alb/api/fast-endpoint
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5 EBIARRACEEH

5.1 ip5—: WebMubizaMEMIL

5.1.1 \kSsimsiEid

REWEET—NIFNL, BEXEFHFSHR (B, CSS. JSMH)

5.1.2 ik Bt
RIS SRRDERE, BRRS0E, SNERFTR,

5.1.3 {fitk 5=
s ERNHTARRER

inactive=

.
’

.
4

/var/www/html;

.
14

Cache-Control

» [BHgzip/E4E

, RSB, BFMRRUEIIEARIE,
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.
14

text/plain text/css application/json

application/javascript text/xml application/xml;

}

5.1.4 {RALHR
o FFCHRIRNNEIRERTTS0%LA L
o IRSSRRCPUERZRE{E20%
* AR NENNEEEEE4ER

5.2 1= APIRIXMEREHIL
5.2.1 \ks5iH=
ENBAPIAREANEAREAHER, SEPHIINIE, B BEREMAIBER,

5.2.2 flife BitF
BFAPINFFEEIBEES, RIERSIREM.

5.2.3 b A=
. 1. B R G SAEIA TR

-n 65536
-Hn 65536

. 2. (L ALBECE

20
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apli backend ({
max fails=: fail timeout=

max fails=: fail timeout=

zone=api: rate=10r/s;

reuseport;

/api/ |

http://api backend;

.
14

Connection
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zone=apli burst= nodelay;

53 am=: X THRARSHIL

5.3.1 \rESiasiEA

WBEBRHASH FEIRSS, ARRIRTEIREE,

5.3.2 fliftBtx
RBARETHEE, RRIRSHZRRER,

5.3.3 LA =E
. 1. BREASUE I EE

/downloads/ {

/data;
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Accept-Ranges bytes;

5.3.4 {li{L3 R
o AN TEIRERTT60%
o IRSHEAFHARE30%
o ITHTmEE, KNERFIRR

5.4 17=M: ALBRFRCIEAASERSS IEREML

Btr: EIRIEZZI + ALB BCELIE, (&€ ALB BESRUTIESIH AAS IRE, eIEBHAE APl IBK,

5.4.1 IMERFEmFERN (Linux)
R SRR

-n 100000
-Hn 100000

A TCPRIZEHE
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net.core.somaxconn = 65535

net.ipv4.tcp max syn backlog 65535

net.ipv4.ip local port range 1024 65535
net.ipvéd.tcp tw reuse = 1
net.ipv4.tcp fin timeout = 15

fs.file-max = 2097152

AAS HEREIUAL: BRIR AAS MABBRSS BB INIERSHS, FRIBESSIRSSIEBEZMALER A/, FMRUIEEE
AAS FarlERBIEIN S,

5.4.2 ALB FeE ik

aas_ backend {

max fails=> fail timeout=
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max fails=

max fails=

reuseport;

http://aas backend/;

.
’

Connection

Host
X-Real-IP

X-Forwarded-For

access.log main buffer=

fail timeout=

fail timeout=
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5.4.3 EMBSIIE

wrk -t16 -c2000 -d60s --latency http://your-alb-server:8080/api/test

5.5 ia=A: ALB BRFHAEENI (C1000K)

55.1 88

5.5.1.1 HBSESiFS:
e WebSocket &iEZMx (J0IX. loT IREEN)

e HTTP %18 (Long Polling) BRSS
e Server-Sent Events (SSE) #XF&

o MRS API X (BiREER)

5.5.1.2 E=ERjE:

BAHA # 55 QPS, IAME BEIRTHERS 1,000,000 4 TCP &, 8MNEETRMISEE (NESof—mOBk) |, B
URTF alive,

5.5.1.3 &S

ALB SR MEEUEFFE D socket: client « alb + alb <> backend — 2 FD #§ ~ 2 x FAEEH BARBMA upstream
keepalive, BimmAZBARERED (JIFAEIT) SEd EEER (KEEt) BRmEERNEETSIETE

5.5.2 RAGE

e ALB E: HiBED&EEEA. TLS &IE, DA
e Backend B: {NFAME EEKIEK, B IMHERKER D 5 ALB B
o XKHERER: mimBE=EE + RinaREET

@ LG

26
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1,000,000 &Fim%E# — ALB — 1,000 ~ 10,000 1~ upstream i&E#E (252 100:1 ~ 1000:1)

5.5.3 iERFZ LA (Linux)
5.5.3.1 XHiRfF (FD) —ki@!

-n 150000
-Hn 150000

>> /etc/sysctl.conf

>> /etc/sysctl.conf

M ulimit IRE 15 5, £/E8E 250 57
ALB FIEESEIGEZES - B x 2 (client + upstream) = 200 75,

ALB worker #{ . ulimit REATEEG NHIEFTHHEDT 1575, HBA 20075 /15 75 = 14 worker [#724( (BD
ZX 16 ZRULE CPU)

RE 25075 [r ALB FFZEZIRY 200 HX A4S}, REESHIRMIRStOFEFTHX A, Bl 250 BFTFX
HEENRF X IIREAI LIR,

5.5.3.2 PILEt%iRAIR

.somaxconn = 1000000
.netdev_max backlog = 50000
.tcp max syn backlog = 300000

.tcp syncookies =1

.tcp synack retries = 2

.tcp tw reuse =

.tcp fin timeout




S ApusictazkiIEes MR TRE

.tcp max tw buckets = 2000000

.rmem default = 262144

.wmem default = 262144

.rmem max 67108864

.wmem max 67108864

.tcp rmem 4096 16384 67108864
.tcp wmem 4096 16384 67108864

.1p local port range = 1024 65535

(Ze5e1F02, 4T FEaER

sysctl -p

5.5.3.3 iZSEEEIN

e Linux #Z > 4.5 (F2E7¥F reuseport + epoll)
CPU = 16 #% (BBERE L FXHRFEX)
HTE > 64GB (- NEREL 4~8KB, EJ5ER 8GB, NN.E buffer FlEisER)
X4 swap: swapoff -a
{$F8 SSD: @ HSERIGRS S 1/O £20

5.5.4 ALBECE&{R{L
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backend pool {

max conns= max fails=
fail timeout=

max conns= max fails=
fail timeout=

max conns= max fails=
fail timeout=

max conns= max fails=
fail timeout=

max conns= max fails=
fail timeout=

max conns= max fails=
fail timeout=

max conns= max fails=

fail timeout=

max conns= max fails=
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fail timeout=

max conns= max fails=
fail timeout=

max conns= max fails=

fail timeout=

reuseport backlog=

http://backend pool/;

.
’

Connection

Host
X-Real-IP

X-Forwarded-For

X-Forwarded-Proto
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|« STl

» keepalive 1000: &1~ worker 247 1000 1™ upstream ZSIFERE,
* max conns=1000. [R#|E/FimER AEZE, gzt
* proxy send/read timeout > keepalive timeout: #¥% ALB FEEIXITNES,

» reuseport: SLHIPIIZIR G EIIE, #EFE accept #izsH,

5.5.5 [Fim{ft
o WIFIERE

5.5.6 ER&ESHE

[

ALB #g "too many open files"

ISUESES e
EEFRIME BT
CPU E1Z% 100%

TLS #F18

5.5.7 845

JREA
FD BREIFE
R upstream keepalive
TERNR &R ILEC
KRB reuseport

FEF session

24 REREEAHERIZOAT

FRIRTTZ
12F LimitNOFILE + worker _rlimit_nofile
KT proxy http version 1.1 + Connection ""
H&{R proxy read timeout > keepalive timeout
7500 listen ... reuseport;

fEH ssl_session_cache + ssl session_tickets

BhAHE = BIERSGEIR x ALB EZESIE x upstream KIERER x [GinsEae

=454 KigapiE
OS 127+ FD. ik TCP. XA swap
ALB reuseport + X worker_connections + upstream keepalive
Backend SR + RKIEEST + IWSINE

3G JEM + mais +

=Fvaxii
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6 TEEENIN SIHREHEES

-f ALBLZEHSR/logs/error.log

lsof -p $(pgrep alb |

-n

/proc/sys/fs/file-max

netstat -s | grep -1i

ALBLZEHR/sbin/alb -V

6.2 fRIRIIS: ENBIAKSEFKIZE 502 Bad Gateway
6.2.1 iERDHR

ALB T 5 upstream [GimiE ksl SN ;

BRE:

o [FimARSENEkiR RN,

* proxy_connect timeout i3%8, EIREEDIE;
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o [RUmMEEHUAZI LR (20 Tomcat maxConnections FER) ;
e DNS BBtk (& upstream EBIE) .

6.2.2 fBRBEE

http://backend;

.
14

6.2.3 RRiERHE
» &% ALBerror log:

logs/error.log

o F&) curl WK upstream B2E0IX;
o [ENAYSIEGim accept BAZI: ss -Int EF Recv-Q @&imt.

6.3 $HIRIASR: EAMIEAIER, BEfS QPS BRiF, &EiEthiR

6.3.1 BiROH

* ALB worker connections Sk RZFXHEIATF (FD) FER;
e HEHRHI accept() failed (24: Too many open files );
e R BAIA worker connections=1024 + &%t ulimit -n=1024 T A3ESFH A,

6.3.2 BRHEE
o IRMERFGEE:

-n 100000
-Hn 100000

33
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[Service]

User=root
Type=forking
LimitNOFILE=100000

ALBECE

6.3.3 IRERE
o HEPHE FD BRH!:

/proc/$ (pgrep alb | -1)/limits | grep

e SCRYHAYE FD (HE:

lsof -p $(pgrep alb

o [EMAIMIER error log 2&1{3E "Too many open files”,

6.4 (BRI ENRIBIMAE 504 Gateway Timeout

6.4.1 it
o ALB Z4F upstream N2 ;
e ZfIA proxy read timeout=60s, {BRiRAIEIEEE hang 7E;

* ESFHAT, LEIEBKEIRIEEE worker,

6.4.2 BRHEE

34
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o SIEREBAS (IRIFSS PO9 NGAATIE) -

o [RURMI: %I)\#QUE AR ;
o BIREEKEIENK: BIRA (Iimit req) RIFPEIH.

6.4.3 ISIERE
* ¥ proxy read timeout &M 5s, AFLLEIH sleep 10s, #HIA ALB &7 55 [FHIRE] 504;

e BFerrorlog:

error.log

6.5 SRSk ENRZEFIRIE “Connection reset by peer” & “Connection

closed”

6.5.1 GRS
o ALBEzpXA TEE, BT
° BERIm&KIX T ATEIEK (MR& header & body)
o client body timeout 3k client_header timeout fit ;
o [FUmREEAEEIIN (40 chunked JRIBEEIR) .

6.5.2 BRBEE
o PEEFIHITA (FRRTEHTTPIEK)
o ELMETEBAT ((NPREEAM) -

 BREEIFMIIAEEO)-

35



S ApusictazkiIEes MR TRE

6.5.3 ISERE

e {FF tcpdump MBS RST BFIR;
o XEbFE/2KA debug log RFUEEIRIFIB.

6.6 fEIRINSR: FH upstream keepalive |5, QPS FTiRAEZETIF

6.6.1 $HIRDF

e BEER: FRIRE proxy_http version 1.1 gkzRiakk Connection =k;
o [RimAz¥F keep-alive: &[E] Connection: close;
o keepalive EEIT/\: AEFRERE, EREMX.

6.6.2 fRRRPHE

backend {

http://backend;

.
14

Connection

6.6.3 IRIFHE

o KT upstream EEIRE:

O ss -tnp | grep ':8080' | grep alb | grep ESTAB | wc -1

o EHUERRTE ~ worker processes x keepalive, 1BEERL;

o EREL: FFERIE QPS 5 TIME-WAIT $&.

6.7 tHIRMR: EUMRSF CPU sys% (RELS) 31, & 70%+

6.7.1 $&RDIF

o JUE syscall (80 read/write) SEETFIUIRFFEEK;
e KB sendfile. tcp nopush EZ4EIMLE;
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o NEIEARIX (Nagle EiEARMMN) .

6.7.2 MRRAER

o FASHIRMUILER sendfile ;
e )7 APl BJ2%F tcp nopush , [5F tcp nodelay ,

6.7.3 e
e {ffH perf top MERAZRE (40 tcp sendmsg ) HELES FE;

o XIEUILKAEIfE sar -u H %$sys i8tF.

6.8 fRIRIIZR: St% CPU T, {X CPUO £33k 100%, HithZ=MH

6.8.1 {HIRDF

* Ki=F3 reuseport, FrEIERZHE worker accept;
o R-RARlTEF7E CPUO,

6.8.2 MRRFER

reuseport;

ssl http2 reuseport;

6.8.3 IRiEHE
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7 EEENHIRIRET R

EHIRUR

A= 502 Bad
Gateway

=
j(E 504 Gateway

Timeout

QPS EAE, &
FEHERR

EH "Too
many open files"

HTTPS QPS A%
F HTTP

CPU X &8#%
100%, E5z5H

f2F8 upstream
keepalive o381

=ik
"Connection
reset by peer"

TIME-WAIT 1%#
ML (>1073)

RO EREE

RIS

[RimARIIA / ERIEE

/ DNS £

[RimIMAL g / hang ZE

FD 3R/
worker connections A~

B

R G5ay ALBXHEIARTS
BRAIE

TLSEFRER/
cipher {4

fEﬁgﬁﬁ reuseport/
accept %ﬁlﬁ%

TR/ HTTP/1.1 Y
Connection LK&EM

BRTALA / 1BRA TR
/ [eimEE K]

KREREE / E51XF]
F9 ALB
KEAEEN / buffer

/N
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KgaEm<S

curl -v http://backend
grep "connect.*failed"

logs/error.log

grep "upstream timed out"

logs/error.log

'ss -tnp

‘cat /proc/$(pgrep
alb)/limits

‘dmesg

‘openssl s_client -connect
host:443 -reconnect
2>/dev/null

top

'ss -Int

'ss -tnp

tcpdump -1 any -nn port
80 -w debug.pcap
grep "client timed out"

logs/error.log

SS —S

‘netstat -ant

‘strace -p $(pgrep alb)
2>&1
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ﬁE}:lﬁﬁﬁﬁ 'Iﬁ
RE& resolver (HFER)

U%;t proxy connect timeout

grep :backend port’

grep open<br>lsof -p
$(pgrep alb)

tail<or>systemctl show alb

grep Reused

grep :80° (BRGZ 1 &M
socket)

grep :backend port

UjIE client header timeout

/ client body timeout
WRENTREREEE HTTP
lﬁfﬁ

awk '/TIME-WAIT/ {count++}
END {print count+0}"

grep -E 'read
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8 MEEEMHXESEIS

1588
AREXNHNE, MEEEEIURANEESHEEXSE,
fFevents (VRWELE, FATIREALBSEHAMBIEEIZS

fEncep HIRABCE, ATIREHTTPIRSTIUIERXSH

w]

Eserver{}ﬂ%p\jgaﬁl FHTLQEHTTPFE}L)LHE u% ﬁ(

|

Fiocation VRAECE, AT IREFEURLIMZAIIESH

Fupstrean{ HRAEE, AT REROCIENGIRIRSESHE

28

Estream{ }i;%p\]@agl ﬁﬁ?iﬁ%TCP/UDPIEET%EE%%

TR BRI
e 155 ALBRIBCETES, 1EALBINBEBCEMSEE.
o TN BIZESHAIWERE.

{ERBIZARR TN ECE R
main EEEEXIE
events EHREIELEIR
http HTTPARSSECELR

}_.:}L/U%Eﬂ EH@BE
server
R
location URLICECECE IR
upstream EirsARSSECEIR
stream MERIERCE R
main/http/server/location  ZRECE X
http/server/location HTTPECE [Xig,
8.1 2B 5iHiEEH
i .
e I
X
, ALB worker
worker processes main . "

- HIEEL

B worker
worker rlimit nofile main A

IRRFEL

4fE worker
worker cpu affinity main :EtU}E'fE CPU

%

BJfEmain, http. server, locationfFE2EHKFEE
{NAJfEhttp, server, locationZg+HEcE
HANE EE FREI
to g
auto 2 auto ESENIER CPU il
auto CPU %% 5 S
(QD 8) 2N, IR
7ohR) 65536 ~ WA > worker connections
B ooy « 2 (client + upstream)
2%) ’
. auto (k3 RO TR, IRAHERF
) SBES) ApER (BJiE)
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8.2 EE{¥tEE! (Events)

B

worker connections

use

multi accept

£F
X

events

events

events

8.3 HTTP 2KftH

B/

sendfile

tcp nopush

tcp nodelay

open file cache

open file cache valid

open_file cache min_uses
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ThREbER

B worker
BRAFRIERE

£

S IRENEE

—IR accept
EpEE

ETX

http/server/location

http/server/location

http/server/location

http/server/location

http/server/location

http/server/location

A -
& EE
£ 10000 ~
200000
Bzl epoll
JPiTES (Linux)
off on
IhaEieR N
B
FEIE
HIFHS off
(G
YR
faxi% off
(=)
sendfile)
/A
Nagle &
% o
AvA:1Y:S3
FBF X
TTER off
(fd/stat)
ZiFIE
_ 60
A :
XD 1

IEIRES

40

N

BEIN

S FF A& =~ worker _processes x

worker_connections

Linux Te/REIR A epoll
(BEINEERINER)

Bcd epoll 2FEFMIL, BRI

(5%

2iNE

on

on

max=10000
inactive=60s

30s ~ 120s

HTRERS L
. RO/
AFPEENL
RIS &4

MR, wINE

HSE/AP
EEINTTRE, BEE
FEIR

SRR S
B0

i)
open file cache

(ELE
ballas e vats
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i
8.4 ERimEiESiEn
BS il 574 Ihgeisas
=i
) . htto/ Jocati keep-alive
eepalive timeout server/location NP
e 0 R
A iE]
, PEER
keepalive requests http/server/location jci%;;z
AT
client header timeout http/server/location ;i;lé;?—_k
. EYEINE=PN
client body timeout http/server/locaﬂon {ZEH?
BiEA
reset timedout connection http/servel’/b(:ation 1% RST 1
3E FIN
8.5 RELE (Proxy)
BS LT Ihaeises
1 ;
proxy http version http/server/location :ST?EF{’%#EiJ
aR
proxy set header . .
- location Connection

Connection ""

=

41

A

75s

100

60s

60s

BAIA
=]

1.0

2iE

155 ~ 30s
(Web

API)

300s (K&

%)

1000 ~
1000000
10s ~ 30s
SHAE T
VAR AN
120s

10s ~ 120s
X EER]
ARYESCPRAT
ERE

on

ZiE

11

TAESH
idle JERHERR

BRIz
Fitts

[ Slowloris

LGH

A EEFE
R, APl &J
EN

(ESES =S
TIME-WAIT
QEEEDEE))

fEFB upstream
keepalive W7
=91

Fe& keepalive
£/, BrlE

close



proxy connect timeout

proxy send timeout

proxy read timeout

proxy buffering

proxy buffer size

proxy buffers
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http/server/location

http/server/location

http/server/location

http/server/location

http/server/location

8.6 Upstream KiE#Eith

B

keepalive

keepalive requests

keepalive timeout

5 upstream
L)

[@) upstream

RIXTEIGEBRT

M upstream
120 A A

EAE IR
fiva

E=—1i buffer
KN

MMz buffer
http/server/location e
RISSHET SRS
. A
T IhREAR
(=]
. B worker 9= F
upstream e
P PR A
BB upstream
upstream N o 1000
P RS AR
t SRE
upstream upstrear 1% 60s

el

42

60s

60s

60s

on

4k|8k

4k|8k

BERE
SEE

32 ~ 256

1000 (#A
=
i2)

60s (FX
A,
)

op

1s ~ 10s
=SHET [EimfEEEE
YN PR
41120s
5s ~ 30s
SHAET FRIESS P99
EI S .|
41120s
5s ~
300s
e KiEEm=a
SH AT ﬁ;“
NS
EIIYA=PN
KASENG
o
0 B mEn
R
16k BEEL,
Y >16k
SEM7EE
8 32k =
ik
SaEE =

worker processes X

keepalive

PplbiERAFitE

i
3
&
3
W
pt



8.7 BF

‘e

access_log

error log
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EFX

http/server/location

=

main/http/server
sty oG]

RINME

logs/access.log

combined

error
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=#E

off (JEM)
gl puffer=64k

flush=5s

warn (EEFi)
crit (JEM)

SR XA
SR PEN

B, debug
Hide = Hae
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