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1—. BY

RIEEENZIRApUSICREIDEREV2 0. SR ERBFIREEE. REIMBENHIES. BITRADITTHRERFEEM
ALBE SECEM MERRIEREMM, SEHEBSHRIONHES, BB BRESHANE NAIEEBRIRIERED

i}

=]
A,

NIEAFEE 7 NERRSGSERNEIERNBE LRI RER, NENARBNEERIXEIIEEERRE, U
RAatagliidEh ] g SaBAED %, BIAXRES, BAELL

o IRBIFIRRRALBIESFH AN THIERSRAR

o BIEREIRERFIALBSHLURT R FEIN AL

o ERRERMURIE, BXFRRFRRET

o PRIREMAFEREENNIAFIBZIRE WD

o RIEEAWSHRLANAMTLTE

1.1 EREE

A FEEEEIRAPUSICREIIERIIFAAR. BEAIRBREEAR, BEFLIERRE (BIFEKYn,
UOS. Opentuler, CentOS. UbuntuZ=&1ThR) . B RSFIFMAARSEFINHEN, BRUTLUEZEEH
ALBRIMBERIN, MRFAFRESLEB R MARTRE. SHIIRSSEE.

1.2 IR EHRER
ASRESTIREREHTES, BHRASSRRERIER,

=Et $ﬂ$ﬂm§ &R~ m BT
2025511 ALB V2.0.5 1R/ MEREIUIIRBE. IR, MREEIRAFE. MRRXESE

V1.0
= h =
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2 =, HEeHRERIESR (RERE + ALBINHEEIFRR)

ALBEALISHREER, BAESHA. KRENERISHRT, ELRRMEEZIRTATNXERE  BERGRR
EERES 70 ALB BB ERIEE. XWERERN, FBHEEI.

SRR
BIERZIERZZES" (CPU. Afr. M. XEURZFZR) |
ALB Z7ER", HFEIRRITHSFMTEESRAFF (BE) .

BEET—/=IE, #0A]58 SRR ZA 2 PR,

2.1 2.1 IMERFEEH#RIR

2.1.1 (1) XH&ERTT (FD) PRH
2.1.1.1 A 4=FE?

Linux BUARRBIE MHZAFTHRHEATTYE (BF 1024) |, BHLERFER, mE TCP &, S5 U4aR
BEA— FD,

HHAHREEEEIIRS], ALBSIEMmER:, FE error log FIER Too many open files ,

2.1.1.2 tnfalEe?

-n 65536
-Hn 65536

[Service]

User=root

Type=forking
LimitNOFILE=65536
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2.1.1.3 JN{RIIEIIE?

/proc/S (pgrep alb |

lsof -p $(pgrep alb |

2.1.2 (2) TCP EEATISMLEESE

2.1.2.1 A 4=EE?

PtZidEd somaxconn (accept BAZI) F0 tcp_max_syn_backlog (SYN BAZY) PRHBISRSSRGERIVEE. ZOME (A0
128) ESHAIZS FRZHAMS, SENEERER, TN NEFIRERB,

2.1.2.2 tnfaiEee?

# YREE /etc/sysctl.conf
net.core.somaxconn = 65535

net.ipv4.tcp max syn backlog = 65535
net.ipv4.tcp abort on overflow = # AgE: PASIRETIZED RsT, EFAINERT

HAT sysctl -p &R

BAT7E ALBEZE X FFalb.confstd i ORIACE 7 INbacklog L& :

backlog=

2.1.2.3 JN{RIIEIIE?

2.1.3 3) TIME WAIT i&Ei&iH

2.1.3.1 AH4LEFE?

FaFAEEN—HEN TIME WAIT RS (8960 %) |, MRERMEFIXRIIESISTIMER., TREESMEK
= (Wshim APl) |, K& TIME WAIT 23 ERAiR (ephemeral port range) , §&l cannot assign
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requested address ,

2.1.3.2 YN{I4ERE?

# YREE/etc/sysctl.conf

net.ipvéd.tcp tw reuse = 1

net.ipv4.ip local port range = 1024 65535
net.ipv4.tcp fin timeout = 15

1E20HE sysctl -p 34, A 22 tcp tw recycle (EEAH NAT F1Z=) .

2.1.3.3 JN{RIIEIIE?

2.1.4 4) CPU S5dchirz=ftd

2.1.4.1 BHALEFE?
ZOAR-ERUFERIE CPUO, SHEZIE, MEMZOTH, albZ worker T E9EFBZZ,

2.1.4.2 fafiie?
[ reuseport (}EE) :

reuseport;

WZB B mERED & EI% worker BIIRIZ socket, SLIAFISE, s Fa148E IRQ FIAE CPU (/%) .

2.1.4.3 AN{AIESIE?

top

2.2 12.2 ALB EgE&EiRR

2.2.1 (1) Worker 2SS R ERY
2.2.1.1 A AEFE?
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» worker processes RES/> (W11) , TEFIBZZ;
e worker_connections IREIIX, & worker ITREREBHA
e SRIRE worker_rlimit_nofile, SEBMERGIF, ALB (HSZAIEBRS,

2.2.1.2 tNfaIfiiqe?

2.2.1.3 WN{AJBEIE?
o IBIPEmAFFA = worker processes x worker connections
o FEEENMNERISEAZIFE QPS

2.2.22) ZMEX (Buffer) BEEASIE

2.2.2.1 A AEFE?
* proxy_buffering off =S¥ /EinllNEEnTE &, 18I0 client 5 backend AUREE, BREEM,
e Buffer /N (WIERA 4k/8k) FEXRIMA{AH S FEREK syscall, 180 CPU FH4H;
 Buffer KARIRZENTF,

2.2.2.2 tNfaIfiie?

2.2.2.3 UNfrIBEiE?
o NFLVFFE/XH buffering B9 QPS 53EIR;
e (i strace -p MR read/write RGFFIE,

2.2.3 3) HEBARESE 1/0 Mk
2.2.3.1 AH4EFE?
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BUABHERE—1T access log, S A NMEE 1/0 B uihan, TTEAEVMERZS=E IOPS BIRAY, afEiiie?

logs/access.log main buffer=

2.2.3.2 Y{aJ3SilE?

iostat -x 1

2.2.4 (4) SSL/TLS IBFFiA
2.2.4.1 At4=EE?
R HTTPS smEZEHTE TS IBF (2-RTT) |, 1H&E=E (JUH RSA ZB3%#e) |, BiEKR=E CPU,

2.2.4.2 tNfEIfiie?

shared:SSL:

.
14

TLSv1.” TLSvl. ;

.
14

2.2.4.3 YNAISIIE?
e {FF3 openssl s client -connect host:443 -reconnect Ui, session E;
o JEMXIEL, HTTPS 5 HTTP g9 QPS ZIE2E 48/,
o mx CPU AR (top & %sys EEITS) .

2.2.5 (5) @SHEREKRERASRUERIH

2.2.5.1 A 4=FE?

TS sendfile. tcp_nopush &, SHAZZIENEE, BIRER.
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2.2.5.2 infalffiie?

inactive=

2.2.5.3 Y{aJ3SiIE?

o MLEHERIGERHEH TEHRE,;

» {§FH perf 8k bpftrace WX page fault # copy IREL,
2.3 2.3 GRWIERE

SR ERME— R, BT R TURIERER !

IGIE AR TR/
FrRERRE wrk -c 10000 -t 10 -d 30s URL
EREPATIIRTS ss -lnt
FD E=R1ER Isof -p PID
CPU RIFBtYEME  top B htop
MLEEEIR ‘netstat -s
ALB BRI JEH stub_status
WE /O £ iostat -x 1

2.4 3.4 I©E

HE ERRURAN

FSEZ =17
Requests/sec, Latency

Recv-Q &R backlog

wc -I
BRAHELTS
grep -i drop’

active/accepts/handled/requests

%Util, await

Hrsm

RERS  FDPR&I. TCPBAZU. TIME WAIT 8% limits, sysctl 2%

ALBECE  Worker #1. Buffer, Hi&x. SSL BIELE events/http &R
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. BENERISKERNL (FPi + L)

3.1 3.1, BRREARSS|LRIIELERRR

ALB ZRZ 1M EBITSH, P3ERT BFin -~ aLe # aLB - LIRS MIBME. BEEFGE, 252

o EIEIENAIER - worker connections FER;
o IERFENRE - ZEFimERS. BPERGE,
e FimEEAT ALB FREXRE pending i53k —» WF/CPU 3R,

3.2 3.2 ERimtAX<iEEAY (Client-side Timeouts)

BAA
24 1EF
(=]
client header timeout 60s liﬁyg}t'ﬂﬁ“ﬁl%*%a/ﬂﬁﬁj
client body timeout 60s 1AV Fums SKIAATERT
Z i keep-alive ERHFISRT
keepalive timeout 75s

]

3.2.1 AL :

XUBsE

EE iR (Slowloris) AI3ERIE

E

R EAERPRIRAT={FE worker

iﬁ%ﬂj( :Z:ti |d | e }Ziﬁﬁ/\

3.22 IRiEHL:

o B (WFEACUrlfRENRE AIXAI{Fslow.txt[IOMB]:  curl -H "Transfer-Encoding:

chunked" --limit-rate 100 --data-binary @slow.txt -X POST http://ip:port/api ) ;

e WZ error log @Bl client timed out ;



SEApusictREIIEES MR FIM-IRENR
e {ff ss -o state established BE&1EE ESTAB BYal2A B FRER,

3.3 3.3 LiisBRS3tHKHERY (Upstream Timeouts)

2 BONME YEF8 MBS
proxy connect timeout 60s 5 upstream 237 TCP i EZRUERY  Finat/BIFEZE worker
proxy_send_timeout 60s [@) upstream &IXIEIRAYBAT L& IZE B /e im I8
proxy read timeout 60s M upstream 12BN R ATFERY [RimAtIEIE5% hang ZE

A Blid 60s EEH LR FIREGER! —1MEREL A58 S FI%E# b .

3.3.1  ffdEEIY (LA API RXHf) -

/api/ {
http://backend;

.
14

Connection

3.3.2 IGEA:
o HEILLfGiR sleep 10s, W ALB 257E 55 [{iR[E] 504 Gateway Timeout;

o 15¥2 alb status 1 active connections 2EERFEITINTT;

o HEHRMNHI! upstream timed out (110: Connection timed out) .

() SEELRE:
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4, KiEEGcEiESE

RIEEFEE =T DEEETFEER

—(HTTP Keep-Alive)- [ALB] — (Upstream Keep-Alive)

4.1 4.1 ERiii — ALB: [SH HTTP Keep-Alive

ALB BRIASZHFE Fim keep-alive, BESERE:

B iZ/FF Web X528, Balin App. RIEBIRS B S 1F keep-alive BIZ i,

4.2 4.2 ALB «~ EifF: B Upstream Keep-Alive (X! )

SERINIFR, IS HTTRENR:

backend {

/api/ {
http://backend;

EirARSS ]
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Connection

4.3 4.3 [5imARSS: F32FF HTTP/1.1 HRIS&ERE

o [FIRIEZE (40 Spring Boot. Gin, Flask) BRIABEIZHF,
o HRAZEZNAIE Connection: close;
o AHFERTLS, $ZINZF session resumption,

4.3.1 4.4 FRIEIE: MARMSERSENTEER?
KE B4R ik

NS AE TR corl v EERAEMIER, 30 topdump WERE— TCP iRHPZD

Z % keep-alive
i keep HTTP &5k

stream keep-
4P P ss —tnp | grep alb | grep :8080 BE ESTAB EEERREFE

alive
FBRTAERY EHEIREEIR > timeout, #IA ALB 3&[E] 504 M3E hang £
EEERRER [ENRIEL TR/ keepalive B9 QPS 5 CPU =R

TEIENES (3IIE upstream keepalive) :

wrk -tl6 -cl000 -d30s --latency http://alb/api/fast-endpoint
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5 h. HEUGSHAZEG

5.1 5.1 I5=2—: WebMi§iHaImERL

5.1.1 \kSsimsiEid

BERWEE T —NIPRL, 8EKEHRSER (B, CSS. ISX) | HREFEm, B REAEINERIE,

5.1.2 ik Bt
RIS SRRDERE, BRRS0E, SNERFTR,

5.1.3 {fitk 5=
o BB TARRER

inactive=

.
’

.
4

/var/www/html;

.
14

Cache-Control

» [BHgzip/E4E



SiRApusictEtIERE_HREM I TFIM-TRERR

.
14

text/plain text/css application/json

application/javascript text/xml application/xml;

}

5.1.4 {RALHR
FHSRIRIIEIREIRE50%LL L
o IRSSRRCPUERZRME{E20%
* FFNENNEE EEE4ER

5.2 5.2 158" APIRIX{EEEMiAL
5.2.1 \ks5iH=
ENBAPIAREANEAREAHER, SEPHIINIE, B BEREMAIBER,

5.2.2 flife BitF
BFAPINFFEEIBEES, RIERSIREM.

5.2.3 b A=
. 1. B R G SAEIA TR

-n 65536
-Hn 65536

. 2. (L ALBECE
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apli backend {
max fails=: fail timeout=

max fails=: fail timeout=

zone=api: rate=10r/s;

reuseport;

/api/ |

http://api backend;

.
14

Connection
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/api/ {

zone=apl burst= nodelay;

5.3 5.3 158=: MXHEHTHIRS KL
5.3.1 IV ESiasiEiA

D EERHATH TEHRS, BRRETEHREE,
5.3.2 fiLiL BtR

RBIAARE THEE, FFRIRSRRIR B,

5.3.3 flifkBAE
. 1. BRXXSUHUCELE

/downloads/ {

/data;




SiRApusictEtIERE_HREM I TFIM-TRERR

{
Accept-Ranges bytes;

5.3.4 (RfbBER
o RMHTEIREREF60%
o PRSBENEEART30%
o MHHMTREME, MERFHR

5.4 5.4 15=M: ALBRFRCIEAASHRSS EREIL

Btr: EIRIERZI + ALB BCEE1E, (& ALB BESRUTIEGin AAS IRE, SeIESHA APl K,

541 1. #ERHRE®@AEM (Linux)
B SRR
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-n 100000
-Hn 100000

AL TCPRIZERE

net.
net.
net.
net.

net.

core.
ipv4.
ipv4.
ipvé.
ipv4.

somaxconn = 65535

tcp max syn backlog 65535

ip local port range 1024 65535

tcp tw reuse = 1

tcp fin timeout = 15

fs.file-max = 2097152

AASTHEREIAL

%, MERTEIKIERE,

5.4.2 2. ALB &t
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aas backend {
max fails=
max fails=

max fails=

reuseport;

http://aas backend/;

.
4

Connection

Host
X-Real-IP

X-Forwarded-For

access.log main buffer=

fail timeout=
fail timeout=

fail timeout=
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5.4.3 3. [EMBSIIE

wrk -t16 -c2000 -d60s --latency http://your-alb-server:8080/api/test

5.5 5.5 155H: ALB BRHKRHREZE MK (C1000K)

55.1 88

5.5.1.1 HBSESiFS:
e WebSocket &iEZMx (J0IX. loT IREEN)

e HTTP %38 (Long Polling) fRSS
e Server-Sent Events (SSE) #XF&

o MRS API X (BIREER)

5.5.1.2 E=ERjE:

BAHA # 55 QPS, IAME BEIRTHERS 1,000,000 4 TCP &, 8MNEETRMISEE (NESof—mOBk) |, B
URTF alive,

5.5.1.3 &S

ALB SR MEEUEFFE D socket: client « alb + alb <> backend — 2 FD #§ ~ 2 x FAEEH BARBMA upstream
keepalive, BimmAZBARERED (JIFAEIT) SEd EEER (KEEt) BRmEERNEETSIETE

5.5.2 RAGE

e ALB E: HiBEb&EEEA. TLS &IE, EBHESA
e Backend B: {NFAME EEKIEK, B IMHERKER D 5 ALB B
o XHERER: mimBE=EE + RinaREET

@ LG

24
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1,000,000 &Fim%E# — ALB — 1,000 ~ 10,000 1~ upstream i&E#E (252 100:1 ~ 1000:1)

5.5.3 iERFZ LA (Linux)
5.5.3.1 1. X{#EiRTF (FD) —m=xHE!

-n 150000
-Hn 150000

>> /etc/sysctl.conf

>> /etc/sysctl.conf

B UlimitiRE15W, £BFKE250W?
ALBE FHHESITEES - BH1EE x 2 (client + upstream) = 200 7,

ALB worker#{ . UlimitiRERTEF NHFEITIEENSW, HSA20075/1575 = 14 workeri#tF24( (BUZEX 16
BRLIECPU)

RE250W: [FALBFZHZEIRIZ00V L), FHESHIAMIRS BT, BI250WFHTHFX 402
BIRG X IERI LR,

5.5.3.2 2. MEHEA M

.somaxconn = 1000000
.netdev_max backlog = 50000
.tcp max syn backlog = 300000

.tcp syncookies =1

.tcp synack retries = 2

.tcp tw reuse =

.tcp fin timeout
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.tcp max tw buckets = 2000000

.rmem default = 262144

.wmem default = 262144

.rmem max 67108864

.wmem max 67108864

.tcp rmem 4096 16384 67108864
.tcp wmem 4096 16384 67108864

.1p local port range = 1024 65535

(Ze5e1F02, 4T FEaER

sysctl -p

5.5.3.3 3. AZSEEEIN

e Linux #Z > 4.5 (F2E>7¥F reuseport + epoll)
CPU = 16 #% (BBERE L FXHRFEX)
HTE > 64GB (- NEREL 4~8KB, EJ5ER 8GB, NN.E buffer FlEisER)
X4 swap: swapoff -a
{$F8 SSD: @ HSERIGRS S 1/O £20

5.5.4 ALBECE&{R{L
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backend pool {

max conns= max fails=
fail timeout=
max conns= max fails=

fail timeout=

reuseport backlog=

http://backend pool/;
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.
4

Connection

Host
X-Real-IP

X-Forwarded-For

X-Forwarded-Proto

|v ES =yl

o keepalive 1000 &1~ worker 247 1000 - upstream ZSIFERE,

* max_conns=1000. [R#E/FimtRAIERZL, FidZ:,

* proxy send/read timeout > keepalive timeout: 8% ALB JEBIHRITNES,
» reuseport. LHINRRIQEITE, R accept #izs

5.5.5 FiRflilt
° SUFRIER

5.5.6 BRI SHE
[E RE BIRTTR
ALB #g "too many open files" FD BRI E F2Ft LimitNOFILE + worker rlimit_nofile
[EimiEE R =T HRBF upstream keepalive K& proxy http version 1.1 + Connection "

ERNE M isl:npboa= g N Uiy 81 proxy read timeout > keepalive timeout
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CPU &2#% 100% RI=H reuseport 7NA0 listen ... reuseport;
TLS f2Fig REFS session fEH ssl_session_cache + ssl session_tickets
5.5.7 B4

i REREEFHARIROAT
BAHE = BERFAER x ALB EZEE x upstream KIERER x RinRmL6ED

BR SgThiE
OS 12t FD. ik TCP, XA swap
ALB reuseport + X worker_connections + upstream keepalive

Backend = RILRE + KiEESHT + IWSINE

3GE EN + i + BEDH
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EREMiX S REHEE

R SiCe

-f ALBLZEHSR/logs/error.log

lsof -p $(pgrep alb |

-n

/proc/sys/fs/file-max

netstat -s | grep -1i

ALBLZEHR/sbin/alb -V

6.2 6.2 fHIXMSR: ENRIAXEIFKIEE] 502 Bad Gateway
6.2.1 iERDHR

ALB T 5 upstream [GimiE ksl SN ;

BRE:

o [FimARSENEkiRAARENT;

e proxy_connect timeout i3%8, EIREENIE;
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o [RUmMEEHUAZI LR (20 Tomcat maxConnections FER) ;
e DNS BBtk (& upstream EBIE) .

6.2.2 fBRBEE

http://backend;

.
14

6.2.3 RRiERHE
o &%E ALBerror log:

logs/error.log

o F& curl WK upstream B2E0IX;
o [ENAYSIEGim accept BAZI: ss -Int EF Recv-Q @&imt.

6.3 6.3 {HIRMR: ENWHIIER, BERE QPS IiE, &E#&ER

6.3.1 BiROH

* ALB worker connections Sk EZFXHEIATF (FD) FER;
e HEHHI accept() failed (24: Too many open files );
e JF&A: BAIA worker connections=1024 + &%t ulimit -n=1024 T A3ESFH A,

6.3.2 BRHEE
o IRERFGEE:

-n 100000
-Hn 100000
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[Service]

User=root
Type=forking
LimitNOFILE=100000

ALBECE

6.3.3 IRERE
o HEHE FD BRH:

/proc/$ (pgrep alb | -1)/limits | grep

e SCRYHAYE FD (FHE:

lsof -p $(pgrep alb

o [EMAIMIER error log 2&1{3E "Too many open files”,

6.4 6.4. {5IRMK : ENBIHMAKE 504 Gateway Timeout

6.4.1 it
o ALB Z1F upstream Na BT ;
e ZfIA proxy read timeout=60s, {BRimAIEIEEE hang 7E;

* ESFHAT, LEIEBKEIFIEEE worker,

6.4.2 BRHEE
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o SIEREBAS (IRIFSS PO9 NGAATIE)) -

o Fml: SINFEIE. JERRLH;
o BRKEIRK: BIRR (Iimit_req) RIFfEim,
6.4.3 IGIERGE

o HEILER sleep 10s, #aIA ALB #E 5s f5iR[E] 504;
e &Ferrorlog:

error.log

6.5 6.5 {HiRINSR: ENRIZ IR “Connection reset by peer” &

“Connection closed”

6.5.1 EIRDHH
* ALBEFXMA T &R, BUT:
o EPImKRIX T ATEIEK (WRA header & body) ;
o client_body timeout gk client_header_timeout fit& ;
o [EumREHARANIA. (40 chunked FRABEEIR) .

6.5.2 MRRHE
o FEREEFIRITH (MRZTE HTTP1EX) ;
o ESMEEERY ((NRAIEAN) -

o EREFMBATETHR:
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6.5.3 ISERE

e {FEF tcpdump MBS RST BFIR;
o XEbFE/2K A debug log FUEEIRIFIB.

6.6 6.6 fHIRINSR : EH upstream keepalive 5, QPS TiIRAEZETIF

6.6.1 $HIRDF

e BEER: FRIRE proxy_http version 1.1 gkzRiakk Connection =k;
e [RimAz¥F keep-alive: &[E] Connection: close;
o keepalive IEEIT/\: AEFRERE, EREMX.

6.6.2 FRRAE

backend {

http://backend;

.
14

Connection

AT
o B upstream EEIRZ:

© ss -tnp | grep ':8080"'" | grep alb | grep ESTAB | wc -1

o EHUERRTE ~ worker processes x keepalive, 15BEERS;

o EMXILL: FF/EEIE QPS 5 TIME-WAIT #(£,

6.7 6.7 {52 MS:: ENRIRS CPU sys% (FRIES) i3, ik 70%+

6.7.1  (EIRDF

o 4K syscall (40 read/write) SEETIIHIAFFELX,
e SREA sendfile. tcp nopush ZEZEHE;
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o NEIEAIX (Nagle EiEARMMN) .

6.7.2 MRRAER

o EASHIRMUILER sendfile ;
e )7 APl BJ2%F tcp nopush , [5F tcp nodelay ,

6.7.3 e
e {ffH perf top MWERAZRE (40 tcp sendmsg ) HELES FE;

o XIEUILKAEIfE sar -u H %$sys 18tF.

6.8 6.8 fRIRIIR: Z4#% CPU T, {X CPUO i 100%, Hittz=H

6.8.1 {HIRDF

* RKi=F3 reuseport, FrEIERZHE worker accept;
o [-RARlTEFE CPUO,

6.8.2 MRRFER

reuseport;

ssl http2 reuseport;

6.8.3 IRiEHE
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7 €. HRENHNERIEER

EHIRUR

A= 502 Bad
Gateway

=
j(E 504 Gateway

Timeout

QPS EAE, &
FEHERR

EH "Too
many open files"

HTTPS QPS A%
F HTTP

CPU X &8#%
100%, E5z5H

f2F8 upstream
keepalive o381

=ik
"Connection
reset by peer"

TIME-WAIT 1%#
ML (>1073)

RO EREE

RIS

[RimARIIA / ERIEE

/ DNS £

[RimIMAL g / hang ZE

FD 3R/
worker connections A~

B

R G5ay ALBXHEIARTS
BRAIE

TLSEFRER/
cipher {4

fEﬁgﬁﬁ reuseport/
accept %ﬁlﬁ%

TR/ HTTP/1.1 Y
Connection LK&EM

BRTALA / 1BRA TR
/ [eimEE K]

KREREE / E51XF]
F9 ALB
KEAEEN / buffer

/N

KgaEm<S

curl -v http://backend
grep "connect.*failed"

logs/error.log

grep "upstream timed out"

logs/error.log

'ss -tnp

‘cat /proc/$(pgrep
alb)/limits

‘dmesg

‘openssl s_client -connect
host:443 -reconnect
2>/dev/null

top

'ss -Int

'ss -tnp

tcpdump -1 any -nn port
80 -w debug.pcap
grep "client timed out"

logs/error.log

SS —S

‘netstat -ant

‘strace -p $(pgrep alb)
2>&1
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ﬁE}:lﬁﬁﬁﬁ 'Iﬁ
RE& resolver (HFER)

U%;t proxy connect timeout

grep :backend port’

grep open<br>lsof -p
$(pgrep alb)

tail<or>systemctl show alb

grep Reused

grep :80° (BRGZ 1 &M
socket)

grep :backend port

UjIE client header timeout

/ client body timeout
WRENTREREEE HTTP
lﬁfﬁ

awk '/TIME-WAIT/ {count++}
END {print count+0}"

grep -E 'read
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8 J\. HREMMKESEB

1588
AREXNHNE, MEEEEIURANEESHEEXSE,
fFevents (VRWELE, FATIREALBSEHAMBIEEIZS

fEncep HIRABCE, ATIREHTTPIRSTIUIERXSH

w]

Eserver{}ﬂ%p\jgaﬁl FHTLQEHTTPFE}L)LHE u% ﬁ(

|

Fiocation VRAECE, AT IREFEURLIMZAIIESH

Fupstrean{ HRAEE, AT REROCIENGIRIRSESHE
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Estream{ }i;%p\]@agl ﬁﬁ?iﬁ%TCP/UDPIEET%EE%%

IS BRI
* 18 ALBRIEBCEISES, fEALBIIEEECEMSHA.
o FFX: 1BIZSHAIWERE.

{EFEHRIR TN ECE R
main EEEEXIE
events HHREIRCE R
http HTTPARSSECELR

ﬁ}uﬂﬁﬂnnﬁag
server
R
location URLICE &R
upstream EirsARSSECEIR
stream MERIERCER
main/http/server/location  ZRECE X
http/server/location HTTPECE X3
8.1 8.1 £/ 5#iEl=H!
o EF e
X
, ALB worker
worker processes main . "

- HIZEL

B worker
worker rlimit nofile main A

RFFEL

#4fE worker
worker cpu affinity main EtgE CPU

%

BJfEmain, http. server, locationfFE2EHKFEE
{NAJfEhttp, server, locationZg+HEcE
HANE EE FREI
to g
auto 2 auto ESENIER CPU il
auto CPU %% 5 S
(QD 8) 2N, IR
7ohR) 65536 ~ WA > worker connections
B ooy « 2 (client + upstream)
2%) ’
. auto (k3 RO TR, IRAHERF
) SBES) ApER (BJiE)
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8.2 8.2 EH{H¥I=8! (Events)

5o =
worker connections events
use events
multi accept events

8.3 8.3 HTTP 2Bfit&

B/

sendfile

tcp nopush

tcp nodelay

open file cache

open file cache valid

open_file cache min_uses

ThREbER

B worker
BRAFRIERE

£

S IRENEE

—IR accept
EpEE

ETX

http/server/location

http/server/location

http/server/location

http/server/location

http/server/location

http/server/location

A -
& EE
£ 10000 ~
200000
Bzl epoll
JPiTES (Linux)
off on
IhaEieR N
B
FEIE
HIFHS off
(G
YR
faxi% off
(=)
sendfile)
/A
Nagle &
% o
AvA:1Y:S3
FBF X
TTER off
(fd/stat)
ZiFIE
_ 60
A :
XD 1

IEIRES
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N

BEIN

S FF A& =~ worker _processes x

worker_connections

Linux Te/REIR A epoll
(BEINEERINER)

Bcd epoll 2FEFMIL, BRI

(5%

2iNE

on

on

max=10000
inactive=60s

30s ~ 120s

HTRERS L
. RO/
AFPEENL
RIS &4

MR, wINE

HSE/AP
EEINTTRE, BEE
FEIR

SRR S
B0

i)
open file cache

(ELE
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8.4 8.4 EFimiEiESiER

keepalive timeout

keepalive requests

client _header_ timeout

client body timeout

reset timedout connection

£FX

http/server/location

http/server/location

http/server/location

http/server/location

http/server/location

8.5 8.5 RMVIE (Proxy)

proxy http version

proxy set header

Connection ""

£

http/server/location

location

FiER

ThREwE

B
keep-alive
R

A 8]

Pk

KIFKE

ERENIEK

SSEliN)

AR
(Nl

HErER
% RST [
3E FIN

ThREwRe

RIEBERRY
HTTP fRZ<

N={53
Connection

=
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A

75s

100

60s

60s

off

BAIA
=]

1.0

2iE

155 ~ 30s
(Web

API)

300s (K&

%)

1000 ~
1000000
10s ~ 30s
SHAE T
VAR AN
120s

10s ~ 120s
X EER]
ARYESCPRAT
ERE

on

ZiE

11

TAESH
idle JERHERR

BRIz
Fitts

[ Slowloris

LGH

A EEFE
R, APl &J
EN

(ESES =S
TIME-WAIT
QEEEDEE))

fEFB upstream
keepalive W7
=91

Fe& keepalive
£/, BrlE

close
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1s ~ 10s
t ti t http/server/location 3 upstream 60s AT RIS
e - SRR AILUEA  REM
an120s
55 ~ 30s
d ti t http/server/location %) Upstream 60s B sl 2k
proseene : R ABA ALEA  BE
an120s
55 ~
300s
M upstream . <IEE=R]
proxy read timeout http/server/location ‘iurﬁ_}?‘jﬁfﬁj 60s =) ?;}z =0
1= W o
- s
BJLUER
XASENNE
= N e 2R
proxy buffering http/server/location R on (\)n (34 UmES), —/R
Az A) .
7SS
F—1IR buff Bl rzk,
proxy buffer size http/server/location id\;& Her 4k|8k 16k z& Fj%?
R{AR buffer 8 saltn=E
rox u ers htt | t 8 32k
proxy buff p/server/location KB 5K a8k s g g
8.6 8.6 Upstream KiEiEith
. LV WORE .
TP EFY TheEA A | ERE R
B SECE
RUER =
. B worker i o 32 ~ 256 o x
keepalive upstream N et ~ worker processes
i b RIERR ’
keepalive
1000 (®
t P upsteam L LA R
keepalive requests upstream N . TA, : HLNIES
T > R AERY : SR
)
60s (B
t IRE ;
keepalive timeout upstream upstrear 1% 60s = BELHEN

el )
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EFX
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=
s Gl

RINME

logs/access.log

combined

error
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off (JEM)
gl puffer=64k

flush=5s

warn (EEFi)
crit (JEM)

SR XA
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B, debug
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