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4 ARl

4.1 BFNE

FERAPUSICARSS KIS (Apusic Service Gateway, ASG) B—mE&ESMEE. SHURBENT RIEFREGEX
. ASGREBRIXIAMIERIER. ZTFEEEAE iniEiRSH, MEFRLOERIAEEENFER, SIHASE
SKAVIGIE. AR, M RFRE, NMEBEFIRAEHRMRSHIONARSE. FallRRRNEEZE, K2R
IRSSERADREERS. HOEENREYENER.

4.2 FamIIEEER
ASGIRAHIIIEN FEIFT
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5 F "'IJ:I:

5.1 Z&RikhB
AR

XA ERRIER G N CPUSKIYE S, EIRAPUSICIRSBMAIGRHABNZER, EE2-mREXER, ILuAGE
SEKIRE F5 MWuhhttp://www.apusic.com¥kEY,

FEIEMERN RS SREE. BIENAZET, FRTERLITN U PERES:
ASG: Apuisc Service Gateway, EHrApPUSICARSS MKERIE,

ESSIEDRE
RRIER
* RENZEE

Mhtto.//www.apusic com/ FEZHRAPUSICARSS I FEN1E V2. 0FH 6], SLM EERADUSICARSS P R4 E J A Ik

I

7EFRE I 2R IE
STIFRITAS
Sa=ESid R
IYaE=id BEMS. KBS, JLEE@Ax86skarmIPcpu

ErRERSR OpenEuler, FESUOS. RTBHEAZRT, REZE

HibLinux& 73! RedHatZx%ll. CentOS. Suse LinuxZ&%!Z

5.2 ZREisHE

ASGIRA T mE < B B MEEIEE .
ASG-hRAS-sE-fgZ AHE-cPUsR . tar. gz ,
B RHXSZHFinuxFEE T arm64Fiamd642244:

o LinuxFEEarmodZeigZL2Ea,: ASG-v2.0.2-SE-faEZHHA-arm64.tar.gz
e Linux*F&Eamd64(x86 64)2RM%%4E6); ASG-V2.0.2-SE-1JEHE-amd64.tar. gz
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i MBREIAASCE R B, B—MRADTRSFEES MIZRE, KINLESLISHFANE, AFHe
EERANB TR SRR T HEAE,
5.2.1 Z¥ENR

e targz[E458:

ASG-hRAS-SE-1IEBRR-CcPUZEH . tar. gz FEIEE| B 2EEISERIAI(ER,
e RPME:

ASG-hRAS-sE-HEHHEI-cPUZRM . rpm fF8 rpm -ivh TEER Tk, TETHE, HTE
8127 /opt/ASG-SE-fRAE

e dockeri&f&: ASG-IRAES-sE-fiEHHEA-CcPUZEfd-docker.tar.gz Y 3f ASG-HRAE-SE-Docker-Ffaz

BHA-CcruZRiY- BRI FRE . tar . gz

5.3 ASGREEE

TELAARMZHG TKYIINR G EZRASGHAA), TEIFLREIHFASG-V2.0.2-SE-armb4 tar.gzfz,

1. RIEZEE
2. = \license
3. IBASG

5.3.1 REREEISEER
1. HEasgR B ELERSENIRZERR, (HEEF/OoptER) .

2. FRELREEDR,: tar -zvxf ASG-V2.0.2-SE-arm64.tar.gz IA5ASG-V2.0.2-SE-arm643{4,
3. HNBEERINESE cd ASG-V2.0.2-SE-arm64 .

#FE THERZEEEZN/op/ER (FEEEEEER) .
5.3.2 EA\license

1B IRKBCIEN AN, IEEACUHETE RIEER/asg-standard KT,

5.3.3 BE). {1k, EFME

e [B&: ./bin/start-asg.sh I TFEFRRMINBEIASG

: $ ./bin/start-asg.sh
alb: [emerg] : KBC auth: license just for test
I & % Apusichk 55 [ K AR {4

R (:)____ Edition: Standard Edition
VAV N VARV AV A A S A B |

VAN VAV by A i i G Y v
V5 TV Ay | Ny S S | N

License start: 2025-04-08 00:00:00

License end: 2025-07-07 23:59:59
IP granted: 17uUu075289dded3fa7bafabd115676d2

/_/ Licensee: FRYImERXER=ItERNDERAE

version: v2.0.2

alb: [alert] : [alb-license] license_limit_ip_count: 10 (E R imIPEERF :101)
ASG are running now!
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e {Zlk: ./bin/stop-asg.sh

o EHNNE: ./bin/reload.sh

5.4 DockerzZfE

asgifHR HarmFIx86RIDockerE A& d=t), mli@idasg DockergicE BHlIZasg.

5.4.1 &A%
1. ASGIEA L2 2R

® ASG-V2.0.2-SE-docker-amd64.tar.gz Y ASG-V2.0.2-SE-Docker-20250227-amd64-
kylin.tar.gz
® ASG-V2.0.2-SE-docker-arm64.tar.gz Of, ASG-V2.0.2-SE-Docker-20250227-arm64-

kylin.tar.gz
E B HEAREERE), BIRIESIRERILE.

2. BB EREN

tree -1 1 ASG-V2.0.2-SE-Docker-20250227-amd64-kylin
ASG-V2.0.2-SE-Docker-20250227-amd64-kylin docker®
<BREERER

| -— ASG-V2.0.2-SE-Docker-20250227-amd64-kylin.tar.gz dockerisE
&

|-- alb ASGISniER

B, #0UF. BESFERER

| |-- alb.conf ASGHIENX
15

| | -— license.xml R

-- asg-standard-docker-compose.yaml docker

composeft &4

5.4.2 TE5]

TEHRIELIASG-V2.0.2-SE-Docker-20250227-amd64-kylin.targz

1 BESNER
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* BEE tar -zxvf ASG-V2.0.2-SE-Docker-20250227-amd64-kylin.tar.gz
o HANBIEFRISNIFFE cd ASG-V2.0.2-SE-Docker-20250227-amd64-kylin
o MNEIEBR: docker load < ASG-V2.0.2-SE-Docker-20250227-amd64-kylin.tar.gz
2 NESUER
ASGIEIN N HBEEHEBENEILEER, HaFAIE alb/license.xml , EEIEESA1, BEERIEINHE,

R AHEZL S

* Jicense xmlIsZ#FIFIEIR
o Jicense xmIZIEKBCIZIN (RIEZEKBCEEIK, HEKbIZIXABSE#HIE N license xmIBIa])
* acls.propertiests—RIKBE X4 EE RNIEEFESFEHE{E . /opt/ASG-V2.0.2-SE/asg-standard

3. BRESEL

L Eiﬂﬁ_ﬁ%\ docker-compose —-f asg-standard-docker-compose.yaml up -d

e (Z1aps: docker-compose -f asg-standard-docker-compose.yaml down

4. asg-standard-docker-compose.yaml =iz
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5.5 K8s&i&E

albi 4 @I Kubernetesitf73fE, LI NRIFHNEIE SR,

5.5.1 BETIE
. BT

o &I kubectl FHELEYF Kubernetes E2BH5EA R,
o EFMRIAEBIGCE (WHarbor) |, HRERFESRRHEERZ,

o RBES

o 1§ Docker iR LIEERECE (LL AMD64 $5157941)

BERER
tar -zxvf ASG-V2.0.2-SE-Docker-20250227-amd64-
kylin.tar.gz

plizE) ey e )
cd ASG-V2.0.2-SE-Docker-20250227-amd64-kylin

EAASCEE
docker load < ASG-V2.0.2-SE-Docker-20250227—-amdo4d-

kylin.tar.gz

BEfrCHRG, BRIEE CRECEBILHITIEX

docker tag [$R{RID] harbor.apusic.com/apusic/alb:vV2.0.2-

se.20250227-kylin-amd64
HEXREEREGORE

docker push [%%ERID]

5.5.2 BEEXHSEINER
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e gJE ConfigMap ¥ config.yaml BCENHEHERESE:

kubectl create configmap asg-config --from-

file=./alb/config.yaml

o GlfE Secret & license.xml NG Secret Lo (BURMS B INER Secret)

kubectl create secret generic asg-license —--from-

file=./alb/license.xml

5.5.3 BBEASGHESS

1. 8 Deployment 485 asg-deployment.yaml 3744 :
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SR8
image: B HSChREGRbIL,
hostPath: HEBFIERERE, ARHESCN PVC (WER=FE) .

. BI& Service
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SRR

nodePort BRIASEE 30000-32767, E&RiEONBRZRBESH
EETINE, o1 type B0 LoadBalancer ERHE5RERIMNED IP

- NFRECE

kubectl apply -f asg-deployment.yaml
kubectl apply -f asg-service.yaml

5.5.4 GREISIE
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4108 Pod K&

kubectl get pods -1 app=alb

5. A1EARSS

e HTTP IRSS: http://<THRAIP>:30080
e HTTPS fRSS: http://<TIFIP>:30080

o Eim& nttp://<PEIP>:30900

5.5.5 ElL 5518
1. bRERE

kubectl delete -f asg-deployment.yaml -f asg-service.yaml

2. BERE

kubectl delete configmap asg-config

kubectl delete secret asg-license

5.6 F=qalicense{dHi%A8

ASGZFF ARG — %X, HR AR AR N R BRI TRIN, mat— RN 28I E~
AR E S — RN P OHIIE RS B TR

5.6.1 A i8N
1. SRENAA VSRS

./bin/asg-authcode

2. SREVMENBfE, BERHARERR, BIHEDREISHRAFH TIRDOUEEREL, iEBREHERFIRIF AR
B A

3. BEIRENE R UHER IS Elicensexml, AEREIASGZREER/asg-standard/HRE T
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5.6.2 —18i

1 N PODRB SASCRERIBRIENER. (BERENPOHITEER, GBI mRIER,
BEERNFPOFN, SABRITTmENER. )

2. P mBC BN P OAGER T T

o acls.propertiesBL EXf4:  acls.propertiesBic BN EEASCREEE R /asg-standardBR T,

apusic_acls enable=false FEZEER RN

apusic acls authUrls=192.168.101.34 F—IFR ) HetE

apusic acls ns=public mE=TE

apusic_acls tenant=public FHPZFR

° RPMRLERE

apusic acls enable=

apusic acls authUrls=172.24.3.116:

apusic acls ns=/5{J#

apusic_acls_tenantzuser_envqﬂﬁz

i MERSTUNRENHT TEE, WILERNRFNRTERE > acls.properties)AHECE INREIRIECE T A%
WG — N5 0, WERS— R0, EFRNIGIEAN, B AHRITEERIRTERIE,
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6 FmREAI]

RRIRN HEFENE T ZERApUSICARSS R P42 0= mmAYINREFIER, NP REFERAT migttiES.

6.1 ERERIEHS

FIFEXEEEs (3EFEChrome, firefox) , kI AMELIE http://serverIP:serverPort/ HANZEEEHSERME,

a0 BASGEBEE72.20.140.1371%[OBRA9000, EFRHHINS: http://172.20.140.137:9000

Apusic msmx

© 2000-2021 KT EHBRISBRAEIRIFTE

BANBFEEREREEEHE.

e BFEN: admin

o YIAEHEY: apusicSasg
6.2 {EFAASGEIZERM{E
BIFRSES:

o BEFELFHIASG
* BEEEIFRIEmRS

BRIFER:
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1 ERASCEERE, Rd&"elZBMR"%:

2. HSKBER, SEEEEIR Tﬂ%urlau@%?{m,u, =i 2

3. BEEIRRSER, SATRIIIRO. RBNEEEFER, sE M2
4 R EXRRE %

5.

. ECEMRIBUrlBIZRA /api/apusic , [FImARSHIN http://172.21.32.42:8000 , HEEIREWNT:

1. REeIEEHA
Apusic msmx ® =»
e 1 |
ERHTIZE
2 o B (Route) RIFKIANS, BRENTEFMHHRSRE IR, KRS (Sevice) . L (Upstream) 3B, —MBSAIRE—A5K, —MEEALRIE—
SRR (—EEHRRETR) | Fl, S TR SRR R TR YRR LIRS,
€ S
B omE
& Bz 52 BELN =7V
© =4 >
5 i _
’ Bt C I ©
O FoEE
& 0 iz ik e B wE e
4 »

2. HERRER, ARt
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Apusic msmx ® =
B EAER
E “EFR@:  asg-test
B RS 5% @
%z =m
O @

BElRA @
HEH

A

© RS .
EERO: BA
YRS O FUNEIS
WebSocket:
#150: @D
U Ss

e O:

+

‘B2 @:  /api/apusid

3. EERmRSERS, =t 2

Apusic msms @ =
B
B2 ERER
g b
8 RS
) ipEmEmES © c=rins R s
# s
EE RS
O &
Gl =" REEES: 1% (Round Robin)
@ RHfER iR TR
Birts: < EF: 172213242 #®O: 8000 iNE: 1 €]
+ g

HostiEksk: (RIFSZEFIRER—BRIENS

BRRE O:
SR O:
Y HTTP
BN O 6 s
Rig@e @: 6 s
= == T

4, BEd, RE %

20




Apusic msmx

o fEE BEeh
£ b

S ApusicARFS MK _FEFFH

V) REEHER

V) RE ERS

RSN  FRE

1. ERHERERG, WiEHRIRAIES SERENETSIESH.

2. R R A S R R A RE .

R2WHP
APIEHT JEFACORS
(api-breaker) (cors)
<Y =<
I=4;] B
RefererfR] TERIIE

(referer-restriction) (request-validation)

wMEmE
ZiEEs fRHHES
O @
=Ll
s emian
© RGEa TR RN
B
HE
s ==
5. MR ez BleS
Apusic mEmx
oo Qg2 BEel
E
8 RS
. V) REREER
o HEE
- .
O = 11§%E{n:u
w AR
© RefEn B O
& O:
BEiRE @
A
Er=nlO)

WebSocket:

V) BB LR

21

© r=uz=

[BEEIN

(fault-injection)

juij
a8

R

(uri-blocker)

(V) meme

ipREER

(ip-restriction)

!Elx

juid
a8

EA

=)

&

A
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6. ERASGIIBAOMIS RGN i SRnsERMEHIASGIIERIANLZ798080im .

« - O AFE=e 17221.32.42:8080/api/apusic/test

Current IP Addres=z: 172.21.32. 42
Eequested UEL: fapifapusic/test
Eequest Method: GET]|

22
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7.1 IBH

¥ (Route) BIBRKAAOR, BEEXTE
(Upstream) XBx, — P IRSAIXIN—AHESH,

PLECE] I8 RIS SRR R TR 2 B R AR ERY_LiiFARSS
FRERZZRAN N EIPR

Apusic msmx

N7 EFimERSRS ZBRILEIN, BEJLUSIRSS (Service) . Liff
— PN EHEY SN LEFNR (—4HE
SomA s %

.
oimfRS T R) |, Eit,
® =
- |
- L
8 o i (Route) RISKIALS, BELTSPHUBRSIRSZDMOWRAN, BETASS (Senice) . L (Upsream) KB, —MESTH BB, — LIPS (BRI
), B, SRR R R IR VR LIRSS .
€ RS
B®opmE
B B Eg =i B Vv
O &
B s
’ vEmst C I ®
O RHER
& HE  BE WA WS RS s EE] BlE
asg-test /api/apusic [=%-Zi7] 2025-04-08 10:12:12
4 »
ERRE /e a3 1> 10%/m
7.1.1 eEEEA
Loy aEanelfEsi=s!
Pay
SEeE

. (EFIREREOIE
HAMEE:

1. ®XAPHEK

2. EXAPIEIHRIRSS
3. i EcE

23



d mm
g b

8 RS

B

O RHES

Apusic msmx
Bl B&e@
2 b

8 RS

IR

O REER

Bl BXH

© sExeis

BEAER

FBIRO:

EEehRA @:

fiR:

E=o O

BERS O:

WebSocket:

E:

%A

RS

250 @

SR EXE

v ) igERhiER

W RS

RESIEEE:

* bifpsea:

BiRTR:

Host iRk :

EiRE O:

FidiEraE @:

s

R O:

S ApusicARFS MK _FEFFH

I (Round Robin)

B

FHE: 1722132114

FHAE: 1722132115

+

RIFSEFRER—ERENS

HTTP

© =isEs

#wE: 9090

#®O: 9090

24

NE:

E:

1

B

EA




Apusic msmx

o fEE BEeh
£ b
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V) REEHER

V) RE ERS

RSN  FRE

1. ERHERERG, WiEHRIRAIES SERENETSIESH.
2. R R A S R R A RE .

R2WHP
APIEHT JEFACORS
(api-breaker) (cors)
<Y =<
I=4;] B
RefererfR] TERIIE

(referer-restriction) (request-validation)

© r=uz=

# EmE
PR BEEt | Gt
ZLHP
i Fomig)
O B4R TolRSS 2858
R
H2E
Apusic msmx
& e
€Uz BEM
b
8 RS
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PLECE {4
i O
+ FE
* BRE () | Jtest/test/*
+ FE
EFETIE !
+ HE
HSiEk
HTTPA&i%: GETx POSTx PUT x DELETEx PATCH x HEAD x OPTIONS x  CONNECT x
TRACE x
R 0
ERUE
Y (@) (FEERE HTTP HTTPS
BENE: @ EEFEE BEEUE ENEE
BENS: @ FEFEE BEHE
BRENE:
+ HE
ERLEEE®
° & asgfRSEEEE
o BRIZ: WRIN, BAFTBEE/, ALLREAINFMRELEZERE (LU EE)
o ERumitHE: FOFARIAYE Fin Pak PR
o 7k W, EOAN0, IRABCEERIELLNSIIEA
s BRNE: WEFIRANEKRANY., KR, 3&. Bkt 785

7.1.3 EXAPIGHIRS

RELFES:
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B BEM
(v) ammnms © c=reEs suEs
ERLERE FES EE—EREN LRSS T ES
* GEIEEL:  HiNEE (Round Robin)
* EEER Ts
SIS TS| 172204071 w0O: 6888 *HE: 1 ]
+ e
HostiFdk:  ESSErimER—IEls = =
- 105 LRSS
S0
SiRERERE 3
R HTTR
* EEHER O 6 S
*RPEEN O 6 5
* 2B O 6 s
=gl
EEE O BE 320 EEREAIENR: 60 EFEEE: 1000

o IR LIRSS IREERIIR LRSI gRIE Dy, FNES A REmIE D ikss

o REIIGHEE RN, BUATHIECE

o LFERRY: WRIN, BUAATR

e BT W, MABIRRSSEENESE P, KO

o NE: WHIR, WMALBRSRONE, NESHTRAZIRES, NEEENOBINZT R
o WHNGREL: WEIR, IR FimaKAISE

o fBAJRYIE): TR, BOABRIRIEN6S
7.1.4 {HiHECE
=TS = BV priv e = W s Ve G e i E Wi 22 T o
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TAIE

keycload=fl
(authz-keycloak)

§ *

mEER
B

#HEEHR
(batch-requests)

= At

OpenlDiEiE

(openid-connect)

<

saEm | | RN NIRRT
(=1L EHERCE
{echo) (server-info)
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7.1.5 FRig

Apusic mEmx

fi-i::|
eIz R
=
RS
P v ) REBHES v ) RE DRSS
© i RBRHER
B Es EAER
@ R4E8 < B O:
O
BREMRA @:
A
//,
F=EH O:
AERS ©:
WebSocket:

REBYIERAGN [EEF] BIHZHE

BITJSONBI B YAMUR T E B 2RI BFHER
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Apusic msmx HIRES

- | BeEslE

= - . - . . JSON =% @ Xt
E&H (Route) RISRMAOMR, BEXTEFIRERSIRSZARILERN. EHATLISKRS (Se
FBR) , Bit, SRR HERSRMIRIERIERRAEN RS T, 1q
& s 2 "uri": "/api/apusic",
3 "name": "asg-test",
B HEE 4 "methods": [
B | EEA B EEA TGET",
o an ¢ || e
8 "DELETE",
B Es 3 "PATCH",
10 "HEAD",
11 "OPTIONS",
O© RGHER 12 "CONNECT",
B HE Bz ;% R 13 "TRACE"
14 1,
r— 15 "upstream”: {
asg-test /api/apusic 16 "nodes™: [
< — 17 {
18 "host": "172.21.32.42",
19 "port": 8000,
20 "weight": 1
21 }
22 1,
23 "timeout": {
24 “connect”: 6,
25 "send": 6,
26 "read": 6
27 1,
28 "type": "roundrobin”,
29 “"scheme": "http",
30 "pass_host": "pass"”,
31 "keepalive_pool": {
32 "idle_timeout": 60,
"requests”: 1000,
34 "size": 320
ac 1
= Y 2%

A sonEE

"uri":"/\*",

"name":"testASG",

"methods": [
"GET",
"POST",
"PUT",
"DELETE",
"PATCH",
"HEAD",
"OPTIONS",
"CONNECT",
"TRACE"

1y

"upstream": {

"nodes": {
"172.18.100.159":1
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by

"timeout": {
"connect":6,
"send":6,
"read":6

by

"type":"roundrobin",

"scheme":"http",

"pass host":"pass",

"keepalive pool":{

"idle timeout":60,
"requests":1000,

"size":320

by

"status":1

7.1.7 BRERIRE
EIRARYIFRPLITWBRAM. Tk, WiE. B5.

- | EEyIE

[ B2E (Route) 2EFRMALS, SENTEFFERSRESZENNEAN. BEALUSES (Service) | B (Upstream) 3B, —MRESFINM—E8E, — " BHFLEHE—" Hifds (—EERESTS) . Bt SN ERIESERE BRI R BERES
Vo =5 wE 55 =z [0 = v
1 iEs
N cEmEE C I @
E=2i3 e BE R 1w EBERT wE A # B EE I (F
albtesto1 - - B&s 2021-10-28 17:13:18 T
test, E 1-10- 13:5: T& ::
Btest 1.00 B&6 1-10 5 T i

gisgEnsg (1] 0mA

o YgliE:
s BE:

o Sl

TRIEIMENMSEN LRSI RER, tiSENLTHFER
BIT)SONIET B Y UM BB IR H
EHRBERBER, AT SRENEE

* TE\RM: BBHTEMAMIIETEN, THERASG
o fHER: MERIEBEETRE
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-,
7.2 ki

7.2.1 Liis5iE

FiIEREE T BN EFRS (RIERIRS) |, AT ERRSHEZNBint it T a8t Rias.
Apusic msmx
B

e il
E b HFIREATERI EHRS (ERIRS) |, TN BHRSMS N RN R TR RIe S,
8 RS
B B
© &
A
© RHER

B

o

i

wepEE C I 0©
e rre

7.2.2 SR Ling

AJLABE A5 U T LAY el
o REBIE
o {ERYmiEREEIZE

TERERRERE:
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Apusic msmx @
B
el LirsiRSS
g b
8 RS
© == 2) T
B HEmE
*&FR:  service-backend
O @&
piad ik :
Z
O RGfER
+ hEIgEENEL: AL (Round Robin)
* bR TR
Bt < EE:  172.21.32.119 i®a: 9090 “ANE: 1 €]
= ENZ: 1722132118 i%: 9090 “iNE: 1 €]
+
Host isksk:  (RIFSEFIRER—BE0ENS
ERRE O:
EiLBAIAE ©:
=Y HTTP
= E— T
= i=F=]=] .
TER(ERmIEREIE:
HiEtmiEes
JSON s @ Xty
T f
2 "nodes": [
3 {
4 "host": "172.21.32.119",
5 "port": 9090,
6 "weight": 1
7 b
8 {
9 "host": "172.21.32.118",
10 "port": 9090,
11 "weight": 1
12 }
13 1.
14 "timeout": {
15 "connect": 6,
16 "send": 6,
17 "read": 6
18 1
19 "type": "roundrobin",
20 "scheme": "http",
21 "pass_host": "pass",
22 "name": "service-backend",
23 "keepalive_pool": {
24 "idle_timeout": 60,
25 "requests": 1000,
26 "size": 320
27 |}
28}
il
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© =+ ERE
| BIR:  test-service
R
y
R RS
REGEIL: UL (Round Robin)
EisE: TR
Birtim: * ENZ:  172.21.32.119 #®O: 9090 HNE: 1 ]
+ R
Host E3kk:  (RISSEFRIBR—HHENS
|RE O:
EXErE O:
Y HTTP
CUEEARSS
V) mafER © r=um=
prenvial
L2
TR
ey
TR APIGHT FEFCORS HIBEN
AIEE (api-breaker) (cors) (fault-injection)
HE
g =<3
B B B
RefererfR] TEKIIE EREE

(referer-restriction)

Uil
I8

(request-validation)
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CUERARSS

(V) mAe
\\//, EXMER
* BFR:

fk:
R ERFRSS
* EIEEL:

* IR

BirmmR: TS
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SiRBERE ©:

Y

* YEREERY @:
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TEHEE
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(v) muEe

e
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HumimiEes

* rate @D:

# burst (:
“key @:
rejected_code @: 503

nodelay @: Q
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o REMMH:

ERApusichRSZ MK _FEFFM
o JANIE: keycloak#stX, openlDiEsz

o BA: #EBEK. BV, BEM. BIEMINREE

o HE: #H=HE. HTTPHZE. kafkaHE. MEB=HE. TCPHES
o W5 THEURE. prometheus. skywalkingZ:

o ffNEEI%: dubbofti®

o %% [FACORS, ipBHBE. refererfREl. BRIZEF

o mEfsHl: APIAET. IREIFARIERE. IRENBERIREE
o IRIEEHR: MUEFEN. gPRCIEEED. MLN(EEEEE
o BHIENIEH:

body filter #0 log FHER,

BJLIRIESLPR\V S REIEE, IR FESR WM B TR AR, Flutinit, rewrite, access, balancerheader filter,
1EH5IZ=

Apusic msmx

o 1B
- BRI B
® RS
& HEE
O & R
R limit-req
O RHER

e

=

liil
>
®
=1l

J= PRt

ERCEYIFR TR USSR TR A
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Apusic msmx

B e Referer) TERIIE ki
(referer-restriction) (request-validation) (uri-blocker)
= L
R RS o RLfHF °
R X % .,
= TSR
n
© i I B = =
HE
B .
h et
© RGER
PRAIF R R PRANERRE PRAIERIEREE
(limit-conn) (limit-count) (limit-req)
B =] %A
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[ERIINEREY BB ANEREL
(serverless-post-function) (serverless-pre-function)
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WEPHE NI BTFAMENNENER, BE5 SNI KB, F5EATFENES0E,

*EPEIZR
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IEBHMRATMEINEER, BFS SNIKEX, FSIRATENSHE,

SNI:

SNI

EEES

P2

B

FASH:

IS HAR A ERdiE

© =zrues

EIUN

MIIDKTCCARmgAWIBAgIUOQSuaJ5leSH3WAIDp/F1DIYNCmwwDQYIKoZIhveNAQEL
BQAWWDELMAKGA1UEBRMCWkgxCzAJBgNVBAGMAKAEMREWDWYDVQQHDARTaGVUWmhI
bJEPMAOGATUECGWGQXB1c2ljMRgwFgYDVQQDDAIOZXNOLmFwAXNpYyS5jb20wHheN

MjUWNDA4MDIZMzM2WhcNMjYwNDA4MDIZMzM2WjBYMQswCQYDVQQGEwSaSDELMAKG
ATUECAWCROQXETAPBGNVBACMCFNoZW5aaGVuMQ8wDQYDVQQKDAZBCHVzaWMXGDAW

MIIEVQIBADANBgkqhkiGOWOBAQEFAASCBKcwggSJAGEAACIBAQDNXXILjUOSW +44
ZpeAQxuf2y9/iVj094h3MDF1iD2biMIRIOSZiy3piGTOWCAjakEMi1F7YINV3mMON
M5SRIUNQ7KvUGITABAG59KZZ30DB4MASRAA6I9UV8Z +21igg+QKbc6CMz1RNhBZ4
NEGOVxNj0391QD413bLKhu-+JhAYGXWPIdUi1VeqPCWb30E261r/50v8ZBnOOVIGY
22ei72V1hwg31qTOsDPT/Etyr7N43EEqiwnLTmazCNAVC3IQZ7LRRLWIN3B21608
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o LIEIED

Apusic msmx

oo QTS
-
8 RS
HEE
B e
O &t
IEH
? testapusic.com.crt
O RHES
? testapusic.com.key
A
* %

Apusic msmx

El mh .
BUEBIES
-
8 RS
HEE
e SNI: | testapusiccom
&
B -
O RHER
FAEA:
g HARdE):
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© =zruie

IEBER
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6 RFEE

EREHISLARASGT SRIER.

{%I%\ﬁ

Apusic msmx

E

fict=z)
-
HES5 Dashboard
HEE
commit_hash
O
dashboard
IS
x_api_key
© RGf=R
license_info
ASG TR
mofant

id

ast_report_tin

up_time

boot_time

etcd_versior

hostname

1.7 Bl5%%

BURER: ATRIERGNIRE, EREERKERANLLE,
BEAEREN

mEA AR,

PHEERS, WMANERERRFHEERR]
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SICER

EoicEl, NFEEEITENERE M PIERETATIEN, 8B

1. AYmiEsst T HBCE NS ZTZEHBHHR/asg-dashboard/conf/conf.yaml
2. B ZE571T, Bopassword AFTEREBIN, a0 NER:

54 expire time: 3600 # jwt token expire time, in second

55 users: # yamllint enable rule:comments-indentation

56 - username: admin # username and password for login ‘'manager api’
S
58 - username: user

59 . password: user
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8 FmfEA

8.1 Fmix &Y
LHEFREERSEA T80, 443, 9000im, =5&albFoiEM, FTLUETEE B in .,
8.1.1 {EhttpakhttpshyinCl

1 IBHECEYE: REHZFR/asg-standard/conf/config.yaml

2 EMECEN A

3. 90k, 1BMXIMNAY node listen . ssl.listen port UmMEBRIAS,

4. BHBEIASG: . /bin/start-asg.sh

8.1.2 {EPYWEBE = H &imOl

1 BHBECENY: ZTEEBER/asg-dashboard/conf/config.yaml

2 BUECENHAE !
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3.90E, {BHRINAY listen.port UmRIA],

4. E#lEsIASG: . /bin/start-asg.sh

8.2 ASGiEFEnginxBrE 314

ASGIZHFFRENginxiIserver, upstreamZFRLEARAS, A BEIEXI N LR IR E, HHFEasgSAnginxic
B, HTEARNE,

8.2.1 AESZHFEAnginxRIEC B
o EMECENMH, SHFEANGINECEN

o B LEHR/asg-standard/conf/nginx _conf HR, mkdir conf/nginx conf

8.2.2 & AnginxEeE Xt

RIE EEBIEBRINGINECEFRA . THHER/asg-standard/conf/nginx_conf/ , #EnginxBJupstreamzl;®
servertRIIBAIBCE X AHBRIA], 0 FECE nginx_test.conf
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http://mysvr;

.
14

1. BeE )37 $FserverflupstreamiR AR,

8.3 E®sZHF
EE AN AT B NG KB B ST SEHL,  BURIRIETSiE

1. FFIRASGSZIFNGinx Serverfii RSN
2. IBEEIEBAIServer I B SN ECE S Hk
3. BERASG

8.3.1 ABASGX%Nginx ServerftHIREA

1. HANASGZEB R, fRiE £XBH/asg-standard/conf/config.yaml X&, &8
nginx_conf include_enable (€& 9true, FAENgINXECEXHB=R

2. 0B ESNER: mnkdir ¥EBR/asg-standard/conf/nginx conf

8.3.2 REEZIEBRIServerIA I H N ECE 435
5 EZVOIEPBRserver.confs i, FHIIN L£%EHEF/asg-standard/conf/nginx conf , W TFEJIIFEAE]:
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server {

lizsten ooYy3 £s81:

com=sigh—cert . pem;
.con-sign-privateley.key;
(pay . com-enc-cert. pen;
gladxpay . con-gnc-private-key

#==51_protocols TLSv1.2 TLSw1.3 GMTLS;

551_protocols TL5w1 TLSwl.1 TLSwl.2;

Llocatien f {
root  JSvar/wew/html;

index index. html index.htm;

SNZE, EEASGEN

8.4 §Eroot/3EjIASG

ASCEE BT IEE AR, ASEEBAI el LAKIT80im, ASGEIHREMM S ILENIFroot FIF 80l
O, —FhEERASGEMMIA, —FEEMshellan<,

8.4.1 (FFHASGE® A EIErootizlfr80ix M

1. )i ErootB .
2. %I ASGZEEE Z Hutils/normal-userB %
3. 34T ./set-normal-user-listen80.sh

4 FRVIMERSE:  vim ZEEHER/asg-standard/conf/config-default.yaml

[ o] kel fHBrootiEX N EIRRR

5. iT5iE, RIS BARFEsIASGRIRE,

8.4.2 {#ifshellfs %

1 EZERAFT, THREIASGRERR,

2 [FRAASGIHEBE®T T EpatcheliINahZEEREIE . . /alb-deps/bin/patchelf --add-rpath ./alb-
deps/luajit/lib ./alb-deps/asg-core/sbin/alb

3. iErootAAF, FREIASGZEEZR.
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4 R EIF80uRE:  setcap cap net bind service=+eip ./alb-deps/alb-core/sbin/alb

5. e EIEERF
6. fFERVIMBSSE:  vim LZEHR/asg-standard/conf/config-default.yaml

| iEitE BrootiER N BIREM

7 iT5RER, BEhASGRIAE,

8.5 ASGHIBRHNHFRRIRS

ASGERARTEFNBEsIER], WHEFIER, VREILxER, T

/opt/ASG-V2.0.2-SE-amd64

bash utils/systemd/enable startup.sh

PRGSHA TS, TLUBIY systemctl start alb.service /BnJASG, ZEEIY systemctl stop
alb.service {Z1FASG,

8.6 Prometheuslisis

ASGE{SHRHEPrometheusisizInge, BANER, WEBR, BRI utiis/exporterBx®, H#4T: . /start-
exporter.sh , JaaJASGHJexporter,

8.6.1 3Nk
BahASGRYexporter/REFalbBe & AF+HFH/astub_statusIngg, i :

server
listen 8080; # node_statusﬁgﬁﬁﬂ]
location /node status { # LlZ‘?Jﬁgf%ﬁﬁnode_status
stub status on; # FFE@stub status

access log off;

allow 127.0.0.1;
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e iTstart-exporterflI ARG, EsKiA

* node statusxIrzAgserverialfrim, EAIA8080.
o exportertalim, BAIAD9113

WA

root@root:/utils/expoter$ ./start-exporter.sh

input alb server listening port (IB#iAnode statusialfimA) :
alb server listening port (ASG node statusim]): 8080
input exporter listening port (IBHIAGITEL)

exporter listening port is 9113

exporter are running now! (exporter/3aftIN)

8.6.2 Prometheusisiz=4iE3REY

‘@i start-exportergiIhfE, BILABITN S 2Esk#E prometheusifa): http://IP:9113/metrics FREVAIREIRE,

* R EEEL T exporterfVinlrim [, EEurlHRRIONIB3HE—FHELL,
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9 ASGEFEBIE

ASGXIFRAESE Bflkeepalived WS AAT, BESOHER, UEHTOALEHIEN, BPERENREST

\\\\\

9.1 miiditER

1. WElRSBe:, —&1FRET S (Master) , —&1EREATS (Backup) .
2. EMEIR ”J:“B%ASGHEQQ (ZEIIIZ208)
3. EREIRS =M, EE— AP EAEIIP (VIP)
4. IR EIRSFR Z EINMEBEER,
5. IR SRS 88 LRI NIE T keepalived FIASG BRSSRIE(E.

6. REFHECE keepalived,
7. TIEVIPERS,

tr)znf fxn

o b
0 0

THEURERSEE (172.21.32.118, 172.21.32.119) 79, #EEFEVIP172.21.32.198,

| | R

172.21.32.118
pP———> R 111111 o
“ ; B172.21.32.108 N V77
=i [—] S77777 85
172.21.32.119 EimiESS

ALBEXE

NEE, BITEEMEASG, HEEVIP, STIMEFmBIIVIPIBEIASG, HVIPFEQASGT maladntiz, VIPER)
BREFTS.

9.2 [FESAIHA

ASCEFBSHAAN, I EEMRNASG,

9.2.1 EEYEM-RAR
1 EETSERTRERFLUT®DS, EEHaLEEIPRYIEN-EZTR:
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ip addr show

2 1ICRPEBR-REFR, fFan: ethO,
9.2.2 fitEasg-ha
FH=

1. AEBE N master
2. (& VIPHBIE
3 AN RZFR

i

g

AR

1. ABBCE/: backup
2. &2 VIPHbiE
3 A -RERR
9.2.21 Fv =
1.tz utils/asg-haBx, fmigconfig.yamiZfF, WT~E5)
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9.2.3 M RFRRSHENFRFIRSS
EETRIIFERITIATRE:

1. YRR sys-service B
2.¥17: ./setup-asg-ha-service.sh BaliEMESZIRS

3. [35]: systemctl start alb ha.service
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9.2.4 ISIEVIPEE BN TR
1. {EFAVIP 172.21.32.198 i55]ASGIE S,
2 NS FETEFERIASG, 4REEFERVIPIFEIASG, WIEREIES,

9.2.5 HfthEcEiiAR:
1. BENEBEREURL: BHECESUFAIhealth-url: http//localhost:8080/node_status
2. BENXURLRIRZERHTTPIRZSHD: (EBCEHHY: health-codes: 200, 404
3. BcEasg-haBE 82 BB E SU4RYlog-file: asg-ha.log

9.3 {fkeepalived=EIS I A

9.3.1 I¥MELBLE

1 AEBIASGIEsh 73 ANEHE EE i
2. FgEkeepalivedixist
3. BaIASG, Flkeepalived

9.3.2 (EMAT RBEA VA
IREIZEE B R /opt/ASG-V2.0.2-SE-armb4, fRigstart shiIZR, WITNEr7R, 1B21501T 8 FNEFREFTR

nohup_run_etcd() {
# etcd A-ZEFrarmiEH
if [ "&system_arch” = "arm™ ];then
export ETCD_UNSUPPORTED_ARCH=armgd

fi

# R TE—H,

# nohup etcd --data-dir $etcd_data_dir >> Jetcd_log_path 2>81 &

nohup etcd --data-dir $etcd_data_dir --listen-client-
urls="http://172.21.32.118:2379" --advertize-client- ‘Hiix%—ﬁm%.
urls="http://172.21.32.118:2379" >> $etcd_log_path 281 & T-HEHRT
I

EERIIPHEILE: 172.21.32. 1M18FZE SN ET =AYIPHBIL,

9.3.3 {EPXABAN P R R EUEEFEE
o BMalDiEEHIEERARE vin £%B3%/asg-dashboard/conf/config.yaml FEXHEEINMATE=

17!
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etcd:
host:
"http://172.21.32.118:2379"

o BHalbEIREREIEERE vin ©EBR/asg-dashboard/conf/conf.yaml , IBHEI0ITHIEE: AT
SARYIPHENE A0 R FR

etcd:
endpoints:
- 172.21.32.118:2379 # JIP

1B 5ERkfE, HfTstop.shihfgstart.shigaimhalbTm

9.3.4 X afiiEkeepalived (ATER)

Bl& /etc/keepalived/keepalived.conf X, EEDRATEMNMITHEHARS (M {fkeepalivedmaster.conf)

e interface enp0s31f6iIX M -=enp0s3OIE A H BT mPIE N <& TR,
e fEvirtual ipaddrsseh, BEMAIPIE L,

! Configuration File for keepalived

global defs {

router id alb

vrrp script chk http port ({

script "/etc/keepalived/checkalb.sh"
interval 2 # (fNZAHITRIER)

weilight 2

vrrp instance VI 1 {
# state BACKUP
state MASTER

¥ FPIRSEELIE MASTER ¥N BACKUP
interface enp0s31£f6
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virtual router id 51
# E. BB virtual router id WRHEME
priority 100
# . SUEABRINSER, ENERK, SHOTUER/)N
advert int 1
authentication {

auth type PASS

auth pass 1111

}

virtual ipaddress {

172.21.32.198 # SIRIEEE, (BXUXNEEHLTPibiE
}

track script {

chk http port

935 ¥FR (ATR) CURGRRIGTMIRIZ

CISEERICERIAR /etc/keepalived/checkalb.sh , FIAIINEHAS

'/bin/bash
alb count=$ (ps -ef|grep "alb: main process" | grep -v grep |wc -1)
1. AfrAsGREFEG, IRAFFHE L Lkeepalived
if [ $alb count -eq 0 ];then
sleep 3
#2 . FFWEBERIR —Ra 1R

alb count=$S (ps -ef|grep "alb: main process" | grep -v grep |wc -

#3.BRETHRT, WalbiEAFENZEEKeepalived, LEBIEHTIERS, FHELHIAR
if [ $alb count -eqg 0 ];then

echo "alb is down"

exit 1
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9.3.6 AT BEtHkeepavlied (BF5£)

Bl#2 /etc/keepalived/keepalived.conf M, EMNTRBTRMMITEARAS (b4 3{Fkeepalived-
backup.conf)

e F: interface enp0s31f61X N M-Kenp0s3TOIE A BT IR -REFR,

! Configuration File for keepalived
global defs {
router id alb
}
vrrp script chk http port ({
script "/etc/keepalived/checkalb.sh"
interval 2 # (HUBIAHRITRIER)
weight 2
}
vrrp instance VI 1 {
state BACKUP
# state MASTER

+ ZINIREEE S MASTER M BACKUP

interface enp0s31f6

virtual router id 51
+ F. BY virtual router id DA GEIE!
priority 90
# E£. SUEBABERINSER, ENERA, SHTUER/)
advert int 1
authentication {
auth type PASS
auth pass 1111
}

virtual ipaddress {

172.21.32.198 # 1BRIEFE, (BX0XEHLT Pt
}

track script {

chk http port
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9.3.7 FH REIEERISNEE

B ERICEBMRIAR /etc/keepalived/checkalb.sh , FIAIINEHAS

!/bin/bash
alb count=$S (ps -ef|grep "alb: main process" | grep -v grep |wc -1)
1. FltascRERFE, MRAFEEF Lkeepalived
if [ $alb count -eqg 0 ];then
sleep 3
#2 . FEFWEBIRIRE —IRa1pIRE

alb count=$ (ps -ef|grep "alb: main process" | grep -v grep |wc -

#3. . FRHTHIET, WalbAAFEWELEReepalived, IEHINHITER, FHRHEA
if [ Salb count -eq 0 ];then

echo "alb is down"

exit 1

9.3.8 [3zflkeepalived

o EA. BRI EAa<Ealkeepalived:  keepalived -f /etc/keepalived/keepalived.conf
o (FREMIPIBEASGHEIEEHI ST IR L,
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10 ERARSHER

10.1 25fiEiR: ETCDIEELM

SiTstartill Az, B FetcdiEERMTE, AJLABTEREMIZAR, SERFEaalb,

10.1.1 [JRERRR

1. BXBshflARstart.sh, EiFetcdBEN5E.

aN_EERTR, 1E338fTHEAsleep 15, RIFRERE, EREASG

10.2 [BEhEiR: DNS is Empty (ERScdnsiRS3ER)
FRAENESIMELDNS, NEZFHNHBENERIDNSEE,

FOEX (it ZIEER/asg-standard/conf/config. yaml
FIFRIEAYERE, BPRJFEDNS,

ERdns_resolverxy>¥El_LEHRYenable_control
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10.3 Fal§giR: getgrnam("nobody") failed

root@user-PC:/opt/ASG-V2.0.2-SE-arm64

alb: [emerg] : getgrnam )y failed

./bin/start-asg.sh: line 29: 11777 Killed

./manager-api >> dashboard.log 2>&1 (wd: /opt/ASG-V2.0.2-SE-
arm64/asg-dashboard)

StartASG failed, please check ASG-stardard-2.0/logs/error.log

B EEEIR, 2ASCHHIZERIEBFRNKAMSEL,

10.3.1 [EERRR

BalbBe BN ZEEHFR/asg-standard/conf/config-default.yaml AIEE115T, & user: nobody N

user: root

1Ei5enkia, ERASGRIAL,



ZEIF—RBIAL
4008-555-800

B )

THRRFSITERDARA S (B “FIHRRFES")NILT2000%F, IR “THRPEHEHAE", BRRELR
TH—ABREEMSTaRSE, cHEERMESIERL, ERELIFWEAORERIL., SHTRFHZEER
863ERMRITHISRBEEATIAEE, HE MN—INET " ERELRTENEM TR,
el ZNATEAE. EL, 8. ERFXETL, RITRISELSHBI0LE.

ﬂﬂUSIE EHEERTENER W
B IR X SIS T T ER R

=B RURE A BUF O

B www.apusic.com



	1 前言
	2 面向对象
	3 版本更新说明
	4 用户手册
	4.1 基本介绍
	4.2 产品功能架构

	5 产品安装
	5.1 安装说明
	5.2 安装包说明
	5.2.1 安装介质

	5.3 ASG安装部署
	5.3.1 解压安装包到指定目录
	5.3.2 导入license
	5.3.3 启动、停止、重新加载

	5.4 Docker部署
	5.4.1 安装包说明
	5.4.2 安装步骤

	5.5 K8s部署
	5.5.1 准备工作
	5.5.2 配置文件与授权管理
	5.5.3 部署ASG服务
	5.5.4 部署验证
	5.5.5 停止与清理

	5.6 产品license使用说明
	5.6.1 本地授权
	5.6.2 统一授权


	6 产品快速入门
	6.1 登录管理控制台
	6.2 使用ASG创建反向代理

	7 产品功能介绍
	7.1 路由
	7.1.1 创建路由
	7.1.2 界面创建路由
	7.1.3 定义API后端服务
	7.1.4 插件配置
	7.1.5 预览
	7.1.6 查看路由
	7.1.7 路由操作

	7.2 上游
	7.2.1 上游列表
	7.2.2 创建上游

	7.3 服务
	7.4 插件
	7.5 证书
	7.6 系统信息
	7.7 密码与安全

	8 产品使用介绍
	8.1 产品端口修改
	8.1.1 修改http或https的端口
	8.1.2 修改WEB管理控制台端口

	8.2 ASG迁移nginx配置文件
	8.2.1 开启支持导入nginx的配置文件
	8.2.2 导入nginx配置文件

	8.3 国密支持
	8.3.1 开启ASG支持Nginx Server配置块导入
	8.3.2 编写国密证书的Server内容文件并放入配置文件夹

	8.4 非root启动ASG
	8.4.1 使用ASG自带脚本开启非root监听80端口
	8.4.2 使用shell命令

	8.5 ASG开机自启动和系统服务
	8.6 Prometheus监控
	8.6.1 启动说明
	8.6.2 Prometheus监控数据获取


	9 ASG主备搭建
	9.1 前提准备
	9.2 原生高可用
	9.2.1 查看物理网卡名称
	9.2.2 配置asg-ha
	9.2.2.1 主节点
	9.2.2.2 备节点

	9.2.3 注册系统服务并启动系统服务
	9.2.4 验证VIP是否自动飘逸测试步骤
	9.2.5 其他配置说明：

	9.3 使用keepalived实现高可用
	9.3.1 操作步骤汇总
	9.3.2 修改A节点启动方式脚本
	9.3.3 修改AB两个节点的数据库配置
	9.3.4 主节点配置keepalived（A节点）
	9.3.5 主节点（A节点）创建健康检测脚本
	9.3.6 从节点B配置keepavlied（B节点）
	9.3.7 备节点创建健康检测脚本
	9.3.8 启动keepalived


	10 常见问题与解决
	10.1 启动错误： ETCD连接失败
	10.1.1 问题解决

	10.2 启动错误：DNS is Empty（缺失dns服务器）
	10.3 启动错误： getgrnam("nobody") failed
	10.3.1 问题解决



