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1 AlertConfigController

Hii¥E: /api/alert-config
& iz Y
GET /api/alert-config
PUT /api/alert-config
/api/alert-confi
POST g/restore-default

S

“*AlertConfigDTO =FERi5BE**

FRE St
enabled Integer
intervalMinutes Integer
emailEnabled Integer
emailRecipients String
emailSmtpHost String
emailSmtpSsl Integer
emailSmtpPort Integer
emailSmtpUser String
emailSmtpPassword String
snmpEnabled Integer
snmpVersion String
snmpCommunity String
snmpAddress String

BRI 2 IR[E]2EEY
getCo Result<AlertConfi
nfig gDTO>
C R tBod
saye @RequestBody a1 B i
onﬁg ertConfigDTO dto
restore ,
Result<AlertConfi
Defaul
gDTO>
ts
F3Zi5iRe
FERSFX (0=X1=F)
HZ(EE (521, 1-527040)
HIEESEIIPASS

AN, SRR S SR

SMTP BRsS2eitit

SMTP SSL FFx

SMTP w1 (1-65535)

SMT

SMT

P A&IAHBFE

P &Y

SNMP @BHIFF*<

SNMP hRZ (v2¢/v3)

SNMP F{k&

SNMP Bt

15283

TREERE (FF
/BT FE

b=l
RESEEE, R

FRIREERT
ERLTRIEE

WESEECE A
INME, ICEIT



snmpSecurity
snmpUsername
snmpAuthMethod
snmpAuthPassword
snmpCipher
snmpPrivPassword
snmpSenderEngineld
platformEnabled
platformLevel
platformUrl

metrics

String
String
String
String
String
String
String
Integer
String
String

List

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

SNMPV3 L2245
SNMPv3 BB
SNMPV3 IAES T
SNMPv3 SAIEZRS
SNMPv3 fnzzes;
SNMPV3 25515

SNMPv3 &ixim engine ID (Ri, XBTRlmEDR)

EEFaHil (http/https)

EEISFRRERCEYIZER (metricCode/threshold/consecutiveCount/unit)



2 AppClassLibController

EEE:

ik

GET

POST

DELET

/api/apps/{appId}/class-1ibs

iz

/api/apps/{appl

d}/class-libs

/api/apps/{appl

d}/class-libs

/api/apps/{appl

d}/class-libs

BREL

list

uploa

delete

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

24

@PathVariable ron
g appld, @Reques
tParam int page,
int Size

@PathVariable str
ing appld, @Requ
estParam multipar

trile file

@PathVariable str
ing appld, @Requ
estParam string |

arName

EIESi

Result<PageResult
<Map<String, Obj
ect>>>

Result<Void>

Result<Void>

15i83

72 NEIAN RIS
P (lib B JAR
) Fz

& AR BRI
XKEHEZR, appld
BRERFREHF D
SN AE (IARE
i

il GIVIEEES Rl
1EE JAR &
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3 AppincrementController

EEEE:

ik

GET

POST

DELET

POST

iz

/api/apps/{appl

d}/increments

/api/apps/{appl

d}/increments

/api/apps/{appI
d}/increments/{1i

d}

/api/apps/{appl
d}/increments/{1i

d}/apply

/api/apps/{appId}/increments

BREL

list

uploa

delete

apply

24

@PathVariable ron
g appld, @Reques
tParam int page,
int Size

@PathVariable str
ing appld, @Requ
estParam multipar
trile file, string

description

@PathVariable str
ing'appﬂd,Longid

@PathVariable str
ing'appﬂd,Longid

EIESi

Result<PageResult
<ApplIncrement>

>

Result<Long>

Result<Void>

Result<Void>

15i83

7 NE AN RIS
SEHEIIE

HEBEFENRE,
REEEE ID; a
ppld EIZERFRE
#= ID YA

MIpRIEEREEH

()

Rt EIEEEH

BEINF



4 ApplicationController

EEEE:

ik

GET

GET

GET

GET

GET

GET

POST

PUT

DELET

/apil/apps

iz

/api/apps

/api/apps/{id}

/api/apps/{id}/ur

1s

/api/apps/check-n

ame

/api/apps/check-c

ontext

/api/apps/check-c

ontext-backup

/api/apps

/api/apps/{id}

/api/apps/{id}

BREL

list

get

getAp
pUrls

check
AppN
ame

check
Conte
xtPath

check
Conte
xtPath
ForBac
kup

Create

updat

delete
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AppQueryDTO qUErY

@PathVariable app

lication app

@PathVariable app

lication app

@RequestParam s
tring appName, s
tring VirtualHost,

Long excludeld

@RequestParam s
tring cOntextPath,
string VirtualHost,
Long excludeld

@RequestParam s
tring contextPath,
string VirtualHost,
string appName

@RequestBody ap

plicationDTO dto

@PathVariable app
lication app, @R
equestBody app1i

cationDTO dtO

@PathVariable app
lication app, @R

EIESi

Result<PageResult
<ApplicationDTO

>>

Result<Applicatio
nDTO>

Result<List<AppU
rIDTO> >

Result<Boolean>

Result<Boolean>

Result<Boolean>

Result<Long>

Result<Void>

Result<Void>

15iBH

(FRBATR/ LT
BRI/ REAENL/AR

7 IREENAYIZ
Z
<

ITIE)

1% 1D SRENN FEiE
15
SREY N FARYAE) U
RL 21z

RGN AEES
= (FHbREE
D)

1288 ISR
AEfFE (AR
&€ ID)

SRS
TR

BIEZNA, IR
RF3 1D

EHNAEE (F

THCRZERIRE
)

ENE/MIBRE AR, fo
rce=true AJ &I
bR (AdtEgL)



POST

POST

POST

POST

POST

GET

GET

POST

GET

/api/apps/{id}/st

art

/api/apps/{id}/st

op

/api/apps/{id}/re

load

/api/apps/{id}/re

deploy

/api/apps/{id}/de

ploy

/api/apps/war-bro

wse

/api/apps/backups

/api/apps/{id}/ba

ckups

/api/apps/backup
s/ {backupName}/co

nfig

start

stop

reload

redepl
oy

deploy

brows
eWarFi
les

getBac
kups

create
Backu

getBac
kupCo
nfig
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equestParam bool
ean force

@PathVariable app

lication app

@PathVariable app

lication app

@PathVariable app

lication app

@PathVariable app
lication app, @R
equestPart applic
ationpTo AtO, Mult
ipartFilef”e,Str
ing localWarPath,

string localDirPat
h

@PathVariable app
lication app, @R
equestParam mult
ipartFile file, str

ing localWarPath,

string localDirPat
h

@RequestParam s
tring path

@PathVariable app

lication app

@PathVariable str
ing backupName

Result<Void>

Result<Void>

Result<Void>

Result<Void>

Result<Void>

Result<ServerFileL
istResponse>

Result<List<Map<
String, Object>>>

Result<Void>

Result<Map<Strin
g, Object>>

RN

{=LERF

BN

EHEENA (X
F5 L€ war Sif8E
IRSS SRR HERTR)

EBENFEE (war
A/ A HE war 3%
R/ AHBERER
=ik—)

NSRS 2 L BT ER
209 war I{FEZ

SRENE BN A& D
HIES

JEENAEEE

n

SRENEE {0 & P AIN
FRECERER



POST

POST

GET

DELET

GET

POST

GET

DELET

DELET

POST

/api/apps/backup
s/ {backupName}/re

store

/api/apps/backup
s/ {backupName} /re

store-force

/api/apps/backup
s/ {backupName}/do

wnload

/api/apps/backup

s/ {backupName}

/api/apps/recycle
d

/api/apps/recycl
e/{fileName}/rest

ore

/api/apps/recycl

e/{fileName}/conf

ig

/api/apps/recycl
e/{fileName}/perm

anent

/api/apps/externa

1

/api/apps/externa

1/backups

restore
Backu

P

restore
Backu
pForce

downl
oadBa
ckup

delete
Backu

p

getRec
ycledA

pPs

restore

getRec
ycleAr
chiveC
onfig

perma
nently
Delete

delete
Extern
al

Create
Extern
alBack

up
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@PathVariable str
ing backupName,
@RequestBody ap

plicationDTO dto

@PathVariable str
ing backupName,
@RequestBody ap

plicationDTO dtO

@PathVariable str
ing backupName

@PathVariable str
ing backupName

AppQueryDTO qUErY

@PathVariable str
ing fileName, @R
equestBody app11i

cationDTO dtO

@PathVariable str
ing fileName

@PathVariable str
ing fileName

@RequestBody Ex

ternalAppInfoiﬂfO

@RequestBody Ex

ternalAppInfoiﬂfO

ResponseEntity <R
esult<Void> >

Result<Void>

ResponseEntity <R
esource>

Result<Void>

Result<List<Recyc
ledAppDTO> >

Result<Void>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

NEBENR,
IPSRASIR[E] 409

SR NN TR E KL
B (BEE8N
)

TEEOEXH

SRER [BIIE FRY AL
SRS

MEuE R E N

SRER[EIWL A5
RIN FHECE

IlESlEEEIleries
RIRZAR (RJ1A
g)

IIBRIMERERE AN

A (AFEEaE
Z)

799 EBEBERINLA
BIEED



POST

POST

POST

GET

PUT

GET

PUT

/api/apps/externa

1/redeploy

/api/apps/externa

1/reload

/api/apps/externa
1/redeploy-with-p

rops

/api/apps/recycl

e/config

/api/apps/recycl

e/config

/api/apps/backup/

config

/api/apps/backup/

config

ApplicationDTO =FE&i58H

FRA
id Long
appName String
contextPath String

redep
oyExte
rnal

reload
Extern
al

redep
oyExte
rnalWi
thProp
S

getRec
ycleCo
nfig

updat
eRecyc
leConf

ig

getBac
kupCo
nfig

updat
eBack
upCon
fig

ESid)

S£MEApusiciz FAIRSS 28V 10t ERR_APISZARY

@RequestPart ext
ernalAppInfoiﬂfO,
MultipartFile file,
string localWarPa
th

@RequestBody Ex

ternalAppInfoiﬂfO

@RequestPart ext
ernalAppInfoiﬂfO,
ApplicationDTO dt
O,MultipartFilefi
le, string localWa
rPath

@RequestBody ma
p<String, Object>
config
@RequestBody ma
p<String, Object>
config

A3 1D

Rz R AR
il B TEYES

Result<Void>

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

Result<?>

Result<Map<Strin
g, Object>>

Result<?>

FRi5AR

BB M

BRIMBNA

EhhcERMEEN
EREIIMEBALFE

S NEI L T =
(REBESIZ/IRER

KEF)

RIFEIWLACE,
5 SIEE] 400
SEEGES

SRENE D ECE

REEMEE, K
IRSMERE] 400 K

FERIEIR
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status Integer N BIEITINS

classLoaderOrder String ZENNEkIRAF

jspPrecompile Boolean EETRYRIE ISP

virtualHost String FBREFAEAN,

sessionManager String SIEEERACE

deployOrder Integer BE =

sharedLib String HSZEZFR

sharedLibld Long H=ZE D

sharedLibPriority String HZ NN TR

deployTimeout Integer PEHBATAYE (R)

classLevel Integer BIRRR (R /M /45)
description String Nz FRfeA

deployTime String EERTIE)

recycledTime String [ElZATE)

securityDomain String el

deployProps g/lt:?;tring, HEREIE

managedByConsole  Boolean EEHEREEEE (false=9MEE)
docBase String N AEEE R

deploySource String ZBEKIR: CONSOLE (Ef=53BE) /MANUAL CONFIG (FznhEic

&) /AUTO_DEPLOY (BzpiisiE)

originalVirtualHost String ESEIUENBINREIUENS (TEA)

AppQueryDTO =ERIBE (447% PageQueryDTO: page TURBZAIAT, size BTIEEEIA20)

FRA ESit] FR3Zi5 e

appName String NABEIR (RHEE)

contextPath  String ETRXERE
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virtualHost String REAZE

status Integer = NFIRTS



5 AuditLogController

B

ik

GET

GET

GET

AuditLogQueryDTO =FERiRBE (447% PageQueryDTO: page TIABEAIAT,

FRE

username

operation

target
result
startTime

endTime

iz

/api/audit/operat

ion-logs

/api/audit/operat

ion-logs/{id}

/api/audit/operat

ion-logs/export

/api/audit/operation-logs

BREL

list

getByl

export

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

AuditLogQueryDTO

qguery

@PathVariable 1.on
gid

AuditLogQueryDTO
query, HttpServlet
Response respons
e

EIESi

Result<PageResult
<AuditLogEntity>

>

Result<AuditLogk
ntity>

void (application/
zip)

size BIREHEAN20)

FR3Zi5 e

15iBH

D INEIRERLT
BE (HERIEA/
SR/ IREXY
R/ER/HSESEE
i)

1% 1D ZRENERSRER
ITHE (descripti
on A9 i18n key
&=a1 Locale #3
%) NMFERE
404

E’tlj?-Eﬁ‘Elz':' }Zi
TERHSEE
icx, F184 ope
ration_audit.zip

(R& UTF-8 BO
M B9 operation a
udit.csv)

(CREATE/EDIT/DELETE/START/STOP/AUTH/IMPORT/EXPORT/LICENSE/BACKUP)

il
String  BIEARRPE
KA
String Str=E
String  EBEXIR
String  #BELEER (SUCCESS/FAIL)
String  FF4ARTE]
String  Z5RAYE)



6 AuthController

B

ik

POST

POST

POST

GET

GET

GET

POST

/api/auth

iz

/api/auth/login

/api/auth/cli-log

in

/api/auth/logout

/api/auth/captcha

-status

/api/auth/otp-sta

tus

/api/auth/email-c

ode/status

/api/auth/email-c

ode/send

BREL

login

cliLogi
n

logout

getCa
ptcha$S
tatus

getOt
pStatu
S

getkEm
ailCod
eStatu
S

sendE
mailC
ode

S£MEApusiciz FAIRSS 28V 10t ERR_APISZARY

@RequestBody 1o
ginRequest reques
t, HttpServletRequ
est servletRequest

@RequestBody 1o
ginRequest reques
t, HttpServletRequ
est servletRequest

HttpServletReque
st request

@RequestBody ua
p<String, String>
body (usernam
e)

EIESi

Result<LoginResp
onse>

Result<LoginResp
onse>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

15iBH

BFR&ER: AES f##
FERPEEN, K
IRAIRIIERD, MK
SIE (BiE/2
FB/i38R) .« ihiE
&S5 IP H&
g OTP. HpfELE
IS, AINEEE

IWT FHERERE
=
100

CLIE=R: BER
IR EARIEER
ISIERS

Ei8: B30 toke
n IMARBZEFHIC
FEHEAE

SRENERZBIERSFF
FIRZE (enable
d)

$£EY OTP WEF
INEE BHFRIRES

SRENHBAEIRIERSE
FIRFGFF AR

RIEE RHBFETGIE
19, & 60 WER
PRI
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@RequestBody ma ,
/api/auth/otp/set setup Result<Map<Strin
POST p<String, String> .
up Otp g, Object>>
body
, @RequestBody ma
/api/auth/otp/ verify <stri String>
POST : : OtpSe T ” Result<\oid>
ify-setup body (secret. co
tup
de)
, @RequestBody ma
/api/auth/otp/dis disabl ]
POST p<String, String> Result<Void>
able eOtp
body (code)
@RequestBody ma
updat . .
PUT /api/auth/profile eProfil prstring, Strings Result<Void>
. body (phone/em
ail/description)
Result<M '
GET /api/auth/me me eSUt,< ap<Strm
g, Object>>
LoginRequest ZFERi5AR
FRA il FRZi e
username String  AFPE (AES IIZEH, RSIHES)
password String  ZRS (AES IIEEH, BRSBIHAEE)
captchaKey String  EFZIRIER key
captchaCode  String  EFGIEREREZE
otpCode String  OTP =h&AY
otpSecret String  OTP &iH (BREBERTHR/EIn M. BlimElE)
emailCode String  HEFELGIERS

LoginResponse =E&i5A8

NIARERAFSE
By, OTP AR
#ED (secret, otp
AuthUri, grCode
DataUri)

RIS NSRS FF 72K
OTP 4fE

KA=ZRIAFR O
TP (FHINSRIEN
ADEHIN)

B ERIERAR
BT AR

SRENZRIE R A
=5 (Ae. &
KBRS =
IEBRY . RIRIRID
eSS



token

tokenType
username

roles

firstLogin
passwordExpired
requireOtp
otpEnabled
requireEmailCode
emailCodeEnabled
otpQrDataUri
otpSecret
passwordExpireWarning

resources

i)
String
String
String
List
boolean
boolean
boolean
boolean
boolean
boolean
String
String
boolean

List

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

FR3Zi5iRA
JWT 15[a)<Sh8
hESEBY, [ETE Bearer
BRAFE

RFfAemEyIz

i)

BEXER (FrbIiE)

SRIBPEAE4kE OTP
REFREO B NIRRT

HRfELGIESINRE R S B A

OTP BREBERI 485 base64 dataUri

OTP EVRGBERZTE (ZRIRAATEIE)

EREMEITERE S (Rl 7 RW)

BRAENRIRREIIZR (FlinENRA)
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7 BaselineCheckController

B

ik

GET

GET

POST

PUT

DELET

PUT

GET

POST

POST

/api/baseline

iz

/api/baseline/rul

es

/api/baseline/rul

es/{id}

/api/baseline/rul

es

/api/baseline/rul

es/{id}

/api/baseline/rul

es/{id}

/api/baseline/rul

es/{id}/enabled

/api/baseline/scr

ipt

/api/baseline/scr

ipt

/api/baseline/che

cks

BREL

listRule
S

getRul

saveR
ule

updat
eRule

delete
Rule

setRul
eEnabl
ed

readSc
ript

saveSc
ript

startC
heck

@PathVariable str

ingid

@RequestBody st

ring rulexml

@PathVariable str
ing id, @RequestB
ody string rulex
ml

@PathVariable str

ingid

@PathVariable str
ing id, @RequestB
Ody’EnabledReques

t request

@RequestParam s
tring fileName

@RequestParam s
tring fileName, @
RequestBody stri
ng content

@RequestBody st
artCheckRequest I

equest

EIESi

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

15288

IHEHELNE
N (XML/JSON

= Ah

FRIER)

FEAI) 1D $KERES
SIS (id 1%
AFFEHF T
ety N 4
00)

FrEEACEHN
(FM) XML B2
AZ)

EHHEE 1D AN
N (AR RIFAIN
XML)

ibREE 1D AU
7Y

B/ ZREER
=7

AR BB
=

RIFAEMASI (S

FafR —IREL
e, REYES ID



GET

GET

GET

DELET

DELET

GET

POST

GET

PUT

GET

PUT

/api/baseline/che

cks/{taskId}

/api/baseline/rep

orts

/api/baseline/rep

orts/{id}

/api/baseline/rep

orts/{id}

/api/baseline/rep

orts

/api/baseline/rep
orts/{id}/downloa

d

/api/baseline/rep

orts/export

/api/baseline/set

tings

/api/baseline/set

tings

/api/baseline/rep

ort-config

/api/baseline/rep

ort-config

pollTas

listRep
orts

getRe
port

delete
Report

delete
Report
S

downl
oadRe
port

export
Report
S

getSet
tings

saveSe
tting

getRe
portC
onfig

saveRe
portC
onfig

EEApusichI FAIRSS B8V 10FREERR_APISZARY

@PathVariable str
ingtaSHd

ReportQuery qUEry

(GBETSE
name/overall/start
Time/endTime/pa
ge/size)

@PathVariable Lon
gid

@PathVariable Lon
g id

@RequestBody i

st<Long>idS

@PathVariable zon
g id, @RequestPar
am(required=fals
e) string format

@RequestBody i

st<Long>idS

@RequestBody co

nfigEntry entry

@RequestBody co

nfigEntry entry

Result<String>

Result<PageResult
<BaselineReport>

>

Result<BaselineRe
port>

Result<Void>

Result<Void>

ResponseEntity<B
yteArrayResource

>

ResponseEntity<B
yteArrayResource

>

Result<String>

Result<String>

Result<String>

Result<String>

(rulelds ATFER
=sHN)

B ESHRT
HE/ER

PREIELGE
REHE

SREREE RS
S

MRS M ELEIRS

HEMPRELRS

TR DRSS

(format BJi1E, 400
pdf/html &, B4
miR(E])

BE2HIREITER
ZIP S TE;

IR SIOEEH
ACEIN

BERBENEXEE
IR; cron/BFFxk
LE A MBI
ERESAER

IZEUREEXEE
([E getSettings)

MR EEXECE
IR
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StartCheckRequest =ERi5EH

FERE KR Eepvginl:ls
rulelds List ZHTHIN ID FIzk, ATFRPITEESHN

EnabledRequest FERiAH

FRA ESid] Eepvalnl

enabled  boolean  MMERRZ (true SR / false =)

ReportQuery =Ei5iAH
FRZ il FR3Zi5ER
name String IS BITEE
overall String IRERRELS (BE/ABIYEE) ik

startTime LocalDateTime wEREke (ISO HERRTEE)

endTime LocalDateTime S EAYELE

page int RS, BOA T
Size int BREH, A 10
ConfigEntry Z=ERi5BH
FEA 3] 3B
key String ECEIES (W0 baseline.schedule.cron, baseline.enabled)
value String ECEIVE

BaselineReport =ZERIRAE (JR[EISLIK, 2% BaseEntity NH=FER id/createdTime/updatedTime/deleted)

FRA il F3Zi5ER
name String REBIR
instance String B BERLAIRR
checkTime LocalDateTime QEHATATE]

overall String SREEIS (W0 PASS/FAIL)



S ApusichzFIARSS B8V 10FRAERR_APISRY

passCount Integer BT E

minorCount Integer Biin@EE

generalCount  Integer —RIEREE

severeCount Integer B E

ruleCount Integer S 5KERIMNSE

reportFile String WS FEIRR

format String HESUHET

reportjson String IREBEH JSON IE

triggerType String a8 (MANUAL Fzp / SCHEDULED ERY)

size Long REXHXRN (F1) |, EEIHRSERES, IFEIEETER

20



8 CaptchaController

EEE:

ik

GET

GET

/api/auth

e

/api/auth/captcha

/api/auth/captcha

-test

BREL

getCa
ptcha

getCa
ptchaT
est

S£MEApusiciz FAIRSS 28V 10t ERR_APISZARY

@RequestParam s
tring key

21

EIESid

Result<Map<Strin
g, String>>

Result<Map<Strin
g, String>>

15iBH

A R EIRZAIIERS,
&[] key 5 baseb
4B R

WhrlEnEC 1%
key SRERSGIIFASAEA
3, (XEFL
IEFE (aas.sec
urity.captcha.test-
enabled) , Z|t
EEFINEFE,

B vN=EDIEIES
£
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9 CertificateStoreController

EEE:

ik

GET

GET

POST

PUT

DELET

GET

DELET

POST

iz

/api/config/web/c

erts

/api/config/web/c

erts/{id}

/api/config/web/c

erts

/api/config/web/c

erts/{idOrName}

/api/config/web/c

erts/{idOrName}

/api/config/web/c

erts/{id}/entries

/api/config/web/c
erts/{idOrName} /e

ntries/{alias}

/api/config/web/c

erts/{idOrName} /i

/api/config/web/certs

BREL

list

get

Create

updat

delete

listEntr
ies

delete
Entry

import
Entries

24

@RequestParam i
nt page, int Size,
String NAME, Stri

ng storelype

@PathVariable 1.on
gid

@RequestBody ce
rtificateStoreDTO

dto

@PathVariable str
ing iIdOrName, @
RequestBody cert
ificateStorepTo d

to

@PathVariable str
ing iIdOrName

@PathVariable ron
g id, @RequestPar
am string PassWo
rd

@PathVariable str
ing iIdOrName, st
ring alias, @Requ
estParam string p
assword

@PathVariable str
ing IdOrName, @

22

RESEE

Result<PageResult
<CertificateStore>

>

Result<Certificate
Store>

Result<Long>

Result<Void>

Result<Void>

Result<List<CertE
ntryDTO> >

Result<Void>

Result<Void>

15iBE

\

S RNEEIEPES
& (BEFELLS
PESHEIBIR

[@]) , storelype

N385 keystore/tr
uststore

by
(

1% ID SREMIEPE
FIE (ZEEER
E) , AFERE
404

BIZIEPE, xE
Fcx D

12 ID sy RS
UEP

% 1D s F Rk
IEP

HI B AL
B5E (FNEEE
fEa)

MIBRIEREEpiEE
AIBANIEFRS

M ERANEREX
HSAFEHE (Fik



mport-entries
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RequestParam mu1
tipartFilef”e,St

ring sourcePassw

ord, string aliase

S, string targetPas
sword, string targ
etAlias, string ent
ryPassword

@PathVariable str
ing iIdOrName, @
RequestParam str

BB i S Binsl
B/ E8)

ik PEM BES

/api/config/web/c ) ing content, strin . - .
import . . NUEBEFATR (isP
POST erts/{idOrName}/i g alias, string targ Result<Void> ‘ .
Pem rivateKey #RIRFA
mport-pem etPaS9NOFd,Strin %ﬁ)
g entryPassword, b
oolean ISPrivateKe
y
@PathVariable str
/api/config/web/c ) )
DOST , , import ing iIdOrName, @ S BRE NIFBEN
rt idOrNam i < >
sree/t amel Store RequestParam mu1 eoit= Yol 14 (BEEH])
npott tipartFilef”e
/api/ ig/web/ NEGIE
FPHCONTRAMERC T Gownl @PathVariable Lon ~ ResponseEntity<R T%Zlfl:%ﬁﬁ\i#,
GET erts/{id}/downloa . SZ##7F$?%£ﬂ2[] 4
oad gid esource>
d 04
CertificateStoreDTO =E&i5i88
FRE xR FR3Zi5ER
id Long UEBE ID
name String IEPESIR (BIBE, &K 64 75, (NFE/HF/ MI%/aE%/=RS)
storeType String IFBERR (B E, keystore B truststore)
type String UEPEESE (SUBIE, JKS 3% PKCS12)
password String IEBEZERG (235 ENCRYPT* B3, S 128/256 =4%)
description  String r (&K 255 FF5)
enabled Integer  EEEH

23
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10 ClassAnalysisController

EEE:

ik

POST

POST

GET

GET

DELET

GET

GET

ClassAnalysisStartRequest FERixBH

/api/class-analysis

iz

/api/class-analys

is/upload

/api/class-analys

is/start

/api/class-analys

is/records/{id}

/api/class-analys

is/records

/api/class-analys

is/records/{id}

/api/class-analys
is/records/{id}/e

xport

/api/class-analys

is/deployed-apps

BREL

uploa

start

getRec
ord

listRec
ords

delete
Recor

export
Report

listDep
loyed
Apps

24

@RequestParam
CTHeﬁ MultipartFi

1e file

@RequestBody c1
assAnalysisStartR

equest €Q

@PathVariable Lon
g id

ClassAnalysisReco
rdouery q (4FEE
W2 startTim
e/endTime/target/
appOrFileName/p
age/pagesize)

@PathVariable Lon
g id

@PathVariable Lon
gid

@RequestParam(r
equired=false) str
ing keyword, @Re
questParam(defau
ltValue="1") int pa
ge, @RequestPara
m(defaultValue="2
0") int pageSize

24

RESEE

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<ClassAnaly
sisRecordDTO>

Result<PageResult
<ClassAnalysisRec
ordDTO> >

Result<Void>

Responsekntity<b
yte[]>

Result<PageResult
<AppOptionDTO

>>

Ll
SR

(jar/war &)
1R[5] filePath/fileN
ame/fileSize

BEIRSTES,
&[E] recordld (93
Hre=x D)

EWRFEESIC
FIHE (SR
=)

A RERA
PDF IRETE;

PREESHEN
AFlz (o
HrExR)



FRA
name
target
appld
uploadFilePath
scope
checkConflict

checkRedundant

ESid)
String
String
Long
String
String
Boolean

Boolean

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

FR3ZisiAE
DITESBFR
PITERRE (A LEXE/EEENA)
B ID (DirEEkENAITES)
ELEXHRIFMRRERE (Dt LEXHRTIRS)

AT

25
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11 ClassLoaderController

EME&R: /api/classloader
Bk B2 BREL 2%
P , getCla
i/cl loader
GET pieianereste ssLoad
tree
erTree
getCla
GET /api/classloader/ ssLoad @Path\/ariable Str
detail/{id} erDeta ing id
il
GET /api/classloader/ search @RequestParam S
search Class tring ClassName
ClassLoaderNode ==EgiAH
FERA 3] 3B
id String T RE—RR
name String ENNE=E B REFR
className String ENNFRELIES S
instance String SLAIFRIR
hash String S5l hash
app String FRriER A
isAppLoader ~ boolean = RENMFEZEINEEE
paths List ESEENrESIES
children List FEINFET =

26

RESEE

Result<Map<Strin
g, Object>>

Result<ClassLoad
erDetail>

Result<List<ClassS
earchResult> >

1588

SREZENNEES
(data.classLoade

rs ;9 ClassLoader

Node pfZ51Z)

EEEs 1D 3%
BUFE (3. =
. hash, K&

%)

REREREES
ES 17 Sl I IE=7
B (BIRARE/
PR/ Dizs/
&)
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12 CracController

HMI&E: /api/config/jvm/crac

& B’z BREL 2% U EIE Sl
GET /api/config/jvm/c envCh Result<CracEnvCh
rac/env-check eck eckReport>
/api/config/jvm/c Result<CracStatus
GET status
rac/status DTO>
@RequestBody cr
/api/config/jvm/c makel .
POST acMakeImageReques Result<Void>
rac/images mage
t request

CracMakelmageRequest =E&i5iA8

FRE ESit] FR3Zi e

name String BEEWR (WE, RFE/HF/ T/ PRk / =, &K 64)

27

1588

[E£H47 7 I CRa
C IMEFRE N

(FFi& CRaC FF%
AR )

SREX [HIFRAR]
R E BRI
S BHBERE +
TiFEfR + 380
VM 37#F CRaC +
FERESHE + 1=
TIERSEEE
—HEI T e
{E, reason HUE n
otEnabled/pendin
gRestart/notCracJ
dk/restored/dirMis
match; [EHR[E]
craclog &2

#I1E CRaC $51%:
G fEIRE d
etached helper &
LTRMREERS
RStk (R
W logs/crac.lo

g) ; NEREZR
EERGIERIR
[EIl5585 409, &l
imABIANE LA force=
true izt
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desc String BRI (BIE, &i< 200)

force boolean  KEBELSBREEEGIHIENESRHIES

28



13 DashboardController

EEE:

ik

GET

/api/dashboard

iz

/api/dashboard/ov

erview

BREL

getOv
erview

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

29

RESEE

Result<Dashboard
OverviewDTO>

15iBE

SREVMZREE DU
BEE (RGtR
i NARRE. R

RIEEF)
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14 DatasourceController

EMIRR: /api/resources/datasources
& B’z BREL 2% U EIE Sl 1588
GET /api/resources/da st DatasourceQueryDT ReSUH<PageReSuH S REEEIEEY
|
tasources o query <Datasource> > 4EE
CET /api/resources/da ot @PathVariabIe Lon Result<Datasourc TE D &HQ%&}E,}E
tasources/{id} g gid e> ﬁﬁﬁ%
P ) . @Valid @Request Result<Dat LLJSON H={ ez
api/resources/da Create esulit<batasourc
POST " (JSON) By BOdy Datasource ;&}Elﬁ ({E%Et
tasources son e> _ ,
g ds FEROIRRNESZ)
@Valid @Request LA multipart 5=
/api/resources/da Part patasource d R t<Dat @UE&%&ﬂEﬂE, FIE!
esult<batasourc
POST tasources Unufﬁp create S, MultipartFile d N . Hﬂ;tT§5E£D€E (OV
e>
art) riverFile, boolean O erwrite BB =
verwrite EEZEIS1)
@PathVariable str
/api/resources/da . . N
updat ing i[dOrName, @ . 1% D SR FREHT
PUT tasources/ {idOrNa . Resuh<\knd> W N
e Valid @RequestBo HIRIR
nel dy Datasource dS
/api/resources/da . .
DELET @PathVariable str , 1z ID s A riibR
tasources/{idOrNa delete . Result<Void> s
E ing idOrName HIER
me }
@PathVariable str D
/api/resources/da . B/ ERHIER
toggle ing IdOrName, @ ‘ :
POST tasources/{idorNa Result<Void> (status X501 O
Status RequestParam 1nt .
me}/status EZT)
eger Status
pingBy . BRENSHINIEEL
/api/resources/d @RequestBod Result<Map<Strin
POST s iresmmERRes Param “ 4 /B Oub' . b=t EREEE (url
ur in ur S ' ect>> N
tasources/ping . tasource g )] WiE)
/api/r ur /d .
SOST ° eso/ e . @PathVariable str ~ Result<Map<Strin MW B FEEIER
t ur {1dOrN N
ronrees ¢ Ping ing idOrName g, Object>> AEE M

me}/ping

30



/api/resources/da
POST

tasources/ {idOrNa

me}/driver

/api/resources/da
GET

tasources/driver-

exists

/api/resources/da
POST

tasources/check-d

river-path

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

@PathVariable str
ing iIdOrName, @

Datasource ZFEZiRBE (Bi2/Eimakix, XVEEWEFE)

FRAE
name
jndiName
dbType
driverClass
url
username
password
maxConnections
initialConnections
maxWaitMs
validationQuery
classLevel
status

driverJarPath

uploa
] RequestParam mu1 )
dDrive . Result<Void>
i tipartFile driverF
ile, boolean OVErw
rite
heck
¢ ,ec @RequestParam s Result<Map<Strin
Driver ) )
, tring filename g, Object>>
Exists
@RequestBody ua
check ,
, p<String, String> Result<Map<Strin
OIVET ody (driverPat Object>>
Path ody (driverPa g, LpoJ
h)
it FR3Zi5iRE
String HIRFETR (R 128 F75)
String INDI ZFR
String g b it
String JDBC IRz (5 128 FFF)
String ERE URL (&1 500 =F7)
String EERAFE
String EREG
Integer  ExAIEREEEL (0-10000)

Integer  FDERIEREEL (0-10000)

Integer  IRENEIEHRAEH
String EREIGIE SQL
Integer  ELRIRR

Integer  CRFS

String IXzh JAR B&12

31

Jig) (2%,

NEFRIR L& DB
C Ixzheg,

NEIRNERE
EFE E%g[ﬂ]@
(O =115 i)

MBS TEERIIXENEE
ZEREFE

-1 FRRTIREFRF)
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driverPath String IXNE&E

slowSqgIMs Integer 18 SQL B (X))
leakDetectionThresholdMs Integer EEHRKNRE (ZF)
suspectTimeoutMs Integer  RRUMEEFITEERS (ZX)
testOnBorrow Integer = FRENEZRI AR (0/1)
testOnReturn Integer  IANEEATEESIR (0/1)
testWhileldle Integer  TRETRERE (0/1)
testOnConnect Integer SOERR RS (0/1)
resourceType String RIRRE

host String FA

port Integer IS (1-65535)
databaseName String HiEESR
customProperties String BENEE
idleTimeoutMs Integer  THBAYASE (ZXD)
idleCheckPeriodMs Integer  HENEER (Z%))
maxCheckConnections Integer AR NNEREE

minldle Integer  E/\TRIEEH

max|dle Integer BT RIEES
validationlntervalMs Integer  EERKER (ZF)
validationTimeoutSeconds Integer RLGFBATATE]) (P, 0-3600)
maxLifetimeMs Integer  IEERXFENE (ZR)
leakRecover Integer  EAERUGHEEZEE (0/1)
connectionAutoReclaim Integer  EEZE@NEW (0/1)

removeAbandonedOnMaintenance  Integer — #EPRRSRRERIER: (0/1)
logAbandoned Integer  IEREFEEAT (0/1)

abandonWhenPercentageFull Integer  [EFADELEE (0-100)

32



autoCommit
sqlTraceEnabled
failedSqlAlertEnabled

haProbeEnabled

S ApusichzFIARSS B8V 10FRAERR_APISRY

Integer
Integer
Integer

Integer

Bapies (0/1)
SQLEERFX (0/1)
KW SQL HEFX (0/1)

HA SRIFFX (0/1)

33
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15 HttpChannelController

B

ik

GET

GET

POST

PUT

DELET

GET

iz

/api/config/web/c

hannels

/api/config/web/c

hannels/{id}

/api/config/web/c

hannels

/api/config/web/c
hannels/ {idOrNam

e}

/api/config/web/c
hannels/{idOrNam

e}

/api/config/web/c
hannels/cipher-su

ites

/api/config/web/channels

BREL

list

get

Create

updat

delete

getSu
pporte
dCiph
erSuite
S

HttpChannel =E&i5iEE (@RequestBody, FEER

name
protocol

host

FRE

24

@RequestParam i
nt page, int Size,

String N@ME, Stri
ng protocol, integ
er enabled

@PathVariable Lon
gid

@RequestBody #t
tpChannel channel

@PathVariable str
ing IdOrName, @
RequestBody uttp
Channel channel

@PathVariable str
ing iIdOrName

Z, BoHER)

ESit]

String
String

String

34

EIESi

Result<PageResult
<HttpChannel>>

Result<HttpChann

el>

Result<Void>

Result<Void>

Result<Void>

Result<List<String

>>

BIERR

15iBH

SIREE HTTP 8
ELIIES

1% 1D ZRER HTTP
BEFE, T~MFE
i&[@ 404

g HTTP BiE
(BERER)

1% 1D SRR
HTTP &i& (F=E
JEER)

1 1D s F Rl
HTTP &iE (FE
JEER)

SREY VM 323509
SBIIEEMHSIE

(217855 CBC/R
SA Ef4)

HRZi5RA

Y (HTTP/HTTPS)

WIFEL



port
executor
enabled
sslEnabled
redirectPort
acceptCount

connectionTimeout

proxyName / proxyPort

receiveBufferSize / sendBufferSize
processorCache

maxConnections

tcoNoDelay

maxKeepAliveRequests / keepAliveTimeout

uselPVHosts

longThreadEnabled < longThread*

sdosEnabled & sdos*

generalProperties
gracefulStopAwaitMillis
uriencoding / responseCharacterEncoding

enableLookups

compression & compression*

httpTrace

maxPostSize / maxParameterCount /
maxHeaderCount / maxHttpHeaderSize

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

35

Integer
String

Integer
Integer
Integer
Integer
Integer

String /
Integer

Integer
Integer
Integer
Integer
Integer

Integer

String
Integer
String

Integer

Integer

Integer

Hrim

FEALRAE D executor BFR

iy

=5

=
=

EAEA SSL

e
fi}

0

S SN SES

R (2R)

[ BN/ im

B/ RIRE X AN

RTBERZRAF A/

il

RIERS

252 TCP_NODELAY
KERER BRI/ BT
REIE P IUECEIAEMN

REFNFX N EE/EH/ BE

al

1216480852 (SDoS) BHIFFF¥X. 18
=X, F@E BRETILE

—REENXEE
MHIFLLS5RIE) (2R))
URI/IB N 454w A5

BB VF DNS R&E

N ESGEFFR. BJE4E MIME 2888,
B/ NEFER /N

HTTP i5[EiRERFF R

POST RAVEHANH/BERENEHEKX
INEBR



S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

poweredBy

disableUploadTimeout / connectionUploadTimeout
useBodyEncodingForURI / asyncTimeout
responseHeaders

gmEnabled

clientAuth

keyPassword / certificateFormat / tisProtocols /
sslProtocol

certificateAlias

keystorePath / keystorePassword

truststorePath / truststorePassword / truststoreType
ssICipherSuites

certificateType

certificateCustom / keystoreName / keystoreEntry /
truststoreName / truststoreEntry

http2Enabled & http2*

http2Properties

36

Integer

Integer

String
Integer

String

String

String
String
String
String

String

String

BAEER Server RSk

L EERtECE

URI fmiSskifs/ = s KiiBRy
EFEEIVES

[E2 SSL Fx

SSL BEFumAIET

SSL B SR RS /AEBAETL/TLS 1R
IEBRIE

BIREIRIZ /RS

(S EREIRIZ/ 2D/ 28

SSL INEEMHIIZE

IEPZER (JSON BHEE type)

IEPBEES AL IR SR

HTTP/2 FFRKESE. Fkim. K/
KN ZEENFEE

HTTP/2 BENXJEMH
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16 InspectionController

EME&R: /api/inspection/reports
Bk B2 BREL 2% IR[E]ZEEY L)z
@RequestParam(r
equired=false) str
ing N@ME, String
status, LocalDateT
ime startTime, Loc Reslt<PaneResylt D IREEKIEIRS
esult<PageRes . .
/api/inspection/r ) alDateTime endTi ! . g ) e (HWET_M;%EE )%
GET list <InspectionRepor
eports me, @RequestPar yy-MM-dd HH:m
tDTO> >
am(defaultValue m:ss)
="1") int page, @
RequestParam(def
aultValue="10") in
t size
/api/inspection/r
ot ’ /hp hasRu et EAGIECE T e e
eports/has-runnin . esulit<pooiean> P N
° nning PATHRIKAESS
g
SREN B KGAEIR S
. #1B (BLE. =X
/api/inspection/r @PathVariable Lon Result<Inspection
GET prneneer get y ’ . § tDTOp | BBz, EETR,
eports/{id} | epor > S
° ? . WiEsiR) | R
FERTHR 404
L . BEEKEIR SN T
/api/inspection/r )
@PathVariable Lon , A (RUNNING/
GET eports/{id}/statu status _ Result<String>
gid SUCCESS/FAILED
IS} %)
Result<Inspection
/api/inspection/r X P &HET&%}E% (CP
summ @PathVariable Lon ReportDTO.Inspec o
GET eports/{id}/summa ) ) U/Wﬁ/j&/ﬁﬁﬁ
ary gid tionSummaryDTO L
=y § 80% 112§)
S — RIS
. ) @RequestBody @ ResUlt<] ’ %ééﬁiﬁ?;%
i/i tion/r esult<Inspection o.tim
POST ° repeemen trigger Valid InspectionTr P = =

eports

iggerDTO dto

37

ReportDTO>

eoutSeconds X

EEBATRDED)



POST

GET

DELET

GET

GET

/api/inspection/r

eports/{id}/rerun

/api/inspection/r
eports/{id}/downl

oad

/api/inspection/r

eports/{id}

/api/inspection/r
eports/{id}/snaps

hots/{type}

/api/inspection/r
eports/{id}/snaps
hots/{type}/downl

oad

InspectionTriggerDTO =E&i5i88

FRA

timeoutSeconds

ESid)

Integer

rerun

downl
oad

delete

snapsh
otText

downl
oadSn
apshot
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@PathVariable Lon
gid

@PathVariable Lon
g id

@PathVariable Lon
g id

@PathVariable 1.on
g id, @PathVariabl
e Stringtype

@PathVariable ron
g id, @PathVariabl
€ string type

FR3Zi5 e

Result<Inspection
ReportDTO>

ResponseEntity<R
esource>

Result<Void>

Result<String>

ResponseEntity <R
esource>

KiREERBRIATE) (RD) , &8, 1~172800

InspectionReportDTO =FEGRAE (M DTO)

ESit]

LocalDateTime

FERE

id Long
name String
timeoutSeconds Integer
status String
startedAt

finishedAt

createdTime

summary

instances

LocalDateTime

InspectionSummaryDTO

List

LocalDateTime

e 1D
RSB
SKESHBRIRDEL
HATIRE
FHaRTE]

L5 RAYE)

BllEZRYE)

FRIZiAe

REWE (NFFEORE)

KAesepIIzE (RFBZEORE)

38

EThEiREE
PTG

TEKAEHRS ZIP
B (SEEPREY
)

MpREEKIEIRS

EEHEEIRENIE
ERBRFRR (
stack/Isof/netstat/t
op) XAHNE

TEGEESREIRE

XML 3214



S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

baselineltems List TEREGNEINYIFE

monitorData Map<String, Object> R (RERER/HTTPEIE/AUER/ &gt/ OS/IVM)
Map<Strin AGRIBRERT (key: jstack/Isof/netstat/top) , & status

snapshotStatuses P J (OK/NOT INSTALLED/FALLBACK/SKIPPED/FAILED/TIMEOQUT)
SnapshotStatus> -

5 message

39
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17 InvokeChainTraceController

B

ik

GET

DELET

GET

PUT

POST

POST

GET

iz

/api/monitor/invo

ke-chain/records

/api/monitor/invo
ke-chain/records/

{id}

/api/monitor/invo

ke-chain/settings

/api/monitor/invo
ke-chain/setting

s/apm-home

/api/monitor/invo
ke-chain/trace/st

art

/api/monitor/invo

ke-chain/trace/st

op

/api/monitor/invo

ke-chain/trace/st

/api/monitor/invoke-chain

BREL

listRec
ords

delete
Recor
d

getSet
tings

saveA
pmHo
me

startTr
ace

stoplr
ace

status

24

@RequestParam(r
equired=false) roc
alDateTime StartTi
ME, LocalDateTime
endTime, string S
tatus, Long minSiz
e, @RequestPara
m(defaultValue
="1") int page, @
RequestParam(def
aultValue="5") int
Size

@PathVariable Lon
g id

@RequestBody ua
p<String, String>
body (EX apmHo
me &)

@RequestBody @
Valid 1nvokeChainT

raceStartRequest

request

40

EIESi

Result<PageResult
<InvokeChainTrac

e>>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

15288

S NEIEEREE
ERASEICRE (AYE)
1L yyyy-MM-dd
HH:mm:ss)

MpsFEEIEERCR

SRENJE R 9o e
& (& apmHome

%)

d

117 APM R4t 22
EHF (apmHom
e) . BEREX

[EaEREEELR
(FRFERTRI(E/ B
o)

BESE)

FIELRTEREE

iz

BRI TR



GET

GET

FRE
cost
methodMin
excPkgs
incPkgs

appContext

atus
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/api/monitor/invo d
° - on @PathVariable Lon ~ ResponseEntity<R TEIBERER XML
ke-chain/records/ oadX .
gid esource> pogs
{id}/xml ml
api/monitor/invo . I TNE1Z0 S
[t montex/ flame @PathVariable ron ResponseEntity<R SERLT FRIZICR
ke-chain/records/ . EI‘]K‘X@ HTML SZ
Graph gid esource>
{id}/flame-graph ﬂ#
InvokeChainTraceStartRequest =E&i5AE
E-Si) F3Zi5iRe
Long BRE/NFERS (2R) | IR, ERH
Cost  Long PiARNEER (ZR)) |, wIE, EEHEWIVINT cost
String HERBE, 2 1TREESHR (TEETH)
String BENEE, 2 1TRESHR (ThEa=t)
String BN ETXREZE (30 /myapp) , BiE;, AERNRNAITE
LocalDateTime  BEEELLERFE (yyyy-MM-dd HH:mm:ss) , BJi%; AEABEENZIE

deadline

InvokeChainTr

FERA
startTime
endTime

status

params

fileName
filePath
dataSize

errorMsg

ace FEXRAA
- 3id)

LocalDateTime

LocalDateTime

String

String

String
String
Long

String

(R[EISLR, 247K BaseEntity /33t

FE id/createdTime/updatedTime/deleted)

FR3Zi5BE
IBERFTIRAT(E)
IBEREERATIE]
JRZS: SUCCESS / FAILED
IBERSEIRAR JSON

(cost/methodMinCost/incPkgs/excPkgs/appContext/deadline)

BIRER XML X2 (AT TEL)
BERER XML MAHERTIRER (BREHPITENRSIER)
BERER XML HUER/N (F19)

KW/ =

BEE

41
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18 JmxConfigController

Hili&E: /api/config/jmx
Fik
GET /api/config/jmx
GET /api/config/jmx/c
ipher-suites
PUT /api/config/jmx
JmxConfig =EZi5EH
FRE e
enabled Integer
host String
port Integer
authenticate Integer
passwordFile String
accesskile String
sslEnabled Integer
clientAuth Integer
keyStoreFile String
keyPassword String
keyStorePassword String

BREL 24

getCo
nfig

getSu
pporte
dCiph
erSuite
S

saveC @RequestBody gm

onfig xConfig config

FR3Zi5ER
EEER IMX
IMX B0 =R
IMX 500
=aEAAILE
ERSS4IEIE
alleli s B i e
EAER SSL

EAEREFmIEBINE

42

EIESi

Result<JmxConfig

>

Result<List<String

>>

Result<Void>

15iBH

IREN IMX BeE (K
eyStorePassword/
keyPassword A2
SHigieE!)

SREX JVM SZ35HY
SEIIEEMIIE
(ETIEEEN)

#F IMX B2 &
(FRBRFRED
&, J|EBEX)



keyStoreType
trustStoreFile
trustStorePassword
trustStoreType
enabledCipherSuites
certificateCustom
keyStoreName
trustStoreName

keyStoreEntry

String
String
String
String
String
Integer
String
String

String
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BB

[EEEHIRE

BRI
e TS |
EAESTR (EBZE3IM)
[SIERESTR (GEBEZE3IM)
e EA= I
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19 JndiResourceController

HEili&: /api/resources/jndi
bz ®=E BRI
/api/resources/jn .
GET list
di
/api/resources/jn
GET get
di/{id}
/api/resources/jn
POST Create
di
/api/resources/jn updat
PUT ?
di/{id} e
DELET /api/resources/jn
delete
E di/{id}
/api/resources/jn toggle
POST =5
di/{id}/status Status

IndiResourceDTO =Ex158H

24

PageQueryDTO qUEr

y

@PathVariable Lon
g id

@RequestBody an

diResourceDdTo dtO

@PathVariable Lon
g id, @RequestBo

dy JndiResourceDT

o dto

@PathVariable Lon
gid

@PathVariable 1.on
g id, @RequestPar
am Integer Status

FR3Zi5 e

T £2RERE (BIBYIE, &Ik 512

FRA il
jndiName String  INDI &#R (BIgE, &I 256
resourceType  String  HERER (GI2HIE)
factoryClass String
properties String
description String  RIF#EA (&1 256 FFF)

44

= A

FAF

EIESi

Result<PageResult
<JndiResource> >

Result<JndiResour
ce>

Result<Void>

Result<Void>

Result<Void>

Result<Void>

=

F1T)

BENXEME (JSON MRFHH, &< 65536 FFF)

15288

S NEE INDI &
ELIES

1% D $REVJNDI &
TRFES, MEER
[3] 404

Bl INDI &R

&3 INDI BB

fiBx INDI &R

[ER/{2/ INDI &
R (status HEEgA

0z 1)
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20 JymConfigController

HEiti&=: /api/config/jvm

ik B’z BRI 2H R[OS 1588
getCo Result<JvmConfig . .
GET /api/config/jvm nﬂg . ?WHY VM EEE

*®F VM BELE:
REGIER/N (Xms
<Xmx, 1EZE
) . T=E (-
IEEL. #iR<ix
K) . VM R
= (-D/-X/-XX:/+
avaagent: FF=kH
PUT fapifeontigriv | e | OReduestBodyay o ket RES) | AE
onfig mConfig CcONfig SRR it
wIEzl, Fis C
RaC By fdPoli
cy WEHENFER
X%, 400 AT data
{8 cracFdPolicy
EFRAHeImRE
e madEy

JvmConfig =ERi5 AR
FRE il FRZ5 R
jdkPath String JDK #842
javaVersion String Java hxAs
XMS String Hm/ME (MB, 1EEE#)
XMX String HWEAXE (MB, A~/ F xms)
Xmn String FTERRN

permSize / maxPermSize  String XARHNE/ AR (GREIHECE)

metaspaceSize String TUBIMAE (-1 SIEEEEN)
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maxMetaspaceSize
gclype

gcLogPath
debugEnabled
debugOptions
nativelibraryPath
JvmOptions
oomAction
cracknabled
cracCheckpointDir
crackdPolicy
craclraceStartupTime
cracPrintResources
cracCollectFdStacktraces

cracFdPolicyDefault

String
String
String
Integer
String
String
String
String
Integer
String
String
Integer
Integer
Integer

String
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TEEERAE (-1 HERY, ~NFHHE)
BRI B RE LAY
GC HEE®E

BERTEEE
EIEIR (X F8iF -D/-X/-XX:/-agentlib: FFLAY token)
FERR (ZPMBERIVBED RO, 9BFE)
BN VM &I (B17—45%, -D/-X/-XX:/-javaagent: FFSLBAREE)
OOM 4hIBZERE
25EA CRaC it
CRaCERER (RBWEE MR, BEREREE)
CRaC MZHERFF RIS IR (FH/E CRaC RSREBLFE)
CRaC [Ea#ERTIRER
CRaC JENRIREE
CRaC Uz&s fd itk
THIREMT, ANE, HalimikE

fdPolicy BRIARETR (1=1 EAE)
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21 LicenseController

EEEE:

ik

GET

GET

POST

/api/license

iz

/api/license/info

/api/license/days

-remaining

/api/license/upda

te

BREL

info

daysR
emaini
ng

updat

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

@RequestParam u
ultipartFilef”e,
String content, st
ring fileName

47

EIESi

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<License>

15288
SREX S RIAE RN

=8 (BYSEIRR
iden., 2&6%

. RS, 181X
POEN I =1
IRREEE. 2AK
AL RSEKHL. 7=
ma/RA. B8R

=INER)

SREUSZ AR K EL

BEHHEN (LE
¢/ xml e E R
S SN
B wXERY
B/ ABKE

125%)



22 LogController

EEEE:

ik

GET

GET

GET

GET

PUT

POST

DELET

/api/logs

iz

/api/logs/files

/api/logs/content

/api/logs/raw

/api/logs/config

/api/logs/config

/api/logs/rotate

/api/logs/clear

BREL

getLo
gFiles

getLo
gCont
ent

getLo
gRawC
ontent

getlo
gConfi

updat
elLogC
onfig

rotate
Log

clearL
0gs

EEApusichI FAIRSS B8V 10FREERR_APISZARY

@RequestParam s
tring ﬁleName, lo
ng oﬁ%et String di
rection, int pages
ize, string keywor
d, string loglevel,
string StartTime,

string endTime

@RequestParam s

tring fileName

@RequestBody ua
p<String, Object>

config
@RequestParam s
tring fileName

@RequestParam s

48

EIESi

Result<List<Map<

String, Object>>>

Result<LogConte
ntResponse>

Result<LogRawCo
ntentResponse>

Result<Map<Strin
g, Object>>

Result<?>

Result<Void>

Result<Void>

15iBH

SRENA TS A4F3
(HERFEEHE

FEIHEAE

xF, aXMHE. B

2. K BEE

pIHTE], 2EEY)

pipEwdENizZ v a i
EERHEARAS (X
¥ forward/backw
ard/last/tail/raw-*
BrkXEF. &K
A, AYESEEE
i)

RSN 2R
JFiaARE (UTF-8
S MAT[ENR GBK,

BN SRV LN
/)

KENVARFEHE SN
BHAEBE (syste
mLog/accessLog
ERI)

I HERE (IR
WERERR/ A
MHEREHF A
Zl AAS LAz
B, FEBREXN)

Rr)) (%0%%) 18



POST

GET

POST

/api/logs/export

/api/logs/downloa

d

/api/logs/config/

sync

export
Log

downl
oadlLo

syncLo
gConfi

EEApusichI FAIRSS B8V 10FREERR_APISZARY

tring fileName

@RequestBody ma

p<String, String>

body

@RequestParam s
tring ﬁleName, St
ring logType, stri
ng keyvvord, Strin
g|OgLeveLString
startTime, string

endTime, HttpSer
vletResponse resp
onse

49

Result<Map<Strin
g, Object>>

void

Result<Map<Strin
g, Object>>

AR ETESETE
$ERz (R[5 downl
oadUrl 5 zip 314
=

TEHHEE zip X4

(BILIRE&MTY
SHItRRIEEE
B)

M AAS LRI
AEEcEzH e
FiREI&EHEE



23 LoginLogController

EEEE:

ik

GET

GET

iz

/api/audit/login-

logs

/api/audit/login-

logs/export

/api/audit/login-logs

BREL

list

export

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

24

LoginLogQueryDTO

qguery

LoginLogQueryDTO

query, HttpServlet
Response respons
e

50

EIESi

Result<PageResult
<LoginLog>>

void

SEERHFITEE
A zip B82EH CSV
(BSEHRTE). MK
S, EHEE |
P, A, &ER)



24 MetricsController

EEEE:

ik

GET

GET

GET

GET

GET

/metrics

iz

/metrics

/metrics/collecto

rs

/metrics/data

/metrics/data/{ca

tegory}

/metrics/data/{ca

tegory}/{name}

BREL

metric

listColl
ectors

collect
All

collect
Categ
ory

collect
One

S ApusichzFIARSS B8V 10FRAERR_APISRY

24

HttpServletReque
st servletRequest,
@RequestHeader
string authHeade
.

HttpServletReque
st servletRequest,
@RequestHeader
string authHeade
.

HttpServletReque
st servletRequest,
@RequestHeader
string authHeade
.

@PathVariable str
ing Category, Http
ServletRequest ser
vletRequest, @Re

questHeader stri

ng authHeader

@PathVariable str
ing Category, @Pa
thVariable string
name, HttpServlet
Request servletRe
quest, @Request
Header string aut
hHeader

51

EIESi

Responsekntity<?

>

ResponseEntity<?

>

ResponseEntity<?

>

ResponseEntity<?

>

Responsekntity<?

>

15288

Prometheus f8tx

ime (text/plai

n) , FFRXER

404, z¥5F Basic A
uth / Access Toke

n+IPBEEE

FIHEFRA collector
BAFRS2E B et

(JSON, B
Restful FF<F@ET
TAIE)

SRENE BB =R
(&FPrE collect

or) , IR[E] Restful
MetricsResponse

SRENEEZEH (cate
gory) WITmEIE,
FANEBIRE] 404

SRENER collector

(category/nam
e) mIzEIE, K
&0 collector 1R[] 4
04
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25 MonitorConfigController

EEEE:

ik

GET

PUT

POST

POST

PUT

POST

/api/monitor/config

iz

/api/monitor/conf

ig

/api/monitor/conf

ig

/api/monitor/conf
ig/restore-defaul

ts

/api/monitor/conf
ig/prometheus-aut

h-token/refresh

/api/monitor/conf
ig/interface-serv

ice

/api/monitor/conf
ig/interface-serv
ice/restore-defau

lts

BREL

getCo
nfig

saveC
onfig

restore
Defaul
1S

refresh
Prome
theusA
uthTok
en

updat
elnterf
aceSer
vice

restore
Interfa
ceServ

@RequestBody mo
nitorConfigDTO dt

@)

@RequestBody 1n
terfaceServiceCon

figpro dto

52

EIESi

Result<MonitorCo
nfig>

Result<Void>

Result<MonitorCo
nfig>

Result<Map<Strin
g, String>>

Result<MonitorCo
nfig>

Result<MonitorCo
nfig>

15iBH

REN IR IRSS B E

(SNMP v3 2545
PIESH#i5i1R(a],
Prometheus ‘E1&
B SE AT )
i3)

R MRS
/SNMP B
(FEBEOEST
B Full GC st
XERT LR

a=)
=]=]

TS MIEARSS EAIA
(=1

EH4ERL Prometh
eus Authorization
Bearer token (BB
SUNAR I RZR
[B], FEEINE)

{XE#r Prometheu
s/Restful #Z RS
BoE (FFx. AIE
Fz. Basic Auth
FHE. Token. H
ZE; Basic Auth
EIBIESAIIRE

RKE)

XIKEEOIRSSH
KFBRIENE



S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

iceDef
aults

MonitorConfigDTO FERiRER ((XFWSBFE, BREISN 0/1 FFREERNGIRE)

FRE il FR3ZiER
monitorEnabled Integer  HIEIRSSFE (0/1)
mbeanMonitorEnabled Integer ~ MBean &#zF*% (0/1)
collectintervalSeconds Integer KEFHR (7, 10~3600)
jvmMonitorEnabled Integer  JVM 3EFFX (0/1)
threadPoolMonitorEnabled Integer  ZAEMEIEFFE (0/1)
dsMonitorEnabled Integer  JDBC & HERFFX (0/1)
httpMonitorEnabled Integer HTTP @&z >x (0/1)
sessionMonitorEnabled Integer  =IEHEIEFX (0/1)

systemResourceMonitorEnabled  Integer  RFZRRGEFR (0/1)

fullGeMonitorEnabled Integer Full GC I&3=FF% (0/1)
cpuMonitorEnabled Integer  CPU &#=F% (0/1)
memoryMonitorEnabled Integer AFwERX (0/1)
maxDataPoints Integer EAHIEREL
replaySamplelnterval Integer IR (), 1~86400)
alertEnabled Integer S8 (01)
alertintervalMinutes Integer ESZiElg (98, 1~1440)
alertCpuThreshold Integer CPU £&=EE (0~100)
alertMemoryThreshold Integer AEFEZEE (0~100)
alertDiskThreshold Integer  WEEZEE (0~100)
httpThreadAlertEnabled Integer HTTP iz =& < (0/1)
httpThreadThreshold Integer = HTTP Z&IZEZRE

cpuAlertEnabled Integer CPU &FZ@riHx (0/1)

53



virtualMemoryAlertEnabled
virtualMemoryThreshold
physicalMemoryAlertEnabled
physicalMemoryThreshold
fullGcAlertEnabled
fullGcDurationSeconds
fullGcFrequencyLimit
jdbcAlertEnabled
jdbcErrorThreshold
alertSendMessageEnabled
alertGenerateSnapshotEnabled
snapshotThreadEnabled
snapshotHeapEnabled
snapshotProcessEnabled
sendEmailEnabled
sendSnmpEnabled
sendPlatformEnabled
snmpEnabled

snmpHost

snmpPort

snmpCommunity
snmpProtocol

snmpVersion

snmpAddress

snmpSecurity

snmpUsername

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
String

Integer
String

String

String

String

String

String

REIRFEEERX (0/1)
REIARNFEZE (0~100)
PIERFSERX (0/1)
YIENFEERE (0~100)
Full GC FEFX (0/1)

Full GC #F4ehdEisiE (7))

Full GC $m==pREI (OX)

JDBC &=EFX (0/1)

JDBC HIRIEHE

SERIFBEFX (0/1)

EELERRERFX (0/1)

LA REFX (0/1)

HERERFFX (0/1)

FHEREEFX (0/1)

HRfABEIFX (0/1)

SNMP BxFx (0/1)

FamrRiFx (0/1)

SNMP FF% (0/1)

SNMP Agent 4Bttt (IPv4/IPv6 =EE, S 128)
SNMP % (1~65535)

SNMP HifAZ

SNMP 4%

SNMP fR7s

NMS gtk (1P/port #8zX)

SNMP v3 2225 (T IANERINE/ANENNE)

SNMP v3 B4

54



snmpAuthMethod
snmpAuthPassword
snmpCipher
snmpPrivPassword
prometheusEnabled
restfulEnabled
prometheusAuthMethod
prometheusAuthUsername
prometheusAuthPassword
prometheusAuthToken

prometheusWhitelist

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

String
String
String
String
Integer
Integer
String
String
String
String

String

InterfaceServiceConfigDTO =FERiiER

FRE
prometheusEnabled
restfulEnabled
prometheusAuthMethod

prometheusAuthUsername

prometheusAuthPassword

prometheusAuthToken

prometheusWhitelist

ESid)

SNMP v3 IAIERTC (MD5/SHA)

SNMP V3 IAIEERS (BBXAZ, BRSSInINENE)

SNMP v3 1nzZ&L (DES/3DES/AES128/AES192/AES256)
SNMP v3 IiE=Z48

Prometheus 7% (0/1)

Restful iat=diEREOFX (0/1)

INIEATL (none/basic/authorization)

Basic Auth FBF& (BBXA\Z, BRSmINE)

Basic Auth 213 (FANAZ, IRSSImINE)

Authorization Bearer {8 (BAAZ, RSSimINE)

HEREX (£217/12500 IP g CIDR, & IPvb)

FRZi5AR

Integer ~ Prometheus FFx (0=XxF] 1=F/3)

Integer  Restful iIfEEEEREOFX (0=X7F 1=FH=2)

String INIEAT (none/basic/authorization)

String Basic Auth BFE (AN AZ, IRSBimiNE, XFE8HF _@-)

Basic Auth Z48 (BB ANZ, ~RIFE <>, IETHIRICEIBIRES

String

RE)

String Authorization Bearer B (BB AZ, AFE <>)

String BREEN (£17/1E@55RA0 IP 3 CIDR, & IPvo, &&i< 512)

55
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26 MonitorDataController

EEEE:

ik

GET

GET

GET

GET

GET

GET

GET

/api/monitor/data

iz

/api/monitor/dat

a/system

/api/monitor/dat
a/system-resourc

e/history

/api/monitor/dat

a/jvm

/api/monitor/dat

a/jvm/history

/api/monitor/dat

a/threads

/api/monitor/dat

a/fullgc/records

/api/monitor/dat

a/fullgc/trend

BREL

getSys
temRe
source

getSys
temRe
source
Histor

y

getlv
mMon
itor

getlv
mHist
ory

getThr
eadInf
0

fullGeR
ecords

fullGeT
rend

@RequestParam 1
ocalDateTime Start
Time, LocalbateTi

me endTime

@RequestParam ¢
ocalDateTime Start
T”ﬂe,LocalDateTi

me endTime

@RequestParam .
ocalbateTime Start
Time, LocalDateTi
me endTime, Integ
er cUrrent, intege
r Size

@RequestParam 1
ocalDateTime Start
T”ﬂe,LocalDateTi

me endTime

56

EIESi

Result<Map<Strin
g, Object>>

Result<SystemRes
ourceTrendDTO>

Result<Map<Strin
g, Object>>

Result<JvmHistory
DTO>

Result<Map<Strin
g, Object>>

Result<Page <Full
GcRecordDTO> >

Result<FullGcTren
dDTO>

15iBH

KRENVAR G R RLRS
mizEdE (CPU/
WE/MES, &
RIF KK ARIR[E
null)

EEWRGRFHE
BEHE FUAR
VT 1/, I3
0X)

SREX VM 73/4
WO F AT s
R

1 JVM St=h
SRR (W7, G
C Fia%y)

SREN JVM £R725E

RS

STREE Full GC
1I0FE (BUASIE 1
X, &K 30XK)

&if Full GC 2%
it



GET

POST

POST

GET

GET

GET

GET

GET

GET

POST

/api/monitor/dat

a/fullgc/status

/api/monitor/dat
a/fullgc/switch/o

n

/api/monitor/dat
a/fullgc/switch/o

ff

/api/monitor/dat

a/fullgc/export

/api/monitor/dat

a/jndi

/api/monitor/dat

a/sql

/api/monitor/dat

a/perf

/api/monitor/dat

a/datasource

/api/monitor/dat
a/datasource-repl

ay

/api/monitor/dat

a/datasource/test

fullGeS
tatus

fullGeS
witch
On

fullGeS
witch
Off

export
FullGe

Recor

ds

getlnd
iTree

getSql
Trace

getPer
fData

getDat
asourc
eMoni
tor

getDat
asourc
eRepla

y

testDa
tasour
ce

EEApusichI FAIRSS B8V 10FREERR_APISZARY

@RequestParam 1
ocalDateTime Start
T”ﬂe,LocalDateTi
ne endTime, HttpS
ervletResponse re
sponse

@RequestParam s
tringjﬂdiNarﬂe

57

Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

void

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Boolean>

SREX Full GC 5R&
th,u (supporte
BXHF, listen

ing ET""DHEFI)

Rt Full GC R
o

{=1E Full GC R&E
w0

S Full GC iR
9 CSV x4

SREX INDI #3254

FREX SQL 1B
=EE

SRENIEREREEEUR

SREVEUR RIER
SERT AR

SREEEIR 'F?**
& (Ensn=,
BRFTRIRE)

WhrtEE INDI #4
TEREE T



GET

GET

GET

GET

GET

GET

GET

GET

GET

/api/monitor/dat
a/datasource/hist

ory

/api/monitor/dat

a/http

/api/monitor/dat

a/http-replay

/api/monitor/dat

a/threadpool

/api/monitor/dat
a/threadpool-repl

ay

/api/monitor/dat
a/threadpool/hist

ory

/api/monitor/dat
a/threadpool/ {nam

e}/detail

/api/monitor/dat

a/app-sessions

/api/monitor/dat
a/app-sessions-re

play

getDat
asourc
eHisto

ry

getHtt
pChan
nelMo
nitor

getHtt
pChan
nelRep

lay

getThr
eadPo
olMoni
tor

getThr
eadPo
olRepl

ay

getThr
eadPo
olHisto

ry

getThr
eadPo

olDeta
il

getAp
pSessi
onMo
nitor

getAp
pSessi

EEApusichI FAIRSS B8V 10FREERR_APISZARY

@RequestParam 1
ocalDateTime Start
TWﬂe,LocalDateTi
me endTime, strin
g jndiName

@RequestParam 1
ocalDateTime Start
Time, LocalDateTi
me endTime, strin
g poolName

@PathVariable str

ing NaMme

58

Result<Datasourc
eTrendDTO>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<ThreadPoo
IHistoryDTO>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

EEHIE RS
B (e INDI &
1938)

$FEV HTTP J@i&sC
BT AR

SREY HTTP B4
BEUE (B

=)

SRENEAZ HSCAT I
=R

RIS
& (B

RGNk
& (AR&ERE
i)

SREEELAZ A
MER

SRENN FH 1R SERS
=R

SR AR E bt
iR (EHDS)



GET

GET

GET

GET

/api/monitor/dat
a/app-sessions/hi

story

/api/monitor/dat

a/http/trend

/api/monitor/dat

a/http/history

/api/monitor/dat
a/http-connection

S

onRep
lay

getAp
pSessi
onHist
ory

getHtt
pChan
nelTre
nd

getHtt
pChan
nelHist
ory

getHtt
pConn
ection
S

EEApusichI FAIRSS B8V 10FREERR_APISZARY

@RequestParam .
ocalDateTime Start
TWﬂe,LocalDateTi
me endTime, strin
g contextPath

@RequestParam s
tring pOFt

@RequestParam 1
ocalDateTime Start
Tﬁﬂe,LocalDateTi
me endTime, strin
g port

59

Result<AppSessio
nTrendDTO>

Result<Map<Strin
g, Object>>

Result<HttpChann
elHistoryDTO>

Result<Map<Strin
g, Object>>

EANARIEHE
B (AIRNAL
TIXEETIE)

SREX HTTP @Bi&is
KEBEE (FR
i TE)

&G HTTP Bi&H
SEEE (AliginO
Jig)

SEEY HTTP (&350
HIE (GRE/E
1=4EF)



27 NotificationController

EEEE:

ik

GET

GET

PUT

PUT

POST

DELET

/api/notifications

iz

/api/notification

S

/api/notification

s/unread-count

/api/notification

s/{id}/read

/api/notification

s/read-all

/api/notification

S

/api/notification

S

BREL

list

unrea
dCoun
t

markR
ead

markA
[IRead

Create

delete
Batch

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

24

@RequestParam 1
nteger PAgeE, Inte
ger gze,lntegerr
eadStatus

@PathVariable Lon
g id

@RequestBody ma
p<String, String>
body (title/type/c
ontent/severity/tar
getUser)

@RequestBody i

st<Long>idS

60

EIESi

Result<PageResult
<Notification>>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

Result<Notificatio
n>

Result<Integer>

15288

P NEIZRIAR
RIBRIZIEE (FJi%
EERRETIE)

SREX=SRIA PRI

BRIEE

BieEEArcH
2%

KLrAFERE
R HEER

BB (FItEE
BirAF, it
=)

HEEMPRER, &
[EImRREE
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28 PasswordController

BRI /api/auth

Bk i BREL SH IR[E]EE
/api/auth/ getPas Result<P dp
api t asswor <
GET pi/auth/p o sword gsu ASSWOT
d-policy , olicyDTO>
Policy

chang @RequestBody cn

/api/auth/ nge-

POST spi/anth/change ePass angePasswordReque Result<Void>
password

word st request
ChangePasswordRequest ZE&i5A8
FRE it F3Zi5iRe
oldPassword String  |AZRS (AES NIZEHIZX)
newPassword String &R (AES NIBERIZX)

confirmPassword String I AFRERRD (AES IIZERYESL, RS newPassword —%9)

61

15iBH

N E EIER AT
2RI

ERHFIERER
BRY (AES IN&ME
), REIHZEES.
BROZERE. D%
BEE, mhER
HZRAPEsE
K30



29 PatchController

EMERR: /api/system/patches
BiE ¥

/api/system/patch
GET

es

/api/system/patch
POST

es/upload

/api/system/patch
POST

es/{id}/apply

/api/system/patch
POST

es/{id}/rollback
DELET /api/system/patch
E es/{id}

/api/system/patch
GET

es/{id}/progress

Patch ==ERiBA
FERE ¥a

id Long
patchName String
version String
platform String
description String

EEApusichI FAIRSS B8V 10FREERR_APISZARY

BREL 2% IREIRE
ict PageQueryDTO quUEr Result<PageResult
y <Patch>>
@RequestParam s
tring NAME, Strin
uploa VErsion, strin
P ’ ’ Result<Void>
d platform, string d
escription, Multipa
rtrile file
@PathVariable ron
id, ring UpPQgra )
apply 910 sexing PG Result<Void>
deNCﬁe,Integerf
orceUpgrade
b @PathVariable Lon
rollbac
) g id, string rollba Result<Void>
ckNote
@PathVariable Lon ,
delete _ Result<Void>
gld
getPro @PathVariable ron Result<Map<Strin
gress gid g, Object>>
FR3Zi5RE
#TID
T BR
#NThRZS
ERFEERAR
T R

62

15iBH

PRENT TR

EEANT B (mult
part &)

WA (FH4%) 18%E
NI, AR
ST pa R A

[ERIEERNT

RIS T

SRERANT R A/
RHE



filePath

status

progress
installTime
rolledBackTime
upgradeNote
rollbackNote
forceUpgrade

progressDetail

String

Integer

Integer
LocalDateTime
LocalDateTime
String

String

Integer

String

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

NI SRR

TR (0=RRZA, 1=BMMA, 2=XM, 3=EEIR)

EHELNIE]
FHREE
[EhREE
s& bl RIS

HEFRE (JSONETU)
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30 ReplayController

EEEE:

ik

GET

GET

GET

GET

GET

GET

/api/monitor/replay

iz

/api/monitor/repl

ay/system

/api/monitor/repl

ay/jvm

/api/monitor/repl

ay/datasource

/api/monitor/repl

ay/app-session

/api/monitor/repl

ay/http-channel

/api/monitor/repl

ay/thread-pool

system

Jjvm

dataso
urce

appSe
ssion

httpCh
annel

thread
Pool

EEApusichI FAIRSS B8V 10FREERR_APISZARY

24

@RequestParam s
tring Start, string

end

@RequestParam s
tring Start, string
end

@RequestParam s
tring Start, string
end, string target

@RequestParam s
tring Start, string

end, string target

@RequestParam s
tring Start, string
end, string target

@RequestParam s
tring Start, string

end, string target

64

EIESi

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

15iBH

THERHEE (E
TWESRRIR) H
SESRAF R EIRETE

&8 VM $HEH
SRR R EIETE

BEEIEEHIER (t
arget) BOMGSERAE
SEEE

EEEEN A (tar
get) =1EEHE
Kt S B E R

EEEE HTTP @
B (target) HIH
PR BIREURE

TS (t
arget) AU SERAF
mEIEE
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31 ResourceController

EME&R: /api/resources

ik

GET

PermissionTreeNode =2E&i5iBA

FRAE
code
name
nameKey
resourceld

children

B BREL 2% IREIRE
/api/resources/pe PGF?IS Result<List<Permi
rmission-tree Plonire ssionTreeNode> >

e
it FA3ZiER
String  TRImE CERImiSEk AP IRIRD, 40 app_list:create)
String PRERBIR
String i18n 2R key (menu:xxx 3k permission:xxx)
Long KRR ID (KPP TH)
List FORYIR (RE/RF)

65

15iBH

SRENIPRAY (1R
- UH — #F=
NED) , BT
EIRECE



32 RoleController

Hiti&E: /api/roles
AL 2
GET /api/roles
GET /api/roles/all
GET /api/roles/{id}
POST /api/roles
PUT /api/roles/{id}
DELET
/api/roles/{id}
E
DELET
E /api/roles/batch
RoleDTO =EziBA
FEBA it
id Long
roleCode String
roleName String
description String
builtin Integer

list

listAll

get

Create

updat

delete

delete
Batch

BE D

AemE (EIBYE, NFE/HT/TH%/Ekk, &K 64)

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

24

PageQueryDTO qUEr
y, @RequestPara
M string roleCod

€, Integer builtin

@PathVariable 1.on
gid

@RequestBody ro
1epTo dtO

@PathVariable ron
g id, @RequestBo
dy rolepro dto

@PathVariable Lon
g id

@RequestBody 11

st<Long> ids

FRIZi5EAR

BRETE (RK 64)

IR (&I< 255)

EIESi

Result<PageResult
<RoleDTO> >

Result<List<RoleD
TO>>

Result<RoleDTO>

Result<Void>

Result<Void>

Result<Void>

Result<Integer>

EENEAE (1=RE&, ~aZkR)

66

15iBH

PNEIFERIIZER
(ISR HEN
BRETR)

i

\

&7

EEHE (©
)

3> [
=)

1% 1D EEAmeEF
15
tlEERAE (Create
RIGDE, TFF
EBFEALEHA N
ull)

FHEERe

MEsEERE

HERGHEE, &
EllEEs



classLevel
resourcelds
resourceCodes
userNames
userCount
defaultRole

permissions

Integer
List
List
List
Integer
Integer

List

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

BEERITR

KEXRIZIR 1D F1I52

KR FmBIIE (FTER)
KEXRIRF &Y%

REFRPH (PIRERA)
EEMABE (XN—TRERIFIA)

WIRmAIVIZR (B REEAURER)

67
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33 ScriptRecordingController

BEEEE:

ik

GET

GET

POST

POST

POST

DELET

GET

ScriptRecordingCreateDTO FE&i5AR

iz

/api/script-recor

ding

/api/script-recor

ding/active

/api/script-recor

ding

/api/script-recor

ding/{id}/stop

/api/script-recor

ding/{id}/stop-em

pty

/api/script-recor

ding/{id}

/api/script-recor
ding/{id}/downloa

d

/api/script-recording

BREL

list

active

Create

stop

stopE
mpty

delete

downl
oad

24

@RequestParam s
tring NAME, Strin
g Status, Localbate
Time startTime, Lo
calDateTime eNdTi
me, long Page, 1o
ng Size

Authentication aut
hentication

@RequestBody sc
riptRecordingCrea
tepTo dto, Authen
tication authentica
tion

@PathVariable Lon
g id, Authenticatio
n authentication

@PathVariable Lon
g id, Authenticatio
n authentication

@PathVariable Lon
g id, Authenticatio

n authentication

@PathVariable Lon
g id, @RequestPar
aﬂWList<String>f

ormats

68

RS

Result<PageResult
<ScriptRecording
VO>>

Result<Boolean>

Result<ScriptReco
rdingvO>

Result<ScriptReco
rdingStopResult>

Result<Void>

Result<Void>

ResponseEntity<b
yte[]>

15288

P NEIIAR TS
E5591%, 58
WMRARZS/BTESEE

SRAFREER
HIPES (B
W, NEEBES
APRES)

B ARFNESS
(L ZRIABR e
2#&) , icEHIT

(= LESZHIFAE B
K (aascli/postma
n/curl)

RN
A (=ESE
%), gt

MBRRFNIES (X
BIEEZRN)

NEERBIERAIRD
RZIP € (BUAFT
£ aascli/postma

n/curl =FE=)



FERZ
name
timeoutMinutes

description

ESit]

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

FRZi5AA

String BIAREIR (/8T T/ %/ =,

Integer  #BAYEYE) (%) |, O=TCPRE

String g, A=,

ScriptRecordingVO =E&i5 A

FRA
id
name
status
description
timeoutMinutes
Creator
startTime
endTime
opCount

elapsedSeconds

il
Long
String
String
String
Integer
String
LocalDateTime
LocalDateTime
Integer

long

FHES 1D

B RR

ESRE (RHT/EFELE)

1583

FBATRIE) (%)

BlEERFA
FraaFHRdE)
LR T AT(E)
ERFRIFL

ANE8ig 1000

/s

FHF

FR3Zi e

1-255 FFF)

ERFIIRK (B) , REFAIHE

69
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34 SecurityConfigController

BEEEE:

ik

GET

PUT

POST

GET

PUT

GET

PUT

POST

iz

/api/security/con

fig

/api/security/con

fig

/api/security/con

fig/test-mail

/api/security/con

fig/smtp

/api/security/con

fig/smtp

/api/security/con

fig/auth-policy

/api/security/con

fig/auth-policy

/api/security/con

fig/backup-now

/api/security/config

BREL

getCo
nfigs

updat
eConfi

gs

testMa
il

getSm
tpEna
bled

updat

eSmtp
Enable
d

getAut
hPolicy

updat
eAuth
Policy

backu
pNow

@RequestBody ua
p<String, String>
configs, @Reques
tHeader string X-

Current-User-Emai
|

@RequestBody ua
p<String, String>

body (to)

@RequestBody ma
p<String, Object>
body (smtpEnabl
ed)

@RequestBody ua

p<String, Object>

policy

70

RS

Result<Map<Strin
g, String>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Map<Strin
g, Object>>

15iBH

RNEH LR E
I (smtp_passwo
rd Zi— LA ERIR
[2])

HEENTERE

(backup _enable
d BSREEFFRSIZED
PAT—IRED, sm
tp verify enabled
Fiard Bahaxm
IR FHREI4S
x)

&% SMTP izt R
HEIFEERAA

SRENERIAH ST
R

SEHTHBAIRIEF X

SREAIERIEECE

RFANERIEECE

M EIT RIS
BCEFaED



/api/security/con listBac

GET ’ N
fig/backup-list kUpS
/api/security/con restore

POST fig/backup-restor Backu
e P
/api/security/con delete

DELET

c fig/backup/{fileN Backu
ame} P
/api/ urity/con

POST e e restart
fig/restart

SecurityConfig =FE&i5iBH
FERE S FA3ZiER

id Long =D,

configKey String  EEEWES

configvalue  String  ECEIVE

description String  BcEREA

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

@RequestBody ma

p<String, String>

body (fileName)

@PathVariable str
ing fileName

7

Result<List<Map<
String, Object>>>

Result<Map<Strin

g, Object>>

Result<Void>

Result<Map<Strin
g, Object>>

Sl SEcES D
DL TIES

EXHERESS

=1

MipsiEE L SEE
B

2 AAS fRssee
(IR[8] RESTARTIN
G IKE)
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35 SecurityRealmController

BEEEE:

ik

GET

GET

GET

POST

PUT

DELET

DELET

GET

iz

/api/security/rea

Ims

/api/security/rea

Ilms/all

/api/security/rea

Ims/{id}

/api/security/rea

1ms

/api/security/rea

Ims/{id}

/api/security/rea

Ims/{id}

/api/security/rea

lms/batch

/api/security/rea
lms/user-database

—resources

SecurityRealmDTO =E&i5EH

/api/security/realms

BREL

list

listAll

get

Create

updat

delete

delete
Batch

getUse
rDatab
aseRes
ources

i
Long

String

i

24

SecurityRealmQuer

yDTO qUEry

@PathVariable Lon
g id

@RequestBody se
curityRealmDTO dt

@)

@PathVariable Lon
g id, @RequestBo
dy SecurityRealmD

To dto

@PathVariable Lon
g id

@RequestBody i

st<Long>idS

£15 1D

LERIYER

72

RS

Result<PageResult
<SecurityRealmDT
O>>

Result<List<Securi
tyRealmDTO> >

Result<SecurityRe

almDTO>

Result<Void>

Result<Void>

Result<Void>

Result<Integer>

Result<List<String
>>
HR3Zi5EAR

1% ID %2l
F1E (MFORE
404)

pliEzel (FE
JRER)

Efeel (FE
ISES59)

Mirz e (FE
FREERS)

wEMERZ 2L,
IREIIPRSEL

IREX AAS SEfleh
AJ RO P =
RRAIIZ
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S

type otring 7?E)':ataSourceReaIm/UserDatabaseRealm/JAASReaIm/JNDIReaIm/Cu
config String BcEWNS (JSON ZEENIER)

xmlConfig String XML Bkt (FF serverxml)

description String T

passwordHashAlgorithm String FREBRHEEE (FT5/MD5/SHA-1/SHA-256/SHA-512)
boundApps List HREN FHETRYIZR

lockEnabled Boolean  ERAEEKSEIENH

maxFailedAttempts Integer TR EIRIRE]

lockTimeout Integer PIEBHTATE) (FD)

cacheSize Integer ZEFKN

cacheRemovalWarningTime  Integer EFBEHRESE (F)

userTable String BF%EE (DataSource Realm)

usernameField String BR&a=FE

passwordField String BT

roleTable String mEER

roleField String BEFE

dataSource)ndi String HiEE INDI ZFR (DataSource Realm)
resourceName String HiBEE (UserDatabase Realm)

jaasLoginModules List JAAS LoginModule Et&%13 (& loginModuleClass/controlFlag/optic
userPrincipalClass String FAF Principal SLEIZE (JAAS Realm)
rolePrincipalClass String B Principal LIS

contextFactory String EXTJ 2552 (JNDI Realm)

jndiConnectionUrl String &R URL

alternateUrl String TERiERE URL

connectionUsername String EZAPE

73



connectionPassword

userSearchBase

userSearchFilter

userSubtree

userPattern

userSearchAsUser

userPasswordAttr

userRoleName

userRoleAttribute

roleSearchBase

roleSearchFilter

roleNameAttribute

roleSubtree

roleNested

roleSearchAsUser

commonRole

connectionTimeout

readTimeout

connectionPoolSize

String
String
String
Boolean
String
Boolean
String
String
String
String
String
String
Boolean
Boolean
Boolean
String
String
String

Integer

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

R

RFEREE

FAF 2RIt
FBPFREER
FBF DN f&=t

LIRS HhERABH
FAFRZRBENEE
BRZE+TIREREIES
BFRseRE (AT roleSearch #ik)
AEEREE
FAERRITE
ResrEE
AETFRHER
REMRBHER
LIBRShERAe
BRAE

ERHERT (7))
SRR (7))

ERHEAN (AT 0)

74
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36 SessionManagerController

BEEEE:

ik

GET

GET

GET

GET

POST

PUT

DELET

SessionManager iR (& BaseEntity 28

name

iz

/api/config/web/s

essions/all

/api/config/web/s
essions/redis-plu

gin-status

/api/config/web/s

essions

/api/config/web/s

essions/{id}

/api/config/web/s

essions

/api/config/web/s

essions/{id}

/api/config/web/s

essions/{id}

FRE

/api/config/web/sessions

BREL

listAll

redisPI
uginSt
atus

list

get

Create

updat

delete

@RequestParam i
nt Page, int Size,
String NAME, Stri

ng type

@PathVariable Lon
gid

@RequestBody se

ssionManager SM

@PathVariable ron
g id, @RequestBo

dy SessionManager

sm

@PathVariable Lon
g id

FER)

75

RS

Result<List<Sessio
nManager> >

Result<Map<Strin
g, Boolean>>

Result<PageResult
<SessionManager
Listitem>>

Result<SessionMa
nagerListitem>

Result<Void>

Result<Void>

Result<Void>

FRIZi5EAR

SIEEEREN (WE, &IK128)

$XEX Redis £iEE
{HIRZS (loaded/ja
rsinstalled/commo
nLoaderConfigure
d)

PNEARIESIE
=PlER (FIEA
R, SRBGTIE)

7\

o

>4

N

% 1D SERIEE
SR (M7
JR[E] 404)

BIESIEETEES
(BRTR/ZEEYRe

dis/IREFERRK

R, SBIRESK

=)

ESIREERE
([E create &8
%, HIRESE

5)

Mpr=1E SRR

(ZEMkR, iz
BHRELEETT)
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type String 28 (memory/file/redis/database)

maxSessions Integer  RAERSIEE (-1 FTARS, SN 1)

persistPath String SIEFANWNHIER (memory 28, (X RIHEXTIER)

saveOnRestart Integer EEHNREGHRESIE

maxldleBackup Integer  =HSHEE (¥, -13% 20)

minldleSwap Integer  BRNEHIILERE (F)

maxldleSwap Integer TRRIREE (7))

persistenceDir String RHAKEZR (file 28, (NRIFEXEEE)

redisMode String Redis #&2=f, (standalone/sentinel)

redisNodes String Redis 5= (hostport, 2T =IES708)

redisMasterName String IBEEXETRER

redisPassword String Redis Z5 (&1 256)

redisDatabase Integer Redis #¥E8ZEZ5| (0~15)

redisConnectTimeout Integer  Redis =BT (ZH))

redisMaxConn Integer  Redis R RIEREE (1)

redisMinldle Integer  Redis s/ NTRIEZE (20

redisMaxidle Integer Redis B K= IRIEEEL

redisMaxWait Integer  Redis RAEFATE (ZF))
SIEFFANRES

sessionPersistPolicies String (SAVE_ ON_CHANGE/ALWAYS SAVE AFTER REQUEST,
ESHE)

sessionAttributeNameFilter String SIEEHEATIERE (EUZRER)

>|=

sessionAttributeValueClassNameFilter  String SEEHEXRETIEE (EUFRAT)

warnOnFilterFailure Integer  TEREKUATEREEZE
notifyAttributeOnUnchanged Integer  EBMRTEESE]

notifyBindingOnUnchanged Integer  4PERTERI 2B

76
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dataSourceName String FIEBREZFR (database ZEAEINIE)

localDataSource Integer EO{FERAMEER

7



37 SharedLibController

BEEEE:

ik

GET

GET

POST

PUT

DELET

POST

GET

GET

DELET

POST

iz

/api/resources/sh

aredlibs

/api/resources/sh

aredlibs/{id}

/api/resources/sh

aredlibs

/api/resources/sh

aredlibs/{id}

/api/resources/sh

aredlibs/{id}

/api/resources/sh
aredlibs/{id}/upl

oad-jar

/api/resources/sh
aredlibs/{id}/jar

S

/api/resources/sh
aredlibs/{id}/jar
s/{fileName}/down

load

/api/resources/sh
aredlibs/{id}/jar

s/{fileName}

/api/resources/sh
aredlibs/{id}/jar

s/delete-batch

/api/resources/sharedlibs

BREL

list

get

Create

updat
e

delete

uploa
dJar

listarFi
les

downl
oadJar

delete)
arFile

deleteJ
arFiles
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24

SharedLibQueryDTO

qguery

@PathVariable Lon
g id

@RequestBody sh

aredLib “b

@PathVariable Lon
g id, @RequestBo

dy SharedLib lib

@PathVariable 1.on
gid

@PathVariable ron
g id, @RequestPar

dM MultipartFile

file

@PathVariable 1.on
gid

@PathVariable Lon
g id, @PathVariabl
e string fileName,
HttpServletRespo

nse response

@PathVariable Lon
g id, @PathVariabl

e string fileName

@PathVariable Lon
g id, @RequestBo

78

RS

Result<PageResult
<SharedLib>>

Result<SharedLib

>

Result<Long>

Result<Void>

Result<Void>

Result<Void>

Result<List<Map<
String, Object>>>

void

Result<Void>

Result<Void>

15288

DREIHZES
%=

ﬂz D El/j ?J_‘_
B

pliEH=E, kO
Fcx D

BH=ERE

MR =

M= LE AR
1

YEHZEETEL
EA9 JAR 3215

THEZEFIEE
JAR 314

MR =EpiEE
JAR 324

EMPREZET
H9 JAR 3215



POST

DELET

GET

PUT

/api/resources/sh
aredlibs/{id}/app

S

/api/resources/sh
aredlibs/{id}/app

S

/api/resources/sh
aredlibs/{id}/app

S

/api/resources/sh
aredlibs/{id}/pri

ority

bindA
ppP

unbin
dApp

listBou
ndApp
S

updat
ePriori

ty
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dy List<String>f”

eNames

@PathVariable ron
g id, @RequestPar
am Long appld

@PathVariable ron
g id, @RequestPar
am Long appld

@PathVariable 1.on
gid

@PathVariable on
g id, @RequestPar
am Integer Priorit

y

Result<Void>

Result<Void>

Result<List<Map<
String, Object>>>

Result<Void>

BHZESIERIE
ENF

Rt =EESNA
HISRE

SWHEECHE
RINFEZIZE

BHHZEINR
554 (0~9999,
HEBMITER

=

=)

SharedLib =FE&IHAR (& BaseEntity AHFER)

FRA ESid) FRZER
name String HEFEZIR (B, 51 128)
path String HEFRR (&I 512)
version String RS (Exi< 64)
description String U
classLevel Integer 5] (20)
status Integer IR (0/1)
loadStrategy ~ String KNNEGERRE (application-first/classes-first/shared-first)
sortOrder Integer  HEFHE (20)
priority Integer  MNELSER (0~9999, FUEM/IMLERES, EOA0)
fileCount Integer  HE GESFANTER, JIERETR)
refCount Integer  SIFRE (FHFANFER, JIRETA)
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38 SnapshotConfigController

Hil#&2: /api/monitor/snapshot-config

& B’z BRI il IR[EEE 1588

CET /api/monitor/snap ggtCo Res‘ult<5napshotC ﬁi’@%ﬁ)}'fj&ﬂ@?ﬁ%
shot-config nfig onfig> (HRIENERE)
/api/monitor/snap  SsaveC ©@RequestBody sn . {%{?Ei}]‘ﬁ&ﬂﬁ@?ﬁ

PUT _ apshotConfigpTo d Result<Void> (BB SHAN
shot-config onfig o n) | s A

- ::ii::z:z:ii E)G;E;T Result<SnapshotC  1REBNREEE
i N onfig> NEANME

SnapshotConfigDTO =E&i5A8

FRA ESid) Eapvalnli)

id Long FcEic=x D

autoEnabled Integer BaIREBHX (0=X 1=FF)

contentAccessLog Integer REBRZE: 1haHEFX

contentGclog Integer HREBANZES : GCHEFX

contentSystemConfig Integer  REBAS: RFEEFFX

contentSystemLog Integer REBRZE: RFAHEFX

contentHostMonitor Integer HREBAE . FHGESIRTTX

contentinstanceMetrics Integer REBRZE: SLAIEMETTX

contentCoreDump Integer HIBAS: HE%CoredumpFFx

contentThreadDump Integer  REBAR: ZEiZtEFFX

threadStackCount Integer  LRFEARITEUXREL (1-10)

contentHeapDump Integer REBNZ: HeapdumpFk

heapdumpMode String Heapdumpit&z{, (all/live)
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maxSnapshots
intervalMinutes
ruleCpuThreshold
ruleCpuOccurrences
ruleMemoryThreshold
ruleMemoryQOccurrences
ruleFullGcCountThreshold
ruleFullGcCountOccurrences
ruleFullGcTimeThreshold
ruleFullGcTimeOccurrences
ruleHttpTimeoutThreshold
ruleHttpTimeoutOccurrences
ruleHttpWaitThreshold
ruleHttpWaitOccurrences
ruleHttpErrorThreshold
ruleHttpErrorOccurrences
ruleJdbcWaitThreshold
ruleJdbcWaitOccurrences
ruleJdbcLeakThreshold

ruleJdbclLeakOccurrences

Integer
Integer
Double
Integer
Double
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer

Integer

S ApusichzFIARSS B8V 10FRAERR_APISRY

REZRFIRAREL (1-1000)
FpkElkRadiE (R, 1-1440)
CPU{ERI=REE (0-100%)
CPUEEE R IRES
NEFERZEE (0-100%)
NFRIELEL R IR
FullGCXE59(E
FUlGOREEE R EIRE
FUllGCRYE)ER(E
FUllGCRY[ENEEE R EIRE
HTTPIgERESHE
HTTPIRIESRENELLR IR
HTTPEHESESHE
HTTPEHESHELL R EIREL
HT TP A
HTTPIEREVEL R FIRE
JDBCEFREREHE
IDBCEHBEREVELL R FIRE
IDBCEHILH EEIERENSE

&

IDBCEHLI BRI AU E R SE IR EN
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39 SnapshotController

BEEEE:

ik

GET

POST

DELET

GET

iz

/api/monitor/snap

shots

/api/monitor/snap

shots

/api/monitor/snap

shots/{id}

/api/monitor/snap
shots/{id}/downlo

ad/file

SnapshotCreateDTO =E&i5iA8

FRE ESig)
contentlypes List
threadStackCount Integer

heapdumpMode

String

/api/monitor/snapshots

BREL

getSna
pshotlL
ist

Create
Snaps
hot

delete
Snaps
hot

downl

oadSn
apshot
File

REBAERBSIZR (2RI, LAt/ H/HES)

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

24

SnapshotQueryDTO

qguery

@RequestBody sn
apshotCreateDTO d

to

@PathVariable Lon
g id

@PathVariable Lon
g id, HttpServletR
esponse response

FRIZi5AA

SAALAMEBUREL (1~10)

RS

Result<PageResult
<Snapshot> >

Result<Void>

Result<Void>

void

Heapdump &5 (all=2EfI%R / live={NFENIR)

82

15iBH

P REIDRIRYIZ

BIZFERIBIESS
(RELER)

TELIRER zip XA
(pending/runnin

g ISR,

XA FERTE)



40 SnmpConfigController

BEEEE:

/api/snmp-config

ik iz=7Es

GET /api/snmp-config

PUT /api/snmp-config

/api/snmp-config/
POST

restore-defaults

SnmpConfigDTO =2E&i5AH

FRE 3]
snmpEnabled Integer
snmpHost String
snmpPort Integer
snmpProtocol String
snmpVersion String
snmpCommunity String
snmpSecurity String

snmpUsername String

BREL

getCo
nfig

saveC
onfig

restore
Defaul
s

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

@RequestBody @

Valid SnmpConfigDT
o dto

FRi5AR

SNMP Fx (0% /1FF)

RS

Result<MonitorCo
nfig>

Result<Void>

Result<Void>

SNMP 4fEthit (WE, &I 128)

SNMP #BEum (1-65535)

Etn (udp / tcp)

SNMP RRZAS (v2c¢ / v3)

SNMP BlfR+Z (v2c BB, &1 255)

SNMP v3 24 5)

SNMP v3 BBFE (&1< 255)

83

15288

$KREY SNMP {12
FcE ({X SNMP
WESFEAUE, 2
REZRBLLS
255, 78 Pr
ometheus &k
BURFE)

%17 SNMP fe &
(BB FRR
BIRE, BXER
AN
1 before/after |#

BR)

ke SNMP Fe&
NEINE



snmpAuthMethod
snmpAuthPassword
snmpCipher

snmpPrivPassword

String
String
String

String

EEApusichI FAIRSS B8V 10FREERR_APISZARY

SNMP v3 T AEAT
SNMP v3 IAIEZRS (Exi< 255,
SNMP v3 IIZ&;

SNMP v3 IEZR (&< 255,
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41 SqlTraceController

BEEEE:

ik

GET

POST

POST

POST

GET

GET

iz

/api/monitor/sql-

trace/config

/api/monitor/sqgl-

trace/config

/api/monitor/sqgl-

trace/start

/api/monitor/sqgl-

trace/stop

/api/monitor/sqgl-

trace/records

/api/monitor/sql-
trace/records/exp

ort

/api/monitor/sqgl-trace

BREL

getCo
nfig

saveC
onfig

start

stop

query

export

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

@RequestBody @
Valid SglTraceConf

ig config

SglTraceQueryDTO
query (4PEE1H
2%, @Valid)

SglTraceQueryDTO
query, HttpServlet
Responserespons
e

RS

Result<SqlTraceC
onfig>

Result<Void>

Result<Void>

Result<Void>

Result<PageResult
<SqlTraceRecord>

>

void

SqlTraceConfig ZFE&IRAR (@RequestBody SLik, id AEEESE, JRISFIEN)

FRE St
enabled Integer
thresholdMs Integer
stackEnabled Integer
maxRecordCount Integer
datasourceConfigs String

HRZi5AR

£RAX (0X/1FF, ©15)

RITHREIE (BY) | BI7iex (WE, 3FR)

EOICREMERL (02X /17F, ©IH)

&K SQLICRE (WiE, >1)

BHIRFIRZECE (JSON &)

SqlTraceQueryDTO ZFERIRAR (447% PageQueryDTO B9 TA=ER page/size)

15288

FREX SQL 1BEREC
=i

=77 SQL 1BERAL
& (2BFX/H
B/ TR /&K
ICRE/HUEREC

===

=)

5= SQL Bix
=1k SQL EEx

SIREE SQL &
FRICHR

BEWFMSE S
QL JBEricx CSV
X (SERiRES
&)



FRZ
startTime
endTime
datasource
event

keyword

SqlTraceRecord FFERIAE  (IR[EISLIR)

FRE
id
event
sqlText
stackTrace
datasource
executeCount
avgTimeMs
maxTimeMs
executeTime

createdTime

i)
LocalDateTime
LocalDateTime
String
String

String

3]
Long
String
String
String
String
Integer
Integer
Integer
LocalDateTime

LocalDateTime

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

FR3Zi5i e
WATHIERE (yyyy-MM-dd HH:mm:ss)
HATATE)LE
HURERBTRIHIL
E Sl STl is

XiEFIFIE (SQL AEIERATED)

FRi5ER
icx ID
SeE
SQL AR
1JE FE R
FRIEEIER
HATIRE
FIIHRITRER (2R))
ERAHRITHER (ZR)
SQL HfTHTIE

1CR Bl E)
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42 SystemController

EEEE:

ik

GET

GET

POST

POST

GET

/api/system

iz

/api/system/versi

on

/api/system/upgra

des

/api/system/upgra

de

/api/system/resta

rt

/api/system/resta

rt-pending

BREL

getVer
sion

getUp
grade
Histor

y

upgra

restart

getRes
tartPe
nding

EEApusichI FAIRSS B8V 10FREERR_APISZARY

@RequestBody ua

p<String, Object>

body

87

EIESi

Result<Map<Strin
g, String>>

Result<List<Map<
String, Object>>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

15iBH

REURAEFE. (cu
rrentVersion/build
Time/javaVersio

)

>

LTI SR 2=
(5f=CE, ZHR0
EEIES)

RAZLOIFERIBHK
(d5{Z3CH, R[E]

upgradeld/status/

message)

EFE AAS RS
22 JX[g] status=R
ESTARTING

BIRFERIECE
258 (needsResta
rt 5 changes %1
=)
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43 ThreadDiagnosisController

EEEE:

ik

POST

POST

POST

GET

GET

POST

POST

POST

GET

iz

/api/monitor/thre
ad-diagnosis/star

t

/api/monitor/thre

ad-diagnosis/stop

/api/monitor/thre
ad-diagnosis/sess

ion-end

/api/monitor/thre
ad-diagnosis/snap

shot

/api/monitor/thre
ad-diagnosis/thre

ad/{id}/stack

/api/monitor/thre
ad-diagnosis/thre

ad/{id}/stop

/api/monitor/thre
ad-diagnosis/anal

yze

/api/monitor/thre
ad-diagnosis/anal

yze/async

/api/monitor/thre

ad-diagnosis/anal

BREL

start

stop

endSe
ssion

getSna
pshot

getThr
eadSta
ck

stopTh
read

analyz

startA
nalyze
Job

getAn
alyze)

/api/monitor/thread-diagnosis

24

@RequestBody th

readDiagnosisStar

tRequest request

@PathVariable("i
d”)longthread|d

@PathVariable("i
d”)longthread|d

@RequestParam
(defaultValue="liv
e") string SOUrce

@RequestParam
(defaultValue="liv
e") string SOUrce

@PathVariable("jo
b|d") StringjOb|d

88

EIESi

Result<Void>

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

1A
[ERNEARIZHTRAE

(intervalSec #4
1#H, 1~3600 #;

maxDataMb =7l
KR LR)

(S IEEARIZHTRAF

LEEER (B
K IATRE/session
THR) Ad<gR(=lE
WIEFHEEIZHME
5, FNEREIEX
%

SRENZRIEAZIZHT
RER (Zi2dIEN
INSEE)

SREE ESAZHIE

58

FIIEESIE

S TERIRIZRT
K71 (source BAIA
live SCATHUIE)

SEBROITE
%5, R[5 jobld

FAREDITES

WE /AR



POST

GET

GET

POST

POST

GET

yze/async/{jobId}

/api/monitor/thre
ad-diagnosis/anal
yze/async/{jobl

d}/cancel

/api/monitor/thre
ad-diagnosis/expo

rt

/api/monitor/thre
ad-diagnosis/expo

rt-report

/api/monitor/thre
ad-diagnosis/impo

rt/probe

/api/monitor/thre
ad-diagnosis/impo

rt/confirm

/api/monitor/thre
ad-diagnosis/impo

rted

ob

cancel
Analyz
eJob

export
Data

export
Report

probel
mport

confir
mimp
ort

getim
ported
Data

ThreadDiagnosisStartRequest =2E&i5188

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

@PathVariable("jo
b|d") Stringj0b|d

@RequestParam
(defaultValue="liv
e") string SOUICE,
@RequestParam(r
equired=false) ron
g startTime, rong €
ndTime, HttpServl
etResponse respo
nse

@RequestParam
(defaultValue="liv
e") string SOUrCE,
@RequestParam
(defaultValue="ht
ml") string forma
t, HttpServletResp
onse response

@RequestParam
CTHeﬁ MultipartFi

1e file

@RequestParam(r
equired=false) ron
g startTime, rong €
ndTime

Result<Void>

void

void

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

BiERE D ES

SHEIRIZHTREE
R (RIiERE
AYESEE)

SHZWomkSE
(format BAIA ht
ml)

AR EURE
EFFIE (BRI
NHRE/AIERE

)

HASAETIGRY
IZHTEE (R
SUTIEEE)

IRNERIESAR
1ZIfiEE

FERZ i AR5
intervalSec Integer  XEEEFE (R) , wE, BYE 1~3600

89
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maxDataMb  Long ERESIEA/N LR (MB) |, 1~100, AZIEEhEEHZEREIE, BUA 10

90



44 ThreadPoolController

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

EME&R: /api/config/web/pools
ik iz Y BREL 2%
@RequestParam i
nt page, int Size,
/api/ fig/web/ .
GET prisenTRasuenp list String NAME, Inte
ools
ger maxThreads, 1
nteger priority
AT /api/config/web/p get @Path\/ariable Lon
ools/{id} g id
GET /api/config/web/p getDef
ools/defaults aults
POST /api/config/web/p S @RequestBody th
ools readPool pOO|
@PathVariable str
PUT /api/config/web/p updat ing IdOrName, @
ools/{idOrName} e RequestBody Thre
adPool pOO|
DELET /api/config/web/p @Path\/ariable Str
delete _
E ools/{idOrName} ing idOrName
ThreadPool ==E&i5EA
FERE E-3it) FA3ZiER
name String E5 7 S R
maxThreads Integer  ERAKFERL
minThreads Integer  E/\EKiEZ

91

EIESi

Result<PageResult
<ThreadPool> >

Result<ThreadPoo

[>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

Result<Void>

15288

D REREIZT
=, TR/
REAEEY/ 55N

1z ID EgEiEitt
F1B, TMEEM

=R
b

SRENAZHERNAS
# (3% CPU 23
1+& minThreads

ZE0ANME)

FBEAE (%
BifE—) , HE
[BEX, 1CEiT

1z 1D BB MREHT
SR (BILBHR
E—)  FERE
53

1% 1D s F Rk
Sigith, FERE
R, ICELT



maxldleTime
queuesize

priority
threadStepReclaim
threadStepSize
threadStepTime
connectionAutoReclaim

enabled

Integer
Integer
Integer
Integer
Integer
Integer
String

Integer

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

BieE R=IRRE (B5)
SEEBAFIA/N

A2 SER

RSB EITTE/(E
BIRNRERK (SHORETRY)
i
EEEEFENL ("true’/false’)

=5/=A (=28 1==H)

92
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45 ThreadTraceController

EMERR: /api/monitor/thread-trace

Az ®=E BRI ¥ U EIE Sl
/api/monitor/thre startLo @RequestBody Lo
POST ad-trace/long/sta ﬂgTraC ngTraceStartReque Result<Void>
rt e st request
/api/monitor/thre stoplLo
POST ad-trace/long/sto nglrac Result<Void>
p e
getLo
/api/monitor/thre .
nglrac Result<Map<Strin
GET ad-trace/long/sna .
eSnap g, Object>>
pshot
shot
LongTraceStartRequest =E&i5EH
FRE il FRZi5ER

thresholdMs Long

intervalMs Long KR (28)) |, WIE

93

BE (BF))  PITIREBIZERSRHIENKER, R

15iBH

BoKIEREZIE
I%= (thresholdMs/i
ntervalMs 944
1H, BN 400)

FILKIEREGIZE

i

IREVKIS B ERIR
B (PThdiEd
SHERIZAZER)
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46 UpgradeHistoryController

EMERR: /api/system/upgrade-history

& Bz BRI el IR[EEE
. PageQueryDTO quUer Result<PageResult
/api/system/upgra ) ) .
GET e list y (page/size 53T <UpgradeHistory
e-history %éﬁ[) .
UpgradeHistory ZrE&i5i88
FRA S FR3Zi5iRe
version String FHRERIRR A S

upgradeTime LocalDateTime  FHZkAJ(E]
status Integer IRZS: 0=5 1=pET0 2=3#17

note String pas

94

15iBH

P IRNEILOITHR
PRICE



47 UserController

Hiti&12: /api/users
BiE iz Y
GET /api/users
GET /api/users/{id}
POST /api/users
PUT /api/users/{id}
DELET
E /api/users/{id}
DELET
E /api/users/batch
POST /api/users/{id}/s
tatus
/api/users/{id}/u
POST
nlock
/api/users/{id}/r
POST
eset-password
UserDTO =E&i5i88
FRE ¥H

BREL

list

get

Create

updat

delete

delete
Batch

toggle
Status

unlock

resetP
asswor
d

S Apusichi FARS5 88V 1 0fT/ERR_APISZRY

24

UserQueryDTO qUEr
y (username/stat
us/roleType/builtin
FLE+ o N)

@PathVariable Lon
g id

@RequestBody us
erpro dto

@PathVariable ron
g id, @RequestBo
dy userpTo dto

@PathVariable Lon
g id

@RequestBody 11

st<Long> idS

@PathVariable ron
g id, @RequestPar
am Integer Status

@PathVariable Lon
gid

@PathVariable von
g id, @RequestBo
dy Map<string, St
ring> body (pass
word)

HR3Zi5AE

95

EIESi

Result<PageResult

<UserDTO> >

Result<UserDTO>

Result<Void>

Result<Void>

Result<Void>

Result<Integer>

Result<Void>

Result<Void>

Result<Void>

15iBH

PINEEIARYIZE

1% ID e BEAE
15
IR (Create
KD, S¥0%E

=) | iZEt

EHAPER, 15
iy

MEREABR, ic
Bt

HEMRRR, &
[EEREE

BR/ZRBRRP (st
atus: 0=ZH 1=

SERFE
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id Long FBF 1D

username String P& (F8/85F/TR%//aE%)

email String HlIEEE]

phone String =2hr

status Integer KZE (0-2)

firstLogin Integer EEBEXER

classLevel Integer BERITR

roles List RBEmIByIER

password String BIZAFERIIIRER ((XBAN, AFIIEIELL)
builtin Integer EANEEIABR, (admin/secure/audit) , (NI =FER
otpEnabled Integer =aER OTP WEFAIE, XLk

expireDate LocalDateTime — MKSITHARYE), =RIKAB
createdTime LocalDateTime Cl5ERTE)

description String xR

96
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48 UserPermissionController

EiigE: /api/users
BiE ¥
/api/users/{userl
GET
d}/permission
/api/users/{userl
PUT

d}/permission

userld
allowedlps
accessStartTime
accesskEndTime
accessWeekdays
dataClassLevel
extraRoleCodes
role

ipWhitelist
startTime
endTime
classLevel

timeLimitEnabled

UserPermissionDTO =2EZ154E8

ESid)
Long
Long
String
String
String
String
Integer
String
String
String
String
String
Integer

Integer

BRI el IR[E]2EEY
getBy @PathVariable ron Result<UserPermi
Userld g userld ssionDTO>

. @PathVariable ron
>ave g userld, @Reque .
rUpdat Result<Void>
o StBOdy UserPermis

sionDTO dtO

FRZER
WIRECEICH ID
FBF ID
YRREN IP BE8, 21BEESHR
FSOFRIRRYFFIARTE] (HH:mm:ss)
FOFRIRRYLESRATE (HH:mm:ss)
FYRRENER, ES5E 1-7
HIEZR (0=LFF 1=R&0 2=t%E 3=11% 4=4%)
WMEFNRERD, ESoE
NIRDECARE (RlimTER, MEYZE| extraRoleCodes)
IPEHEE (FlinTER, MEYE) allowedlps)
FravhiaadE (RliR=ER, BREYE! accessStartTime)
LERIBNAE (Flim>ER, BREYE| accessEndTime)
HIEER (Fm=ER, BSYE) dataClassLevel)

EAEFERSE)pRE!

97

15iBH

SREVFEEFI P AIR
[RECE (IPE&%/
A8/ 2/ AR B
&)

117/ AP
[RECE, 1CELT
(AUTH 124E)
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49 VirtualHostController

EME&R: /api/config/web/hosts
BiE B2 BREL 2% IR[EZEEY 5BH
/api/config/web/h Result<List<Virtua ikl sy
GET : B listAll ot (RHOM, #HTH
osts/all ost>> .
’ ig=d)
@RequestParam i
nt Page, int Size, . -
/api/config/web/h , Result<PageResult S TAEIAREHAEN
GET list String NAME, stri .
osts _ <VirtualHost>> ES
ng a||as, String do
cBase
‘ 1% ID EaEE
/api/config/web/h @PathVariable Lon Result<VirtualHos . .
GET N /C‘f o get y Tl MitE, DR
osts/{id} g o] 404
/api/config/web/h @RequestBody vi SN, =
POST sERreentresE create d yv Result<Void> ik f 7F _jﬁ
osts rtualHost NOSt BREX, 1cEIT
@PathVariable str N .
/api/config/web/h updat ing iIdOrName, @ % ID BB AR
api/config/we in , ) -
PUT g 7 P 7 Result<Void> BN, EER
osts/{idOrName} e RequestBody Virt N
4
ualHost host
) % |D s Z RIS
DELET /api/config/web/h @PathVariable str . i X ‘_jz%ﬂ k)
delete . Result<Void> EIEN, TER
E osts/{idOrName} ing idOrName N
£
/api/config/web/h ] BreEmEi ETIR
prfeonTRae setDef @PathVariable str . 4\_}%?&” s
PUT osts/{idOrName}/d _ Result<Void> HENEN, EE
ault ing iIdOrName .
efault REX
VirtualHost ==E&i5H8
FEBZ il Sepvginl:ls
name String EHAENZFR
domain String 12

98



alias

docBase

enabled

isDefault
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logFile
accesslpWhitelist
accesslpBlacklist
accessDomainWhitelist
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ssoHttpOnly
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String
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