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2.1 MQTT #HY

MQTT (Message Queuing Telemetry Transport) 2—MEFAHATHEXNEERBEMN, EAETER. SER
S RATEMAEIRIT, ADMQ for MQTT 5223625 MQTT 3.1, 311, 5.0 B,

2.2 iHBWRE

A& —— MQTT Broker
— EEILE — 1TFEE A (Qos 0)

— R — 7% B (00s 1)
L (RERMEEE —. ITEESIENE

1. KfpEREBREENEE Topic
2. Broker 124 Topic ILECHINE BE D ARG IRE
3. M RERBGHTIEE R
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3 £/ (Topic)

3.1 EREE
MR MQTT hiBREBENRESET, #A / HREE:

sensor/living-room/temperature

sensor/bedroom/humidity

2 iBEerY

Bic . —
N 1588 Gl
¥
+ E@B%ﬁ\)—::é& sensor/+/temperature @@B sensor/living-room/temperature

UYiES _jz Eé&, /,\Z\Zm sensor/# ULHL sensor/living-room/temperature A0

M??EJ% sensor/bedroom/humidity/data

3.3 (REIHR
REBHEE MQTT BUSHRIH):

. ETERLRBEON, Boker SNZETREEE—SIREHE
o FENTEETISREL, A RKEIKAIRENE
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4 QoS (BRSSER=EFHR)

QoS EX THBEBHIRI =M EFR,

QoS &k B 588 BRL7S
0 SR HERA—R, TRIFK S TRRERN Tlemetry iR
1 DR OEBRIEA, TaES 0 —RUEHES

2 BIF—R  OEERIEAERES BRSNS

4.1 QoS BB
e QoS BARMEFNIRZE ZBRIINFEER
o HESITREIEEN QoS Eikis
o QOS2 EEBEMISHIA, 2HETESEE
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5 RIESIEIRE

5.1 Clean Session

e (Clean Session = true: ZEFinkEfFHERS, Broker MREFEELTIRFZREINFRFAER

* Clean Session = false: Broker fRIFIJIRZR. RHANEEM QoS 1/2 BZGIER, ERiREERNIKE

5.2 MQTT 5.0 &i&

MQTT 5.0 eha Rz Clean Start 70 Session Expiry Interval:
* Clean Start: EEINEEBECIINSE
e Session Expiry Interval: =iESHARTE]

5.3 ERHER

BB E AR inS S HERITH Broker Bai&fh:

s ERinEEIITUREREM. EIERZE. QoS Retain
o LEEREMFEFRAX DISCONNECT Y, Broker BaikmizlEHE
o ERTIRE L NERIRSEN
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6 IMIESHEHY
6.1 INIESS
BN T BB TS -

TNIEST 15388

Password-Based BETHFREZEIAILE

JWT EHTF JSON Web Token TAIE
SCRAM HTF SCRAM Hkdkm R4
6.2 $iEils
HIRIR pi=l:]

built in database = HWEBXHIEZE

MySQL MySQL iE=E
PostgreSQL PostgreSQL #iEZE
HTTP HTTP fRsS

6.3 1EBGR

BENREN T ACL MNAYEEERR -
o S MENRIZHIFHOR LA
o E—EARERAFINIZIREFILES, LRECRINEIELE
6.4 ACL iRy
ACL FFEHIEFimXd MQTT ERAIEIIR :
B 1588
ES7 £88. P&, &g D

SE &% (publish) . 1T (subscribe) . 2B (all)

©
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PR 7oF (allow) . B4 (deny)
ES Y IFBETS

QoS PRI AI PRI FeIFRY QoS F4, -1 R BRE

Retain [R&  AJFRE&I Retain 78, -1 FRAIEH!
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7 ¥ FERERD

7.1 MNS|E

M5 ZATFET SQL IERHEHEE.:

payload.deviceId deviceld,
payload. temperature temperature,

ts

"sensor/+/temperature"

payload. temperature

A BT AR A LU 501 -

o EFTARMEIELM Topic
o HRINEIETE

o &IEHTTP gk

* SAHERE

7.2 EUETE
HIRHER TS MQTT BB R EIIMNRER S
HHERE 1588
Kafka 5% %5 Kafka Topic
RocketMQ 1% % RocketMQ Topic
RabbitMQ #5%%! RabbitMQ Exchange/Queue

MySQL/PostgreSQL  BAXREHIRE
HTTP JER HTTP API

Webhook &1% Webhook #&%0
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7.3 EWES

FRESHNBTEZFinkmIn] 7@, BBRERERAERER:

R 1588
e MNAERTHIENE . subscribe. publish, all
TR EVEES
BtrE BE5ERIEMR

ENFAR  ICERESEIEN)
HE A5
7.4 BT

BN BT EEFimEzRE, BsETEENER:

FR 1588
Ft BT RRIER
QoS 1715 QoS F4
No Local MQTT 5.0 5it, REEKBECKMRNER

Retain As Published MQTT 5.0 5%, 2EFREBAMITAY Retain Fr&

Retain Handling MQTT 5.0 5%, TJRRMREBENLIES

7.5 H=1T1H

H=THE MQTT 5.0 45it, BTRBBRREYEh D REZ MTRHE

Sshare/groupl/sensor/+/temperature

E—H=HERRNTRELRELOES.
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SSL

WebSocket
WebSocket Secure

QUIC

8.2 Wlfrz8fcE

listeners.tcp.

listeners.ssl.

ssl options
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i 1588

1883 tofE MQTT TCP 2N
8883 0= MQTT TCP #EA
8083 WebSocket A
8084 I0Z% WebSocket B2
14567 EF QUIC g9

default {

default {

{
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9.1 Broker fit&
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2H
max_packet size
max_clientid_len
max_topic_levels
max_topic_alias
retain_available
wildcard_subscription

shared subscription

9.2 RiEHE

2H
session_expiry_interval
max_subscriptions
max_inflight

max_mqueue_len

9.3 HEEE

2H
log.level
log.file
log.rotation _size

log.rotation_count

1588 SANE
B ARSI AN TMB
A ClientlD <& 65535
AT RER 128
BT IEZE 65535
EOSIFREBER true
EEXIFBRAIIE  true
A IFHZITH true
1588 BINME
RIEITHRATIE] 2h
BAEFImERAIREE  infinity
KITEOXN 32
HEIHE 1000
ol BNME
=R warning
BESHRZ log/admg-mattlog

AR AN

BAE&REBHE

10MB

5
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10 A<

10.1 BREFE

bin/admg-daemon start mgtt server

bin/admg-daemon stop mgtt server

10.2 T ER

bin/admg status
bin/admg status

bin/admg

bin/admg broker stats

bin/admg broker metrics

bin/admg
bin/admg ports
bin/admg io

bin/admg memory

10.3 &S8FE1E
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bin/admg cluster status

bin/admg cluster status --json

bin/admg emgx@192.168.1.101

bin/admg cluster leave

bin/admg cluster force-leave emgx@192.168.1.102

bin/admg cluster discovery

10.4 ERIREE

bin/admg clients list

bin/admg clients show <ClientId>

bin/admg clients kick <ClientId>

bin/admg clients list —--username

bin/admg clients list --peerhost 192.168.1.100
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10.5 FE5iTE

bin/admg topics list

bin/admg topics show <Topic>

bin/admg subscriptions

bin/admg subscriptions list --shared

bin/admg subscriptions show <ClientId>

bin/adm subscriptions add <ClientId> <Topic> [Qo0S]
S

bin/admg mgtt subscriptions del <ClientId> <Topic>

10.6 MSIrESE5TE

bin/admg mgtt admin ctl listeners

bin/admg mgtt admin ctl listeners list

bin/admg mgtt admin ctl listeners show mgtt:tcp:0.0.0.0:1883
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bin/admg mgtt admin ctl listeners stop mgtt:tcp 0.0.0.0:1883

bin/admg mgtt admin ctl listeners start mgtt:tcp 0.0.0.0:1883

RONIRES !
N AR
MQTT TCP 1883
MQTT SSL 8883

MQTT WebSocket 8083
MQTT WSS 8084

Dashboard 18083

10.7 HEEE

bin/admg level

bin/admg primary-level

bin/admg set-level debug

bin/admg handlers 1list

bin/admg handlers set-level console debug

10.8 iHRIEIR
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bin/admg primary-level debug

bin/admg start client <ClientId> trace.log
debug

bin/adm start topic <Topic> trace.log info
g P P

bin/admg

bin/admg stop client <ClientId>
bin/admg stop topic <Topic>

10.9 (RESEIR

bin/admg retainer

bin/admg retainer

bin/admg retainer show <Topic>

bin/admg retainer clean <Topic>

bin/admg retainer
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bin/admg mgtt admin ctl retainer reindex

10.10 HFeiTi

bin/admg mgtt admin ctl exclusive list

bin/admg mgtt admin ctl exclusive delete <Topic>

10.11 ESASH

bin/admg mgtt admin ctl data

bin/admg mgtt admin ctl data -—-root-keys

listeners, connectors,actions, rule engine -- /tmp

bin/admg mgtt admin ctl data import /tmp/emgx-export-2026-07-01-12-
00-00.tar.gz

SRS EEAE. NEXIERE. FHEERMIIAF (40 SSLIEER) .

20
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11 P RRES a9

bin/admg mgtt admin ctl rebalance start --evacuation \
--wait-health-check 60 \
--redirect-to
-—conn-evict-rate 500 \
--migrate-to
--wait-takeover 200 \

--sess-evict-rate 500

bin/admg mgtt admin ctl rebalance status

bin/admg mgtt admin ctl rebalance stop

bin/admg mgtt admin ctl rebalance start \
-—-conn-evict-rate 100 \

--sess—-evict-rate 100

bin/admg mgtt admin ctl ds info

bin/admg mgtt admin ctl ds set-replicas <storage> <sitel> <site2>

bin/admg mgtt admin ctl observer status
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11.2 #E REST APl #7%

CLI Ao @t E1R(FaS, RJBcE REST API:

-s -u admin:public http://localhost:18083/api/v5/clients | jqg

-X DELETE -u admin:public
://localhost:18083/api/v5/clients/<ClientId>

curl -X POST -u admin:public \
-H \
http://localhost:18083/api/v5/publish \
e

curl -s -u admin:public http://localhost:18083/api/v5/topics | Jjg

curl -s -u admin:public http://localhost:18083/api/v5/stats | jg

curl http://localhost:18083/api/v5/prometheus/stats

11.3 HEfEES

HE®<

bin/admg mgtt admin ctl status




PEIF
i )5S

HEHE

bin/admg

bin/admg

bin/admg

bin/admg

bin/admg

bin/admg

mgtt

mgtt

mgtt

mgtt

mgtt

mgtt
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admin

admin

admin

admin

admin

admin

ctl

ctl

ctl

ctl

ctl

ctl

cluster status

listeners

clients show <ClientId>

trace start client <ClientId> trace.log debug

vm memory

v portS//ss -tlnp | grep 1883

tail -f /var/log/emgx/emgx.log.*

&R

23
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bin/admg-daemon start/stop mgtt server

bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt

admin
admin
admin
admin
admin
admin
admin
admin

admin

handlers set-level

bin/admg mgtt
bin/admg mgtt
reindex
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
bin/admg mgtt
forget
bin/admg mgtt

admin

admin

admin
admin
admin
admin

admin

admin

ctl
ctl
ctl
ctl
ctl
ctl
ctl
ctl
ctl

status

broker / broker stats / broker metrics

vmm / vm memory / vm ports / vm io

cluster status / / leave / force-leave

clients list / show / kick

topics list / show

subscriptions list / show / add / del

listeners / list / show / start / stop
level / set-level / handlers list /

trace start client|topic / stop / list

retainer info / topics / show / clean /

exclusive list / delete

data / import

license info / update
rebalance start / stop / status

ds info / set-replicas / / leave /

observer status
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