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1.1 BR#HR

REEBRITENEBEE A, RS, SRS, SR8, BT,

1.2 HHEASHE

B2 ADMQ for KafkaZEmiBRARIE, F2BIATFADMQ for KafkagEmFMEes:
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L SRADSCHBRMBEIor ke T FHENMBAITERERRG LZEADMQ for Kafka, LURADMQ for
=m KafkaBRISREE IR,
| SWAPUSCHREURBHTSorKafka B FHEAME ADMQ for Kafka MBS ISERIGHOER. RE. BIER
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3 R IRIBE

3.1 EHERERIB

BFixfER
(Producer/

Consumer)

BRI IR

Broker ADCC for zk
(Standalone) =3

, Ao i
License &2

ERGS: REARIRE. JVRIEEE
FEh: BERE, BEFSUARE
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| |
AR infER FAFimfEr | FBFmER |

(Producer) (Consumer) | | (Producer) |

I
|
|
I
|
¥ 9092

Broker %%

| | | |
Broker 0 |<—>| Broker 1 |<—>| Broker 2

(Leader) | | (Follower) | | (Follower)

ADCC for zk £ (3HHEL)

I [ I | |
ADCC for |€«——»| ADCC for |«——>»| ADCC for |

zk Node l| | zk Node 2| | zk Node 3|

(Leader) | | (Follower) | | (Follower) |
| | | | |
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HEEE: 12305

BRER: £ERE. SURARBESR
YRR SRIATURR. HIREEEER. KRR

3.3 BSaERE

| |
FBFimfER FBFRinfER | BFiRER |
(Producer) (Consumer) | | (Producer) |

I
|
|
|
|
v 9092

Broker %%

Node 1 Node 2 Node 3

| | |
|Broker 0] |Broker 1 |Broker 2
| | |

I | I
|aDCC for |aDCC for |aDCC for

| zk Node 1 | zk Node 2 | zk Node 3
[ | l
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4 ZEAIER

4.1 RRER

Toit RIEER EREE

EZ£ZR4  Linux (CentOS 7+, Ubuntu 18.04+, [ V10, &= UOS) -

CPU 4 ¥ 8 LAt
SOIERE 8 GB 16 GB LA E
| 100 GB 500 GB KLAE SSD
JDK JDK 1.8+ (W& Open)DK 1) JDK 1117
4.2 EIFIEEE
HERLA N EBIEErT
B BR¥% :RAA
9092 Broker HEENBEEEER
2181 ADCC for zk ADCC for zkFBRiumiE4R

2888 ADCC for zk Leader #0 Follower 5@3H
3888 ADCC for zk  jseEsimsn,

12305 BEE Web 7@ (HTTP)

4.3 BARPKIE (BIRKIRIR)

systemctl stop firewalld

systemctl firewalld
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5 EEHERE

5.1 1. BuzApERR
ESEE T ERIRE SN

-p /apusic

/apusic

5.2 2. TEILREEREIIEE
AT R SRR

tar zxvf ADMQ-V2.0.6.391-Kafka-20260319.tar.gz

5.3 3. BER{&EIEREH
fRERGESHE, BRIBEE TEESL admg-kafka . IZEEBEREEAT:

Bz G2tz

bin FHUNED. (IR EBIESTS

config ZHERERS (U0 xafka-standalone.conf)

data EHABERRADCC for zk&#t

jdk WNERY Java {ITIRIE, HEREEINCERR DK
logs FREnTHES (Broker Hig. ADCC for zkH:ES)

service %%ﬁﬁ&a’%ﬁﬂﬁﬁ%@* % (Ef E)

5.4 4. EEE(EN

AREEEEIIRTURREE, #PERSERY IP MAANERRIE

vi config/kafka-standalone.conf

18X listeners BZEIB:
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5.5 5. =&

ADMQ for Kafka EREZE License 8= A 8EIEE T

1. AR BESIEESEEIRETFSHREEEMRAN license.xml &
2. MEHER BEUSM license.xml (ERLEEIEBFIRIEK

-1 /apusic/admg-kafka/license.xml

5.6 6. RIENIRTE

ADMQ for Kafka BSH#ET{kEE ADCC for zk, EIZIEFRED,

5.6.1 6.1 BiiEH ADCC for zk

bin/admg-daemon start kafka zk

5.6.2 6.2 E{Eh Broker

¥ ADCC for zk RUEIRLINEE (BEERF 3-5%) |, K@ Kafka ERFS

bin/admg-daemon start kafka standalone

5.7 7. IRIEERE

5.7.1 7.1 {HETIEdREE

ps —ef | grep admg-kafka

IFEARRE T EREEEIMIEEE Java 752 (—1& ADCC for zk, —{@& Broker) ,

5.7.2 7.2 (& EiRInEEE

netstat -nltup | grep 9092
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fiE® 9092 IBHEEIBERAS LISTEN FRRE,

5.7.3 7.3 IhReAl

kafka/bin/kafka-topics.sh --create \
--bootstrap-server 192.168.1.10:9092 \
-—topic test-topic \
--partitions 3 \

--replication-factor 1

kafka/bin/kafka-console-producer.sh \

--bootstrap-server 192.168.1.10:9092 \
-—-topic test-topic

kafka/bin/kafka-console-consumer.sh \
--bootstrap-server 192.168.1.10:9092 \
-—topic test-topic \

-—from-beginning

5.8 8. (Z1ERRFS
BME e
1$_|£ ADCC for zk bin/admg-daemon stop kafka zk

1$_|J: Broker bin/admg-daemon stop kafka standalone
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6 F=5EPE

6.1 1. SiERE

RERERE 3 BiRhS R s (ADCC for zkE2 Broker RS EBE)

BEh IP izt ADCC for zk MylD ~ Broker ID ~ ADCC for zk j&E#5i8  Broker jE#EE

Node 1 192.168.1.10 1 0 2181,2888,3888 9092

Node 2 192.168.1.11 2 1 2181,2888,3888 9092

Node 3 192.168.1.12 3 2 2181,2888,3888 9092
BIEEK:

1. ER=a#==IFEREE (NTP)
2. BRI XGEEFERUERER . 2181, 2888, 3888, 9092

6.2 2. FRIEEIRHT: BT

7£ Node 1, Node 2, Node 3 BT

-p /apusic

/apusic

tar zxvif ADMQ-V2.0.6.391-Kafka-20260319.tar.gz
admg-kafka

6.3 3. EITEESR

#& license.xml {EZE /apusic/admg-kafka/ BHiz (FTEEHE) .

6.4 4. figEd ADCC for zk &£

6.4.1 4.1 {E ADCC for zk 385EHE

#m#E config/kafka-zk.conf , ETE=ERL, BENSTE

6.4.2 4.2 37 MyID 1§
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Node 1(192.168.1.10):

-p /apusic/admg-kafka/data/zk/data

-p /apusic/admg-kafka/data/zk/logs
> /apusic/admg-kafka/data/zk/data/myid

Node 2 (192.168.1.11):

-p /apusic/admg-kafka/data/zk/data
-p /apusic/admg-kafka/data/zk/logs
> /apusic/admg-kafka/data/zk/data/myid

Node 3 (192.168.1.12):

-p /apusic/admg-kafka/data/zk/data
-p /apusic/admg-kafka/data/zk/logs
> /apusic/admg-kafka/data/zk/data/myid

6.5 5. fig& Broker &£

#m#E config/kafka-broker.conf ,

6.5.1 5.1 Node 1 Eg& (192.168.1.10)

6.5.2 5.2 Node 2 fig& (192.168.1.11)

6.5.3 5.3 Node 3 fic& (192.168.1.12)

16
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6.6 6. RlENE=E
B EEMENER: 55 ADCC for zk 25, & Broker &5,

6.6.1 6.1 55— : RYENFRFEENIZARY ADCC for zk

FoREN Node 1, 2, 3 #1147

/apusic/admg-kafka
bin/admg-daemon start kafka zk

6.6.2 6.2 55— : BUENPRBEELELAY Broker

o= Node 1, 2, 3 #1117

/apusic/admg-kafka

bin/admg-daemon start kafka broker

6.7 7. Egs5EdAIEE
6.7.1 7.1 B#zg% ADCC for zk FEEE1RRE
| nc 192.168.1.10 2181

| nc 192.168.1.11 2181
| nc 192.168.1.12 2181

FEHAGIE imok ,

6.7.2 7.2 B335 Broker =4S

kafka/bin/kafka-broker—-api-versions.sh --bootstrap-server 192.168.1.10:9092

6.7.3 7.3 INRERI
1. g7 Topic (3 BIA) -
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kafka/bin/kafka-topics.sh —--create \
--topic test-cluster \
--bootstrap-server 192.168.1.10:9092 \
--partitions 3 \

--replication-factor 3

2. ¥R Topic 5¥15&:

kafka/bin/kafka-topics.sh —--describe \
--topic test-cluster \

--bootstrap-server 192.168.1.10:9092

3 EEREEAE:

kafka/bin/kafka-console-producer.sh \
--topic test-cluster \

--bootstrap-server 192.168.1.10:9092

kafka/bin/kafka-console-consumer.sh \
--topic test-cluster \
--from-beginning \

--bootstrap-server 192.168.1.10:9092

6.8 8. Z1LAR¥S

bin/admg-daemon stop kafka broker

bin/admg-daemon stop kafka zk
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7 BRFZAERE (systemd)

7.1 SEHMRGIRTS

service/admg-kafka.service /etc/systemd/system/

service/admg-zookeeper.service /etc/systemd/system/

systemctl daemon-reload

systemctl start admg-zookeeper

systemctl start admg-kafka

systemctl status admg-kafka

7.2 RIZERWmS

BR{F W
Eﬁ@] ADCC for zk systemctl start admg-zookeeper
Eﬁzi}] Broker systemctl start admg-kafka
1%.”: systemctl stop admg-kafka
E%ﬁﬂﬁ(%ﬂ systemctl restart admg-kafka
Ifﬁi% systemctl status admg-kafka

FFE%%EEK systemctl enable admg-kafka
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8.1 ZERRE
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R RE

EIEBREA 9092 8 2181 BB E G

clEs

ik
ol

HR==E~E — HIRTENE

License X License 1 Z=A1EREDLIBER

8.2 REIRIRE

SR
ADCC for zk BEnsag
Broker fEKiE4E ADCC for zk

Broker ID &z

~E (GliEEE LA A AN =A==

BRTSE

BEIEERIRENEE ECEIE IR

IEINElR=sRCISES

SRR SR I

E=A
myid {2 &iax
ADCC for zk il E iER

brokerid &£

20

HzEBEW License WEBIHIKNE

fRRTTE
BE myid EERENE
& zookeeper.connect L&

I EE brokerid
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9 BRAE

9.1 EHEIR

bin/admg-daemon stop kafka standalone

bin/admg-daemon stop kafka zk

/apusic/admg-kafka /apusic/admg-kafka.bak.$ (

9.2 FREMOLR

bin/admg-daemon stop kafka broker
bin/admg-daemon stop kafka zk

/apusic/admg-kafka /apusic/admg-kafka.bak.$ (

/apusic/admg-kafka.bak.*/data/zk
-r data /backup/zk-data-5( +%Y%m%d)

9.3 Ee&MR

config/kafka-broker.conf config/kafka-broker.conf.bak
config/kafka-zk.conf config/kafka-zk.conf.bak
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config/kafka-broker.conf.bak config/kafka-broker.conf

config/kafka-zk.conf.bak config/kafka-zk.conf

bin/admg-daemon restart kafka broker

22
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10 Z2NNE

10.1 1. =AW=

10.1.1 1.1 pEXIBHECE

iptables 9092 -s 192.168.1.0/24 -3 ACCEPT
iptables 2181 -s 192.168.1.0/24 -3 ACCEPT
iptables 12305 -s 192.168.1.0/24 -3 ACCEPT
iptables 9092 -j DROP
iptables 2181 -j DROP

10.1.2 1.2 EBERAUENIRE

10.2 2. 28 E

10.2.1 2.1 SASL/SCRAM &Z;&

10.2.2 2.2 BIURLEEH

kafka-configs.sh —--zookeeper localhost:2181 \
--alter --add-config

-—entity-type -—entity-name admin

kafka-configs.sh --zookeeper localhost:2181 \
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-—alter --add-config

-—entity-type -—entity-name app-user

10.3 3. {ZiERE

10.3.1 3.1 Eg& ACL

kafka-acls.sh --authorizer-properties zookeeper.connect=localhost:2181 \
--add --allow-principal User:producer \

--operation Write —--topic my-topic

kafka-acls.sh —--authorizer-properties zookeeper.connect=localhost:2181 \
--add --allow-principal User:consumer \
--operation Read --topic my-topic \

-—group my-consumer-group

kafka-acls.sh —--authorizer-properties zookeeper.connect=localhost:2181 \
--add --deny-principal User:Anonymous \

--operation All --topic

10.4 4. SSL/TLS 1nz

10.4.1 4.1 EEEE

keytool -keystore kafka.server.keystore.jks \

- ca-cert -import -file ca-cert.crt

keytool -keystore kafka.server.keystore.jks \

- broker-cert -validity 365 -genkey -keyalg RSA

keytool -keystore kafka.server.truststore.jks \

- ca-cert -import -file ca-cert.crt
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10.4.2 4.2 figE& SSL

10.5 5. itz H&E

10.6 6. (EEERTL

10.6.1 6.1 t£IER

/apusic/admg-kafka
/apusic/admg-kafka/config/*.conf

/apusic/admg-kafka/license.xml

/apusic/admg-kafka/logs/*.

10.6.2 6.2 {=H root 1T

useradd -r -s /bin/false admg-kafka
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-R admg-kafka:admg-kafka /apusic/admg-kafka

User=admg-kafka
Group=admg-kafka
NoNewPrivileges=
ProtectSystem=strict

ProtectHome=

26
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11 HHsE
BB SRR, BT

e EFE: 400-855-5800

o {5 support@apusic.com

27
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