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1 AlertConfigController

ERR&: /api/alert-config
& 22K RS
etCo
GET /api/alert-config g .
nfig
saveC
PUT /api/alert-config )
onfig
/api/alert-confi restore
POST g/restore-default Defaul
s ts
AlertConfigDTO =FER:RRH
FRE R
enabled

intervalMinutes

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@RequestBody a1

ertConfigbTo dtO

Integer  HEXEFHE (0=F3 1=5)

Integer  HEM™R (5, 1-527040)

emailEnabled Integer  EMHERIRIRES
emailRecipients String BEM i, S{ERZEX
emailSmtpHost String SMTP {a)fREsHbE
emailSmtpSsl Integer ~ SMTP SSL F8RE
emailSmtpPort Integer ~ SMTP i (1-65535)
emailSmtpUser String SMTP {E1XESFE
emailSmtpPassword String SMTP Z185

snmpEnabled Integer ~ SNMP ;@%055k8
snmpVersion String SNMP kR (v2¢/v3)
snmpCommunity String SNMP E§g

snmpAddress String

SNMP Btk

73 5iRbR R

IREHEE

Result<AlertConfi

gDTO>

Result<Void>

Result<AlertConfi
gbTO>

aeiA

st

ETHEERE (F
/BN I/ RIE

iE(ED)

HESERE,
TR T
it

WESEECERTR
RIE, FC&E:
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snmpSecurity String SNMPv3 24K 5
snmpUsername String SNMPv3 HF &
snmpAuthMethod String SNMPVv3 BE A

IIP

k}

snmpAuthPassword String SNMPV3 BB ES

snmpCipher String SNMPV3 Ii=ESEE
snmpPrivPassword String SNMPV3 NINZEZH

snmpSenderEngineld String SNMPv3 {&iXim engine ID (H:E, ERBRBIRRER)

platformEnabled Integer  EHE¥=EXFHE
platformLevel String FHREZEFEREZENRR
platformUrl String TSN (http/https)

metrics List EEISHERERCEYIFE (metricCode/threshold/consecutiveCount/unit)



2 AppClassLibController

BERERE:

ik

GET

POST

DELET

/api/apps/{appId}/class-1ibs

B

/api/apps/{appl

d}/class-libs

/api/apps/{appl

d}/class-libs

/api/apps/{appl

d}/class-libs

R

list

uploa

delete

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

@PathVariable ron
g appld, @Reques
tParam int page,
int Size

@PathVariable str
ing appld, @Requ
estParam multipar

trile file

@PathVariable str
ing appld, @Requ
estParam string |

arName

IREHEE

Result<PageResult
<Map<String, Obj
ect>>>

Result<Void>

Result<Void>

st

P REARAE
&= (lib B#x JAR
) Fz

& JAR BZIfERA
$gEHEE%,; appld
SRR ID
GRS (RIZAE]
)

TR &R FRY
1EE JAR &
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3 AppincrementController

BERERE:

ik

GET

POST

DELET

POST

B

/api/apps/{appl

d}/increments

/api/apps/{appl

d}/increments

/api/apps/{appI
d}/increments/{1i

d}

/api/apps/{appl
d}/increments/{1i

d}/apply

/api/apps/{appId}/increments

R

list

uploa

delete

apply

2%

@PathVariable ron
g appld, @Reques
tParam int page,
int Size

@PathVariable str
ing appld, @Requ
estParam multipar
trile file, string

description

@PathVariable str
ing'appﬂd,Longid

@PathVariable str
ing'appﬂd,Longid

IREHEE

Result<PageResult
<ApplIncrement>
>

Result<Long>

Result<Void>

Result<Void>

st

P RERERRE
SEHBIIE

FEEESERE,
REIEEE ID; a
ppld FRIEERAER
= D skfEARS

BIpRIEEBEEH
=

JEFRIEEIBEEH
BEIER



4 ApplicationController

ERERE:

ik

GET

GET

GET

GET

GET

GET

POST

PUT

DELET

/api/apps

B

/api/apps

/api/apps/{id}

/api/apps/{id}/ur

1s

/api/apps/check-n

ame

/api/apps/check-c

ontext

/api/apps/check-c

ontext-backup

/api/apps

/api/apps/{id}

/api/apps/{id}

R

list

get

getAp
pUrls

check
AppN
ame

check
Conte
xtPath

check
Conte
xtPath
ForBac
kup

Create

updat

delete

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

AppQueryDTO qUErY

@PathVariable app

lication app

@PathVariable app

lication app

@RequestParam s
tring appName, s
tring VirtualHost,

Long excludeld

@RequestParam s
tring cOntextPath,
string VirtualHost,
Long excludeld

@RequestParam s
tring contextPath,
string VirtualHost,
string appName

@RequestBody ap

plicationDTO dto

@PathVariable app
lication app, @R
equestBody app1i

cationDTO dtO

@PathVariable app
lication app, @R

IREHEE

Result<PageResult
<ApplicationDTO

>>

Result<Applicatio
nDTO>

Result<List<AppU
rIDTO> >

Result<Boolean>

Result<Boolean>

Result<Boolean>

Result<Long>

Result<Void>

Result<Void>

st

HEEHERYIE
TER/ LT
1%/ s /AR
)

(
izES
REIRIE

\Tr

% ID XEEEFAEF

15

ERVERRIEHRT U
RL 21z

REREREES
7 (AJHbsEE
D)

18R E TSRS
AefFE (FTHBR
18 ID)

BIAIRIERSIE -
T

RIEZER, IREH
FEFS ID

EHEREE (F
FTRCERE ERIRE
)

==

RN 2/ MIBRIE

H, force=true



POST

POST

POST

POST

POST

GET

GET

POST

GET

/api/apps/{id}/st

art

/api/apps/{id}/st

op

/api/apps/{id}/re

load

/api/apps/{id}/re

deploy

/api/apps/{id}/de

ploy

/api/apps/war-bro

wse

/api/apps/backups

/api/apps/{id}/ba

ckups

/api/apps/backup
s/ {backupName}/co

nfig

start

stop

reload

redepl
oy

deploy

brows
eWarFi
les

getBac
kups

create
Backu

getBac
kupCo
nfig

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

equestParam bool
ean force

@PathVariable app

lication app

@PathVariable app

lication app

@PathVariable app

lication app

@PathVariable app
lication app, @R
equestPart applic
ationpTo AtO, Mult
ipartFilef”e,Str
ing localWarPath,

string localDirPat
h

@PathVariable app
lication app, @R
equestParam mult
ipartFile file, str
ing localWarPath,

string localDirPat
h

@RequestParam s
tring path

@PathVariable app

lication app

@PathVariable str
ing backupName

Result<Void>

Result<Void>

Result<Void>

Result<Void>

Result<Void>

Result<ServerFileL
istResponse>

Result<List<Map<
String, Object>>>

Result<Void>

Result<Map<Strin
g, Object>>

sebIMIbR (&M
Kzi)

RIENERT

=LEER

BEER

BHEPERER (X
1 EE war ZiEE
FARZEAHIERIR)

EREMERE (war
FEZ2 /KM war g
&/ 1 B RIS

=iE—)

BB {apR2: _EaTER
=20 war 12 B

3N R )
HIES

DISEERRIEMRE

n

ER B RIE
FRECE &



POST

POST

GET

DELET

GET

POST

GET

DELET

DELET

POST

/api/apps/backup
s/ {backupName}/re

store

/api/apps/backup
s/ {backupName} /re

store-force

/api/apps/backup
s/ {backupName}/do

wnload

/api/apps/backup

s/ {backupName}

/api/apps/recycle
d

/api/apps/recycl
e/{fileName}/rest

ore

/api/apps/recycl

e/{fileName}/conf

ig

/api/apps/recycl
e/{fileName}/perm

anent

/api/apps/externa

1

/api/apps/externa

1/backups

restore
Backu

P

restore
Backu
pForce

downl
oadBa
ckup

delete
Backu

p

getRec
ycledA

pPs

restore

getRec
ycleAr
chiveC
onfig

perma
nently
Delete

delete
Extern
al

Create
Extern
alBack

up

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@PathVariable str
ing backupName,
@RequestBody ap

plicationDTO dto

@PathVariable str
ing backupName,
@RequestBody ap

plicationDTO dtO

@PathVariable str
ing backupName

@PathVariable str
ing backupName

AppQueryDTO qUErY

@PathVariable str
ing fileName, @R
equestBody app11i

cationDTO dtO

@PathVariable str
ing fileName

@PathVariable str
ing fileName

@RequestBody Ex

ternalAppInfoiﬂfO

@RequestBody Ex

ternalAppInfoiﬂfO

ResponseEntity <R
esult<Void> >

Result<Void>

ResponseEntity <R
esource>

Result<Void>

Result<List<Recyc
ledAppDTO> >

Result<Void>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

seblfEEID ISR
R (B=CEk
)

TEEhRESR

LGS (v

RN BIKGSFRIAE
SRS

REEBS RIS e

FERR R Bs ERTE T
RIFERECE

AU IR Bl S
RIFER (1%
1)

MIBRIMERERERIE

(AFEEE=S

F
=)

RINEBERERIIER
RliZfatn



POST

POST

POST

GET

PUT

GET

PUT

/api/apps/externa

1/redeploy

/api/apps/externa

1/reload

/api/apps/externa
1/redeploy-with-p

rops

/api/apps/recycl

e/config

/api/apps/recycl

e/config

/api/apps/backup/

config

/api/apps/backup/

config

ApplicationDTO =E&ERAB

FRA
id Long
appName String
contextPath String

redep
oyExte
rnal

reload
Extern
al

redep
oyExte
rnalWi
thProp
S

getRec
ycleCo
nfig

updat
eRecyc
leConf

ig

getBac
kupCo
nfig

updat
eBack
upCon
fig

L)

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@RequestPart ext
ernalAppInfoiﬂfO,
MultipartFile file,
string localWarPa
th

@RequestBody Ex

ternalAppInfoiﬂfO

@RequestPart ext
ernalAppInfoiﬂfO,
ApplicationDTO dt
O,MultipartFilefi
le, string localWa
rPath

@RequestBody ma
p<String, Object>
config
@RequestBody ma
p<String, Object>
config

FEA ID

fEF&E
&R L IBIE

Result<Void>

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

Result<?>

Result<Map<Strin
g, Object>>

Result<?>

aste

EHEESMERER

BEIMRIER

ErBCEB RN
EREINBIER

BT
(REBESIE/IRER

KYE)

(EFRIWILACE,
1EmAHIRE] 400
SEE 7S

EREnECE

EFRnEcE, K
B R BOR([E] 400 K

[l g AN o e
FEiE=
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status Integer FEFRITARRE

classLoaderOrder String SR [E)E

jspPrecompile Boolean EATamaE JSP

virtualHost String P R 1%

sessionManager String Bt =t

deployOrder Integer BENEF

sharedLib String H=EEHE

sharedLibld Long H=E D

sharedLibPriority String HEEIHABITR

deployTimeout Integer IEEAERE ()

classLevel Integer EAEE (= /=/E%)

description String FER A

deployTime String B

recycledTime String ElSE

securityDomain String el

deployProps g/lt:i;tring, AEE M

managedByConsole  Boolean DHEERESEE (false=IMEEE)

docBase String FEFRSH R B %

deploySource String T%%}E: CONSOLE (& f%ﬂ: =) /MANUAL CONFIG (FEhfc
&) /AUTO DEPLOY (BEEHEIEERE)

originalVirtualHost String B EBREREINRERERSE (BRHA)

AppQueryDTO FERRBE (#487% PageQueryDTO: page BEfETER1, size HEIKEFER20)

FBRE il L)
appName String JEFRER (IRHE)

contextPath  String TR
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virtualHost String R

status Integer  FEFBARE



5 AuditLogController

EHRERE:

ik

GET

GET

GET

AuditLogQueryDTO FERREB (4% PageQueryDTO: page EMETER1, size BE(§E7E:820)

FRE

username

operation

target
result
startTime

endTime

iz

/api/audit/operat

ion-logs

/api/audit/operat

ion-logs/{id}

/api/audit/operat

ion-logs/export

/api/audit/operation-logs

R

list

getByl

export

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

AuditLogQueryDTO

qguery

@PathVariable 1.on
gid

AuditLogQueryDTO
query, HttpServlet
Response respons
e

Sﬁﬁ

IREHEE

Result<PageResult
<AuditLogEntity>

>

Result<AuditLogk
ntity>

void (application/
Zip)

iz

08

D REMER(FER

a (FRBRIEAN/
SHAREY /IR
R/ EFR/SEEE
BiE)

iz ID JEENES (53s

ETHES (descripti
on A9 i18n key

&'ER1 Locale &3

i) |, AMFERE
404

ELETHR %
TR EL 2
soix, FJEA ope
ration_audit.zip

(R& UTF-8 BO
M B9 operation a
udit.csv)

(CREATE/EDIT/DELETE/START/STOP/AUTH/IMPORT/EXPORT/LICENSE/BACKUP)

$any
String  EB{EARBFREE
5
String Sl
String  BMEEIR
String ERAEAEER (SUCCESS/FAIL)
String  BEAREE
String  &ESRAFE



6 AuthController

EREERE:

ik

POST

POST

POST

GET

GET

GET

POST

/api/auth

iz

/api/auth/login

/api/auth/cli-log

in

/api/auth/logout

/api/auth/captcha

-status

/api/auth/otp-sta

tus

/api/auth/email-c

ode/status

/api/auth/email-c

ode/send

R

login

cliLogi
n

logout

getCa
ptcha$S
tatus

getOt
pStatu
S

getkEm
ailCod
eStatu
S

sendE
mailC
ode

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@RequestBody 1o
ginRequest reques
t, HttpServletRequ
est servletRequest

@RequestBody 1o
ginRequest reques
t, HttpServletRequ
est servletRequest

HttpServletReque
st request

@RequestBody ua
p<String, String>
body (usernam
e)

IREHEE

Result<LoginResp
onse>

Result<LoginResp
onse>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

a5t

FFBEN: AES fi
TRREEER,
HORI B RS BS.
BRIIRRE ($H%E/
=H/BER) . &
FESEEE P B
Zes. OTP. HBFE
Bnghs, ANESR

& IWT Waciss
IN=ET

CLIEN: BIEAN
iR EARER B

BRsS S

=Y HE7) toke
n IIANEZEES
FEHH

ERER RS ER
BAAKRE (enable
d)

¥EEY OTP &£ EF

one I FIRIINRS

EEE AR S
NIRERFARDIRRE

BEEBN\EERE
5, & 60 MEEs
PRI



POST /api/auth/otp/set setup
up ()tp
verify
/api/auth/otp/ver
POST OtpSe
ify-setup
tup
POST /api/auth/otp/dis disabl
able eOtp
updat
PUT /api/auth/profile eProfil
e
GET /api/auth/me me
LoginRequest FEZERAH
FRA L]
username String
password String
captchaKey String  EIFZEEEEHE key
captchaCode  String  EIFEREBESE
otpCode String  OTP EhRERS
otpSecret String
emailCode String  EBEEGTETR

LoginResponse FERRAA

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@RequestBody ma
p<String, String>

body

@RequestBody ma
p<String, String>
body (secret, co
de)

@RequestBody ma
p<String, String>

body (code)

@RequestBody ma
p<String, String>
body (phone/em
ail/description)

A

FFEME (AES DIEEH, RSHFE)

5 (ARS NIEEE, IRFFInAEE)

Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

OTP £ (BXMEFHRER NE. BinklIE)

RENENBFRE
B OTP £k —
#EES (secret. otp
AuthUri, grCode
DataUri)

RESENREHEII S2RE
OTP #fE

FERIERIARAY O
TP (FHNERIE)
REMBHERD)

B ERENAR
B eRIBEAER

ENERENAR
&ill (Al &
Ny E W]
rataly. BiFRmHS
eSS



token

tokenType
username

roles

firstLogin
passwordExpired
requireOtp
otpEnabled
requireEmailCode
emailCodeEnabled
otpQrDataUri
otpSecret
passwordExpireWarning

resources

R
String
String
String
List
boolean
boolean
boolean
boolean
boolean
boolean
String
String
boolean

List

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

Gzt
JWT spRE<hE
hR%ERY, [EI7E Bearer
SNBREE
FREAEREII%R

EEBEREN (FaHE)

SRIFFPEAE4E OTP
RENED BB aME R

BTERRE IR INRE =R

OTP ERABERI 485 base64 dataUri

OTP BIXMER =R (ZIIRsIFRIE)

EISEREAE S (RIER 7 XM)

RRFEENERREBYIR (BlimEE TR ER)
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7 BaselineCheckController

BERERE:

ik

GET

GET

POST

PUT

DELET

PUT

GET

POST

POST

/api/baseline

B

/api/baseline/rul

es

/api/baseline/rul

es/{id}

/api/baseline/rul

es

/api/baseline/rul

es/{id}

/api/baseline/rul

es/{id}

/api/baseline/rul

es/{id}/enabled

/api/baseline/scr

ipt

/api/baseline/scr

ipt

/api/baseline/che

cks

R

listRule
S

getRul

saveR
ule

updat
eRule

delete
Rule

setRul
eEnabl
ed

readSc
ript

saveSc
ript

startC
heck

@PathVariable str

ingid

@RequestBody st
ring rulexml

@PathVariable str
ing id, @RequestB
ody string rulex
ml

@PathVariable str

ingid

@PathVariable str
ing id, @RequestB
Ody’EnabledReques

t request

@RequestParam s
tring fileName

@RequestParam s
tring fileName, @
RequestBody stri
ng content

@RequestBody st
artCheckRequest I

equest

IREHEE

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

Result<String>

a5t

P APEARIRE
#88 (XML/JSON
FER)

1Z3RA D ¥EENE
FRAINE (d1z
R FEEF TE
fpiEZT, G4
00)

FEERRERE

(378 XML [BE32
AZ)

EffaE 1D B9
A (EEel#ERAl
XML)

fipRtgE 1D IR
KRARA

B/ ZREER
KRR A

B EIESIBIE

ESNES

EFREESHE

i

FEIEE—IXER
e, REYES ID



GET

GET

GET

DELET

DELET

GET

POST

GET

PUT

GET

PUT

/api/baseline/che

cks/{taskId}

/api/baseline/rep

orts

/api/baseline/rep

orts/{id}

/api/baseline/rep

orts/{id}

/api/baseline/rep

orts

/api/baseline/rep
orts/{id}/downloa

d

/api/baseline/rep

orts/export

/api/baseline/set

tings

/api/baseline/set

tings

/api/baseline/rep

ort-config

/api/baseline/rep

ort-config

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

pollTas @PathVariable str
k ingtaSHd
ReportQuery quUery
. (EEHSE
listRep
name/overall/start
orts _ .
Time/endTime/pa
ge/size)
getRe @PathVariable von
port gid
delete @PathVariable ron
Report gid
delete
@RequestBody i
Report .
st<Long>|dS
S
downl @PathVariable ron
own
g id, @RequestPar
oadRe .
am(required=fals
port
e) string format
export
5 @RequestBody 1.1
Report :
st<Long>IdS
S
getSet
tings
saveSe @RequestBody co
tting nfigEntry entry
getRe
portC
onfig
saveRe
@RequestBody co
portC

nfigEntry entry

onfig

Result<String>

Result<PageResult
<BaselineReport>

>

Result<BaselineRe
port>

Result<Void>

Result<Void>

ResponseEntity<B
yteArrayResource

>

ResponseEntity<B
yteArrayResource

>

Result<String>

Result<String>

Result<String>

Result<String>

(rulelds BZFxR
2=R8)

TR B S IT
EE /SR

SEEHEGHRE
IREFESE

EREHERERS

G

MIBRE (BRI S

RORMIPRE SRR S

THEMHRSER

(format BT, 40
pdf/html &, B4
miR(E])

HEDRETTER
ZIP EEL T

BIEGREEY
=1L

BN EEERAE
18; cron/485Ed
SEENSHER
ERHESREE

EaEk e TERRECE
([8] getSettings)

(e =y i
18



StartCheckRequest FERRAH

FRE BB

rulelds List
EnabledRequest FERERAH

FBRE $any

enabled boolean
ReportQuery FEZ:RAA

FRE $RRY

name String

overall String

startTime LocalDateTime

endTime LocalDateTime

page int

Size int
ConfigEntry ==EZERER

FRZ R

key String

value String ECEIEE

BaselineReport FERERAE (IR[CIERE

FRA 5
name String
instance String
checkTime LocalDateTime
overall String

LHITHIRA ID 5z, BEXRTNTE

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

Gzt
B A

B2t

IREIRAREE (true REAB / false 1=F8)

atA
HERTERMERN

H By A
JFE = %ﬁ“ﬁzm o

(BER/NEBF)
MBI (1ISO HERRRIR)
ImEhsE L
B, 8

BEIFE, 18R 10

A

, H&% BaseEntity AHZFER id/createdTime/updatedTime/deleted)

wEETE
B EHIZEGIEHE
2 B TR

ABBSKSER (0 PASS/FAIL)

]

RbIEE

e
E=2

FLEIEHEE (40 baseline.schedule.cron, baseline.enabled)

At



passCount
minorCount
generalCount
severeCount
ruleCount
reportFile
format
reportison
triggerType

size

Integer
Integer
Integer
Integer
Integer
String
String
String
String

Long

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

BERIRHE
CEREE
—RRIEE
BEMEHE
SEBRTHIRAIEE

SRR AR

#REHR4 JSON IE

fgassaty (MANUAL F&) / SCHEDULED Ef%)

HEREENN (o) | ERRERERER, IFEHEFR

20



8 CaptchaController

BERERE:

ik

GET

GET

/api/auth

iz

/api/auth/captcha

/api/auth/captcha

-test

R

getCa
ptcha

getCa
ptchaT
est

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@RequestParam s
tring key

21

IREEEE

Result<Map<Strin
g, String>>

Result<Map<Strin
g, String>>

st

R E AR,
IR[o] key Ed baseb
48 A

REEEN N E: %
key HEENERE AR
X, (2BEEMRIE
IRIERERE (aas.sec
urity.captcha.test-
enabled) , Z|t
FEEAERIERFRL,

il et il
eSS
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9 CertificateStoreController

HRERE:

ik

GET

GET

POST

PUT

DELET

GET

DELET

POST

B

/api/config/web/c

erts

/api/config/web/c

erts/{id}

/api/config/web/c

erts

/api/config/web/c

erts/{idOrName}

/api/config/web/c

erts/{idOrName}

/api/config/web/c

erts/{id}/entries

/api/config/web/c
erts/{idOrName} /e

ntries/{alias}

/api/config/web/c

erts/{idOrName} /i

/api/config/web/certs

R

list

get

Create

updat

delete

listEntr
ies

delete
Entry

import
Entries

2%

@RequestParam i
nt page, int Size,
String NAME, Stri

ng storelype

@PathVariable 1.on
gid

@RequestBody ce
rtificateStoreDTO

dto

@PathVariable str
ing iIdOrName, @
RequestBody cert
ificateStorepTo d

to

@PathVariable str
ing iIdOrName

@PathVariable ron
g id, @RequestPar
am string PassWo
rd

@PathVariable str
ing iIdOrName, st
ring alias, @Requ
estParam string p
assword

@PathVariable str
ing IdOrName, @

22

IREHEE

Result<PageResult
<CertificateStore>

>

Result<Certificate
Store>

Result<Long>

Result<Void>

Result<Void>

Result<List<CertE
ntryDTO> >

Result<Void>

Result<Void>

08

DEEEEEEY
x (BHFRILI5
(BT

[@]) , storelype
5738 keystore/tr
uststore

=

& ID BEGEEE
5 (EHEEER
E) , NMFERE
404

RlZEERE, &E
#racex ID

2 ID SR TEeERT
Ee 3

1z 1D szl

MpREE B EPIEE
BIBERIEEIRE

e

T
st
I+
(Ray
1|:3DII|'
i
o
M

(\]
/1



POST

POST

GET

mport-entries

CertificateStoreDTO =E&:RHH

name
storeType
type
password
description

enabled

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

RequestParam mu1
tipartFilef”e,St

ring sourcePassw

ord, string aliase

S, string targetPas
sword, string targ
etAlias, string ent
ryPassword

@PathVariable str
ing iIdOrName, @
RequestParam str

Bl&EmEE HIER
B/ )

8hF PEM REE
e 5 aurAtE (isP
rivateKey 1Z238FA

)

THBEBRE,
YR FIERE 4
04

/api/config/web/c ) ing content, strin
Import . :
erts/{idOrName}/i 5 g alias, string targ Result<Void>
em
mport-pem etPaS9NOFd,Strin
g entryPassword, b
oolean ISPrivateKe
y
. o) @PathVariable str
i/config/web
e import  ing iIdOrName, @ .
erts/{idOrName} /i Result<Void>
Store RequestParam mu1
mport b
tipartFilef”e
/api/ fig/web/
SEeRTReERE downl @PathVariable ron ResponseEntity<R
erts/{id}/downloa .
oad gid esource>
d
i) B2z
Long = D
String mamaE (BIEYIE, & 64 7T, EFE/EF/ a4/ farER/R55R)
String BEBEMAE (AIEWIE, keystore g truststore)
String maEiEA (BIEE, JKS 3% PKCS12)
String mEEE (218 ENCRYPT* 3, &% 128/256 F7T)
String R (& 255 FIT)

Integer

EERA

23
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10 ClassAnalysisController

HRERE:

ik

POST

POST

GET

GET

DELET

GET

GET

ClassAnalysisStartRequest =508

/api/class-analysis

iz

/api/class-analys

is/upload

/api/class-analys

is/start

/api/class-analys

is/records/{id}

/api/class-analys

is/records

/api/class-analys

is/records/{id}

/api/class-analys
is/records/{id}/e

xport

/api/class-analys

is/deployed-apps

B

uploa

start

getRec
ord

listRec
ords

delete
Recor

export
Report

listDep
loyed
Apps

2%

@RequestParam
CTHeﬁ MultipartFi

1e file

@RequestBody c1
assAnalysisStartR

equest €Q

@PathVariable Lon
g id

ClassAnalysisReco
rdQuery Q (e
FAZEL: startTim
e/endTime/target/
appOrFileName/p
age/pagesize)

@PathVariable Lon
g id

@PathVariable Lon
gid

@RequestParam(r
equired=false) str
ing keyword, @Re
questParam(defau
ltValue="1") int pa
ge, @RequestPara
m(defaultValue="2
0") int pageSize

24

IREHEE

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<ClassAnaly
sisRecordDTO>

Result<PageResult
<ClassAnalysisRec
ordDTO> >

Result<Void>

Responsekntity<b
yte[]>

Result<PageResult
<AppOptionDTO

>>

st

FESDITRIEZR
(jar/war Z) ,
1x[E] filePath/fileN

ame/fileSize

BENER S HTEFS,
&[E] recordld (93
Hracex ID)

SEIFRRD TR
ixate (AR
=)

MIpRIEE RS HTAC

EoactRERA
PDF $R&TE

PEEHCHER
YR (s
HEZ)



FRA
name
target
appld
uploadFilePath
scope
checkConflict

checkRedundant

5
String
String
Long
String
String
Boolean

Boolean

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

Gzt
DT ESEE
DITEERE (W LEER/EHERR)
HIZER ID (DihEakERARER)

B LEERINREEFRE (DT LEERER)

25
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11 ClassLoaderController

EMIRE: /api/classloader
Bk ¥ BRIES 2%
P , getCla
i/cl loader
GET pieianereste ssLoad
tree
erTree
getCla
GET /api/classloader/ ssLoad @Path\/ariable Str
detail/{id} erDeta ing id
il
GET /api/classloader/ search @RequestParam S
search Class tring ClassName
ClassLoaderNode =FEz:RAA
FERA $aRY Bz
id String BORAME—15aa
name String SN e
className String IEFNEEREEE
instance String EfNEE
hash String B4l hash
app String PTEER
isAppLoader = boolean = REAMEFiEEHNZE
paths List IR SIRSYIZR
children List FHESH N\ ESENEA

26

IREHEE

Result<Map<Strin
g, Object>>

Result<ClassLoad
erDetail>

Result<List<ClassS
earchResult> >

st

EHUES N\ 2318
(data.classLoade

rs 73 ClassLoader

Node &ifZ71%)

ARSI ID &
BRfE (s, B
B, hash. #ER&E

%)

AR S BRES
SRENZRPRIEN
B (/R
PRIBIER/ S N\zs/
VE)
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12 CracController

ERE&: /api/config/jvm/crac
Az 22K BRI 29
GET /api/config/jvm/c envCh
rac/env-check eck
/api/config/jvm/c
GET status
rac/status
@RequestBody cr
/api/config/jvm/c makel
POST acMakeImageReques
rac/images mage
t request
CracMakelmageRequest =E&EER
FRE il B

name String

27

IREHEE

Result<CracEnvCh
eckReport>

Result<CracStatus
DTO>

Result<Void>

RRETE (R, R/ Talr/Palsr/3h, & 64)

st

E£#47T 7 18 CRa
C IRIBEE 4l

(FARYZ CRaC BHfRE
RS )

EE [RFm%]
T SHE IS ENAR
RE. CHRUEE +
\IFER + 20
VM 324 CRaC +
JEIRIEREREF +
TR B REEEEE
—HIEA R
{E, reason HUE n
otEnabled/pendin
gRestart/notCracJ
dk/restored/dirMis
match; [EIFR(E]
crac.log B&f&

HUE CRaC Mgk
REREBEIRE d
etached helper 3E
BRI &4
ERfapREsHe (45
28 logs/crac.lo
g) ; WEMBER
EEMKRERIRR
[BIZE7565% 409, B
inkERRE L force=
true &,
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desc String sRzRBE (A8, &E 200)

force boolean  WEIHRCEMSEREESAHIES

28



13 DashboardController

ERRE:

ik

GET

/api/dashboard

iz

/api/dashboard/ov

erview

R

getOv
erview

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

29

IREHEE

Result<Dashboard
OverviewDTO>

st

EREREEEM]
AT, FERIRRE. R
RENE)
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14 DatasourceController

ERRE: /api/resources/datasources
Bk ¥ BRIES 2% IR[EXEEY 508
GET /api/resources/da st DatasourceQueryDT ReSUH<PageReSuH S EEHERIECER
i
tasources o query <Datasource> > SIES
/api/resources/da @PathVariable Lon Result<Datasourc ¥z |D JEEVERIZR
GET get , N
tasources/{id} gld e> U§E$Tﬁ
P ) . @Valid @Request Result<Dat LLJSON FH=AalzE
api/resources/da create esult<Datasourc . .
POST " (JSON) By BOdy Datasource BRI ({Eﬁﬁe
asources son e> i
: / ds F{EOEEBhIE )
@Valid @Request LA multipart 5=
/api/resources/da Part patasource d R t<Dat Eu@ﬁ*#%;ﬁ, E_]-
esult<Datasourc
POST tasources (multlp Create S, MultipartFile d ﬁﬂ%k{%ﬁ@@]@
e> .
art) riverFile, boolean O (overwrite %=l
verwrite EERARE))
@PathVariable str
/api/resources/da . N . o
SUT i updat ing IdOrName, @ Result<Voids 1% 1D o2 EERT
tasources/{idOrNa . .
o e Valid @RequestBo BRIRR
e dy Datasource dS
/api/r ur /d
DELET 0 oo @PathVariable stx , 122 1D S TERI
tasources/{1dOrNa delete . Result<Void> N
E ing iIdOrName BEREKR
me }
@PathVariable str o
/api/resources/da . BUFR/ 12 &R
toggle ing IdOrName, @ ‘ . A
POST tasources/{idorNa Result<Void> iR (status {EEF
Status RequestParam 1nt .
me}/status 0 EET)
eger Status
pingBy . HENZEHHE
/api/resources/d @RequestBody b Result<Map<Strin s
POST Spresenressias Param a q ype Ob'ect>Fj FIEKREE ! (url
ur in ur S , .
tasources/ping . tasource g )] WiE)
e fepi/resources/da | @PathVariable str  Result<Map<Strin  EEAEIEEEIE
urces/{idOrN n , . NN
Fasonmees = | P ing idOrName g, Object>> RHEIE 4

me}/ping

30
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@PathVariable str
ing iIdOrName, @

/api/r r / | s N
spi/resources/da | UP (?a RequestParam mu1 , RERRRELE )
POST tasources/{idOrNa dDrive ) Result<Void>
tipartrile driverF DBC EE&EE)
me}/driver I )
ile, boolean OVErw
rite
/api/resources/da check . 7f”" E%E@JE%&
@RequestParam Result<Map<Strin
GET tasources/driver- Driver d . ° . P ET_T_H%%E@J@
. tring filename g, Object>> i
exists Exists (L{Eg1ER)
@RequestBody ua
/api/resources/da check . o
, p<String, String> Result<Map<Strin T EIEERIERENRS
POST tasources/check-d Driver . .
body (driverPat g, Object>> CESFERE
river-path Path
h)
Datasource FERERAE (BIZE/EFmakig, EIFZXEBEFE)
FRE i L2z
name String BrERREHE (&K 128 =)
jndiName String JNDI &8
dbType String = S ==L LAl
driverClass String JDBC ER#EN%E2 (& 128 =7T)
url String 1E4% URL (& 500 =7T)
username String BEREETE
password String B

maxConnections Integer B KIELRE( (0-10000)

initialConnections Integer #URIEAREL (0-10000)

TRBA A S nteger  EEUBGBASHINE (2H, -1 RRERER)
validationQuery String EEEREE SQL

classLevel nteger  EARIE

status Integer ARRE

driverJarPath String EREf JAR IR/

31



driverPath

slowSglMs
leakDetectionThresholdMs
suspectTimeoutMs
testOnBorrow
testOnReturn
testWhileldle
testOnConnect
resourcelype

host

port

databaseName
customProperties
idleTimeoutMs
idleCheckPeriodMs
maxCheckConnections
minldle

maxldle
validationIntervalMs
validationTimeoutSeconds
maxLifetimeMs
leakRecover
connectionAutoReclaim
removeAbandonedOnMaintenance
logAbandoned

abandonWhenPercentageFull

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

String

Integer
Integer
Integer
Integer
Integer
Integer
Integer
String

String

Integer
String

String

Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer

Integer

EEED S

8 SQL BB (%))
ERRARE (BX)
FNREFIEER (V)

EHEGEEAIRER (0/1)

\-'rIJ'D
ﬁlﬁ

BERIFEERER (0/1)
THEFEARER (0/1)
SRR ORER (0/1)

&irgany

FHE

imM5E (1-65535)

BHER

BEXRBT

THEEREE ()
THEAEE (ZF))

A AR A AREL

B/ EREAR Y

A A

IEBAREN

F

ERIERERR (2R)

PEREBISIEE (7, 0-3600)
EREAFERE (V)

EaOrREESR (0/1)
B EBIE (0/1)
Mgl EESTEGR (0/1)
ACiREERRELGRHS (0/1)

FEEEEDELEIE (0-100)

32



autoCommit
sqlTraceEnabled
failedSqlAlertEnabled

haProbeEnabled

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

Integer
Integer
Integer

Integer

BEes (0/1)
SQL iEHtFARS (0/1)
B SQL HERFRE (0/1)

HA #AIFRE (0/1)

33
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15 HttpChannelController

ERRERE:

ik

GET

GET

POST

PUT

DELET

GET

B

/api/config/web/c

hannels

/api/config/web/c

hannels/{id}

/api/config/web/c

hannels

/api/config/web/c
hannels/ {idOrNam

e}

/api/config/web/c
hannels/{idOrNam

e}

/api/config/web/c
hannels/cipher-su

ites

/api/config/web/channels

R

list

get

Create

updat

delete

getSu
pporte
dCiph
erSuite
S

2%

@RequestParam i
nt page, int Size,

String N@ME, Stri
ng protocol, integ
er enabled

@PathVariable Lon
gid

@RequestBody #t
tpChannel channel

@PathVariable str
ing IdOrName, @
RequestBody uttp
Channel channel

@PathVariable str
ing iIdOrName

HttpChannel =E3RA8 (@RequestBody, FEREZ, 1ROEMRER)

name
protocol

host

FRE

L)

String
String

String

34

IREHEE

Result<PageResult
<HttpChannel>>

Result<HttpChann

el>

Result<Void>

Result<Void>

Result<Void>

Result<List<String

>>

G EETH

08

S EB HTTP &8
ELIIES

% ID B HTTP
BEFE, M
&[E] 404

g HTTP @&
(FERER)

1% 1D SR BEH
HTTP &i& (F=E
RREERS)

1z 1D szl
HTTP &iE (FE
BES5)

YEEY VM STIEH
sEINEEMYIE

(21855 CBC/R
SA E14)

astBA

fax (HTTP/HTTPS)

R
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port Integer |
executor String RAEAGAEIHE executor 278
enabled Integer =R
sslEnabled Integer =aRA SSL
redirectPort Integer BEMRM
acceptCount Integer EHTIRE
connectionTimeout Integer LR (Z0)
String / s .
proxyName / proxyPort Integer REEFEHE/im
receiveBufferSize / sendBufferSize Integer B/ EXEEERAN
processorCache Integer BRIBERREN A/
maxConnections Integer R RIEAREL
tcpNoDelay Integer =R TCP_NODELAY
maxKeepAliveRequests / keepAliveTimeout Integer RIEGRHERGHERE B
uselPVHosts Integer =A% P ILBeEEi
longThreadEnabled £ longThread* - ;ﬁh Al R B
18IE%BIRTE (SDoS) FrERdRd. 1=
sdosEnabled & sdos* - * mE EmgETILE
generalProperties String —REERBME
gracefulStopAwaitMillis Integer BIHE I EEEE ()
uriEncoding / responseCharacterEncoding String URI/ZEFTTHRS
enableLookups Integer A DNS /&
e - LrERERRS. DI B4 MIME 285U,
compression & compression - /N
httpTrace Integer HTTP shRSERHEFERE
maxPostSize / maxParameterCount /' Integer POST X/ 2 E(EL/ 5K IBEEEL K
maxHeaderCount / maxHttpHeaderSize INEBR

35
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poweredBy

disableUploadTimeout / connectionUploadTimeout
useBodyEncodingForURI / asyncTimeout
responseHeaders

gmEnabled

clientAuth

keyPassword / certificateFormat / tisProtocols /
sslProtocol

certificateAlias

keystorePath / keystorePassword

truststorePath / truststorePassword / truststoreType
ssICipherSuites

certificateType

certificateCustom / keystoreName / keystoreEntry /
truststoreName / truststoreEntry

http2Enabled & http2*

http2Properties

36

Integer

Integer

String
Integer

String

String

String
String
String
String

String

String

=R Server ZETE

L {EBEEE

URI #mi52RIE/AE B a ki s
BEREMERE

El= SSL FEES

SSL E R imsRaa iR

SSL EIREHE/BEIRIV/TLS Hhashk AN

EEE= Rl

IR/ S
ST/ 2 /485
SSL DIEEMDIZR

ZE4ER (JSON BIES type)

=S | SRR

HTTP/2 FERAN B ME. HEm. BR/IR
KN, BREFEEE

HTTP/2 BEZEE



16 InspectionController

ERRERE:

ik

GET

GET

GET

GET

GET

POST

/api/inspection/reports

iz: 2K BRI

/api/inspection/r .

list
eports
/api/inspection/r

hasRu
eports/has-runnin .

nning
g
/api/inspection/r

get
eports/{id}
/api/inspection/r
eports/{id}/statu status
s
/api/inspection/r

summ
eports/{id}/summa

ary
ry
/api/inspection/r .

tﬂgger

eports

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

@RequestParam(r
equired=false) str
ing NAME, String
status, LocalbateT
ime StartTime, roc
alDateTime endTi
me, @RequestPar
am(defaultValue
="1") int page, @
RequestParam(def
aultValue="10") in
t Size

@PathVariable Lon
gid

@PathVariable Lon
gid

@PathVariable Lon
g id

@RequestBody @
Valid InspectionTr

iggerDTO dto

37

IREHEE

Result<PageResult
<InspectionRepor
tDTO> >

Result<Boolean>

Result<Inspection
ReportDTO>

Result<String>

Result<Inspection
ReportDTO.Inspec
tionSummaryDTO

>

Result<Inspection
ReportDTO>

08

D EEEKIRIRE
Iz (RFEER vy
yy-MM-dd HH:m

m:ss)

SHERIRAFE
PUTPRICRIER

CHEN G
5 (AR B
PIyzR. EARIA.
BREH) |, T
FERSHR 404

FK R ST
ARRE (RUNNING/
SUCCESS/FAILED

%)

EHERSEE (CP
U/RCIEBS/ Y/ HEt%
8 80% &TE))

A EE— s,
R[EERE (dto.tim
eoutSeconds A%

LS EISTI)



POST

GET

DELET

GET

GET

/api/inspection/r

eports/{id}/rerun

/api/inspection/r
eports/{id}/downl

oad

/api/inspection/r

eports/{id}

/api/inspection/r
eports/{id}/snaps

hots/{type}

/api/inspection/r
eports/{id}/snaps
hots/{type}/downl

oad

InspectionTriggerDTO =E&Z5B8

FRA

timeoutSeconds

L

Integer

rerun

downl
oad

delete

snapsh
otText

downl
oadSn
apshot
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@PathVariable Lon
gid

@PathVariable Lon
g id

@PathVariable Lon
g id

@PathVariable 1.on
g id, @PathVariabl
e Stringtype

@PathVariable ron
g id, @PathVariabl
€ string type

Gzt

Result<Inspection
ReportDTO>

ResponseEntity<R
esource>

Result<Void>

Result<String>

ResponseEntity <R
esource>

KigprEsiBisisa () , ©48, 1~172800

InspectionReportDTO =FERERBB (Z8& DTO)

LS

LocalDateTime

FERE

id Long
name String
timeoutSeconds Integer
status String
startedAt

finishedAt

createdTime

summary

instances

LocalDateTime

InspectionSummaryDTO

List

LocalDateTime

#HeE ID
HREENE
PREEIBISTOE!
HATARRE
LGSR
AERAFE

RS RE

astBA

HEWE (EEBNEERE)

KEREHIPIE (E:FHBNTERE])

38

BERELHREEN
AT
TEK RS ZIP

B (SEEPREE

%)

S ERS G

R tRERE NS
EREREGARE ()
stack/Isof/netstat/t
op) XARE

TEdEEREIRE

XML tg2=2
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baselineltems List e ERREIRIIER
monitorData Map<String, Object> BREr (BRREI/HTTPEE/ERRR/RIZIR/OS/JVM)
Map<String, FEIRIRBIREEARRE (key: jstack/Isof/netstat/top) , & status

snapshotStatuses (OK/NOT _INSTALLED/FALLBACK/SKIPPED/FAILED/TIMEOUT)

SnapshotStatus>
Ed message

39
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17 InvokeChainTraceController

BERERE:

ik

GET

DELET

GET

PUT

POST

POST

GET

B

/api/monitor/invo

ke-chain/records

/api/monitor/invo
ke-chain/records/

{id}

/api/monitor/invo

ke-chain/settings

/api/monitor/invo
ke-chain/setting

s/apm-home

/api/monitor/invo
ke-chain/trace/st

art

/api/monitor/invo

ke-chain/trace/st

op

/api/monitor/invo

ke-chain/trace/st

/api/monitor/invoke-chain

R

listRec
ords

delete
Recor
d

getSet
tings

saveA
pmHo
me

startTr
ace

stoplr
ace

status

2%

@RequestParam(r
equired=false) roc
alDateTime StartTi
ME, LocalDateTime
endTime, string S
tatus, Long minSiz
e, @RequestPara
m(defaultValue
="1") int page, @
RequestParam(def
aultValue="5") int
Size

@PathVariable Lon
g id

@RequestBody ua
p<String, String>
body (EX apmHo
me ##)

@RequestBody @
Valid 1nvokeChainT

raceStartRequest

request
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IREHEE

Result<PageResult
<InvokeChainTrac

e>>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

st

S ESEIFITEE
HeFESRECER (FFRS
B yyyy-MM-dd
HH:mm:ss)

RIFRIEEIEHERCER

ERFIYE S 1T EC
& (& apmHome

%)

d

#F APM R8T
ZEHE% (apmHom
e) , HEMAER

REENIFNYEEEHE
(FHEISRE/B

BEE2E)

(FIEERIIFILSEE

it

EEHE TS



atus
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/api/monitor/inv downl
SRR e @PathVariable ron ResponseEntity<R TEIEMEEER XML
GET ke-chain/records/ oadX . e
g id esource> oS
{id}/xml ml
i/monitor/inv / N ‘E?E
[t monttor o flame @PathVariable ron Responsekntity<R “Entll R Eﬁi
GET ke-chain/records/ . Elﬂx‘kﬁ HTML 71‘5‘:5
Graph gid esource> o
{id}/flame-graph E=3
InvokeChainTraceStartRequest ==EZ=5EH
FEBA ER Ezi)E]

cost Long mkENER (BY)) |, BIE, EEE

methodMinCost ~ Long FiEgR/NER (ZR) |, wiE, [EEEEWBE/NRS cost

excPkgs String HEBRROB R, ZERERSMR (TREETHR)

incPkgs String BENEE, ZEBERSR (TREETHE)

appContext String B L TXEE (W /myapp) A&, R NMEERER

deadline LocalDateTime  BHMEIERERT (yyyy-MM-dd HH:mm:ss) , BI&; ASFEEELE
InvokeChainTrace FERERAE ((REIERE, #7% Basebntity ANIHE=ER id/createdTime/updatedTime/deleted)

FRZ il At

startTime  LocalDateTime — 1BHFIMARSRS

endTime LocalDateTime  1BHt4ERISR

status String ARAE: SUCCESS / FAILED

. IEHESEURAR JSON

params otring (cost/methodMinCost/incPkgs/excPkgs/appContext/deadline)

fileName String BHHEER XML 185 (RS T &)

filePath String IEHHER XML FESRABHIRE (BRETPTTEREIIB)

dataSize Long EHEER XML ExfR/N (Z7Té)

errorMsg  String KH/EEEN
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18 JmxConfigController

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

HEfER®: /api/config/jmx
yaye it
GET /api/config/jmx
GET /api/config/jmx/c
ipher-suites
PUT /api/config/jmx
JmxConfig =2EZE5EH
FRA <]
enabled Integer
host String
port Integer
authenticate Integer
passwordFile String
accesskile String
sslEnabled Integer
clientAuth Integer
keyStoreFile String
keyPassword String
keyStorePassword String

R 2 IR[ORE
getCo Result<JmxConfig
nfig >
getSu
pporte . .

Result<List<Strin
dCiph A
>>
erSuite
S
R tBody gm
sang @Reques O, ) Result<Void>
onfig xConfig config
R
EARA IMX
IMX BAEEEH

IMX BSEEim ]

42
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keyStoreType
trustStoreFile
trustStorePassword
trustStoreType
enabledCipherSuites
certificateCustom
keyStoreName
trustStoreName

keyStoreEntry

String
String
String
String
String
Integer
String
String

String

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

TiRERR
[EEEERIRE
(SEEENS
(E{ESEEuE
BBRIIIEEHDIE
EhBEERE=ES A

TREEN (BEESM)

43



SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

19 JndiResourceController

ER: /api/resources/jndi
bz iz:ZEd RS
/api/resources/jn .
GET list
di
/api/resources/jn
GET get
di/{id}
/api/resources/jn
POST Create
di
/api/resources/jn updat
PUT ?
di/{id} e
DELET /api/resources/jn
delete
E di/{id}
/api/resources/jn toggle
POST =5
di/{id}/status Status

IndiResourceDTO =EZ:RBA

2%

PageQueryDTO qUEr

y

@PathVariable Lon
g id

@RequestBody an

diResourceDdTo dtO

@PathVariable Lon
g id, @RequestBo

dy JndiResourceDT

o dto

@PathVariable Lon
gid

@PathVariable 1.on
g id, @RequestPar
am Integer Status

A

INDI &78 (RIZwR, & 256 FIT)

FRA i
jndiName String
resourceType  String — EIRFEE (AIFEVIE)
factoryClass String  ITRFEERELRERE (BIEWIE,
properties String BE&B4 (JSON HxFE,

description

String  BiREA (& 256 F7T)
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IREEEE

Result<PageResult
<JndiResource> >

Result<JndiResour
ce>

Result<Void>

Result<Void>

Result<Void>

Result<Void>

& 512 FJT)

Bxf= 65536 FJT)

st

SEE IND &

a1 =

ElES

% ID JEBY INDI &
BEEE, DR
5] 404

Bl INDI &R

B3 INDI &8

fikx JNDI &g
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20 JymConfigController

BEMR&: /api/config/jvm

ik iZ=ES ERE 2% IR[OHRE FRE8
getCo Result<JvmConfig N .
GET /api/config/jvm nﬂg . ?%HY VM EEE

#ZE VM BLE:
RERIEAR/N (Xms
<Xmx, IFZ&
g) . =l (-1
IEE. #iR<i
K) . VM BIER
= (-D/-X/-XX:/+
avaagent: FaZEHE
PUT fapi/contig/m Zanvffgc @ZRejueii‘;dy T Result<?> REE) | At
reentia Lo RRIEIFIENE. BRiE
EIETETL, FERL C
RaC BFiER fdPoli
cy WBEHBFER
w22 400 fE data
187% cracFdPolicy
EFRAHeImRE
o s IAERY

JvmConfig =FEREREH
FRE FE Gzt
jdkPath String JDK B&1E
javaVersion String Java hxAs
XMS String HR/ME (MB, IEEE#)
XMX String HEAE (MB, AN xms)
Xmn String FTERRN

permSize / maxPermSize  String XARHNE/ AR (IBRERE)

metaspaceSize String TTEIGE (-1 IEEE)
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maxMetaspaceSize
gclype

gcLogPath
debugEnabled
debugOptions
nativelibraryPath
JvmOptions
oomAction
cracknabled
cracCheckpointDir
crackdPolicy
craclraceStartupTime
cracPrintResources
cracCollectFdStacktraces

cracFdPolicyDefault

String
String
String
Integer
String
String
String
String
Integer
String
String
Integer
Integer
Integer

String

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

TTEEEAE (-1 RIEEE, ~IEIRE)
VRN GNESE Sl

GC Bt

RO RFIRIRRE

BREEIRIE (B 70EF -D/-X/-XX:/-agentlib: BIEERY token)
AHEEE (ZEREIUABED RO, H9BFE)
BN VM EIE (817 —1&, -D/-X/-XX:/-javaagent: BISEE FE&E18)
OOM FRIBERRE
EARA CRaC 15t
CRaC &R Hx (RIFKEIE N, BRERE)

CRaC 1EXMEARTRISIERIZE (BRI CRaC BB EV/ETFTE)
CRaC REnFERFIRmE
CRaC ZIEN&ERE
CRaC IZEE fd &

fdPolicy TERRESTE (MTRSREMT, TANE, HelnkiETE:R(E)
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21 LicenseController

BRI /api/license
BiE izZEES BREL 2% IREFERY
, Result<Map<Strin
GET /api/license/info info . P
g, Object>>
/api/ / daysR Result<Map<Stri
/14 d o esult<Map<Strin
GET api/license/days S, - ]
-remaining g, ObJeCt>>
ng
@RequestParam u
POST /api/license/upda updat ultipartFile ﬁle, Result<Licenses
te e String content, st

ring fileName
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22 LogController

BERERE:

ik

GET

GET

GET

GET

PUT

POST

DELET

/api/logs

B

/api/logs/files

/api/logs/content

/api/logs/raw

/api/logs/config

/api/logs/config

/api/logs/rotate

/api/logs/clear

R

getLo
gFiles

getLo
gCont
ent

getLo
gRawC
ontent

getlo
gConfi

updat
elLogC
onfig

rotate
Log

clearL
0gs
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@RequestParam s
tring ﬁleName, lo
ng oﬁ%et String di
rection, int pages
ize, string keywor
d, string loglevel,
string StartTime,

string endTime

@RequestParam s

tring fileName

@RequestBody ua
p<String, Object>

config
@RequestParam s
tring fileName

@RequestParam s
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IREEEE

Result<List<Map<
String, Object>>>

Result<LogConte
ntResponse>

Result<LogRawCo
ntentResponse>

Result<Map<Strin
g, Object>>

Result<?>

Result<Void>

Result<Void>

st

SRR ISERTIE S
CEHEN RS

$REEHRI RS

ix, AER. B’

g K BiEE

BSfE. 2REY)

mERFEN B
ENHGEAE (X
& forward/backw
ard/last/tail/raw-*
BT, &
B, FSEEEEE
=)

B HER TR
R E (UTF-8
KEGREENE GBK,

IREINEEEZ K
/N)

EEERG HEEh
MHEFECE (syste
mLog/accessLog
MER7)

B HRRE (IR
EERERR/h
RIAFSECEN 3%
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POST

GET

POST

/api/logs/export

/api/logs/downloa

d

/api/logs/config/

sync

export
Log

downl
oadlLo

syncLo
gConfi

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

tring fileName

@RequestBody ma

p<String, String>

body

@RequestParam s
tring ﬁleName, St
ring logType, stri
ng keyvvord, Strin
g|OgLeveLString
startTime, string

endTime, HttpSer
vletResponse resp
onse
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Result<Map<Strin
g, Object>>

void

Result<Map<Strin
g, Object>>

4R BatREL Tk
E4E (R[E downl
oadUrl E2 zip 1&
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TELEES zip 125
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23 LoginLogController

EHRERE:

ik

GET

GET

B

/api/audit/login-

logs

/api/audit/login-

logs/export

/api/audit/login-logs

R

list

export

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

LoginLogQueryDTO

qguery

LoginLogQueryDTO
query, HttpServlet
Response respons
e
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IREEEE

Result<PageResult
<LoginLog>>

void

[EHEANEETHT
A zip B2 CSV
(BB, BR
SR, SR |
P, A, &R)



24 MetricsController

EHRERE:

ik

GET

GET

GET

GET

GET

/metrics

iz

/metrics

/metrics/collecto

rs

/metrics/data

/metrics/data/{ca

tegory}

/metrics/data/{ca

tegory}/{name}

listColl
ectors

collect
All

collect
Categ
ory

collect
One

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

HttpServletReque
st servletRequest,
@RequestHeader
string authHeade
.

HttpServletReque
st servletRequest,
@RequestHeader
string authHeade
.

HttpServletReque
st servletRequest,
@RequestHeader
string authHeade
.

@PathVariable str
ing Category, Http
ServletRequest ser
vletRequest, @Re

questHeader stri

ng authHeader

@PathVariable str
ing Category, @Pa
thVariable string
name, HttpServlet
Request servletRe
quest, @Request
Header string aut
hHeader
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IREEEE

Responsekntity<?

>

ResponseEntity<?

>

ResponseEntity<?

>

ResponseEntity<?

>

Responsekntity<?

>

st

Prometheus $§1Z

IREE (text/plai

n) , GRS

404; 374 Basic A
uth / Access Toke

n+IPBRE

HIHBFE collector

ArBEEE F R
(JSON, ZERIRI

Restful FEEENIEE

EleaJFl_l_)

EHEEETER
(BFtFE collect

or) , IR[E] Restful
MetricsResponse

EENEEFEH (cate
gory) EEfmE&ERML,
FAFERIRE] 404

JEHNEE collector
(category/nam
e) BiRER, K

&0 collector 1R[] 4
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25 MonitorConfigController

EHRERE:

ik

GET

PUT

POST

POST

PUT

POST

/api/monitor/config

iz

/api/monitor/conf

ig

/api/monitor/conf

ig

/api/monitor/conf
ig/restore-defaul

ts

/api/monitor/conf
ig/prometheus-aut

h-token/refresh

/api/monitor/conf
ig/interface-serv

ice

/api/monitor/conf
ig/interface-serv
ice/restore-defau

lts

getCo
nfig

saveC
onfig

restore
Defaul
1S

refresh
Prome
theusA
uthTok
en

updat
elnterf
aceSer
vice

restore
Interfa
ceServ

@RequestBody mo
nitorConfigDTO dt

@)

@RequestBody 1n
terfaceServiceCon

figpro dto
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IREEEE

Result<MonitorCo
nfig>

Result<Void>

Result<MonitorCo
nfig>

Result<Map<Strin
g, String>>

Result<MonitorCo
nfig>

Result<MonitorCo
nfig>

st

EREIRIRISECE

(SNMP v3 518
LIESEEIHRG],
Prometheus /&%
IR B
)

R EIsIRIS/ &

& /SNMP Be&
(FENHERFSSF

E%; Full GC Bz

BRI LLIRE

oo
)
[=1=]

WIS B IR

[iT=1

EH4ERL Prometh
eus Authorization
Bearer token (BB
MERNIRERER
[B], FEINE)

&5 Prometheu
s/Restful /T HEIIRFS
BoE (9. 2%
F 1. Basic Auth
BiR. Token. H
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MonitorConfigDTO FER:REE (127

FRE
monitorEnabled
mbeanMonitorEnabled
collectintervalSeconds
jvmMonitorEnabled
threadPoolMonitorEnabled
dsMonitorEnabled
httpMonitorEnabled
sessionMonitorEnabled
systemResourceMonitorEnabled
fullGcMonitorEnabled
cpuMonitorEnabled
memoryMonitorknabled
maxDataPoints
replaySamplelnterval
alertEnabled
alertintervalMinutes
alertCpuThreshold
alertMemoryThreshold
alertDiskThreshold
httpThreadAlertEnabled
httpThreadThreshold

cpuAlertEnabled

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

iceDef
aults

X5FR, aian 0/1 BRNEERERRA)

ESuic]
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer

Integer

aAe
ENiARFS4ERERE (0/1)
MBean Bi¥=FaRE (0/1)
PRESIEHER (), 10~3600)
JVM Ei=RaRE (0/1)
At EERaRE (0/1)
JDBC =grithEr=RaRE (0/1)
HTTP BiEEsI=RERg (0/1)
Brnearcrars (0/1)
RpERESHEE (0/1)
Full GC B53=R8RE (0/1)
CPU E&i=RaR8 (0/1)
sCISASES=RERE (0/1)
B R ERBLEN
[CIEEER (7>, 1~86400)
HZERRE (0/1)
SERER (o, 1~1440)
CPU &=ZEHE (0~100)
selSRie=ZERME (0~100)
MRS ZREE (0~100)
HTTP #RI2=ZREE (0/1)

HTTP 4Fi2 5 ZRE

CPU =Z@FER (0/1)
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virtualMemoryAlertEnabled
virtualMemoryThreshold
physicalMemoryAlertEnabled
physicalMemoryThreshold
fullGcAlertEnabled
fullGcDurationSeconds
fullGcFrequencyLimit
jdbcAlertEnabled
jdbcErrorThreshold
alertSendMessageEnabled
alertGenerateSnapshotEnabled
snapshotThreadEnabled
snapshotHeapEnabled
snapshotProcessEnabled
sendEmailEnabled
sendSnmpEnabled
sendPlatformEnabled
snmpEnabled

snmpHost

snmpPort

snmpCommunity
snmpProtocol

snmpVersion

snmpAddress

snmpSecurity

snmpUsername

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
String

Integer
String

String

String

String

String

String

FEBEECIE

EIDH

BEZRE (0/1)

FEHtCISEIE S ZERIE (0~100)

EfScIiEieSERE (0~100)
Full GC =Z6888 (0/1)

Full GC HFrErsiERIE (7))
Full GC $82=BREI (OX)

JDBC =ZFE (0/1)

JDBC #i=EE
SEEENEFEEE (0/1)
HELRRERRIRS (0/1)
IZIRERRARE (0/1)
HERERBERE (0/1)

= IREaRRE (0/1)
ERH@xIFERE (0/1)

SNMP EBx1FEE8 (0/1)
F=Er0FEE (0/1)

SNMP Ed@8 (0/1)

SNMP Agent gBEtttE (IPv4/IPv6 FEE, & 128)
SNMP % (1~65535)
SNMP 152

SNMP 1733

SNMP fR7s

NMS gtk (1P/port #8zX)
SNMP v3 %2

25 (B/RRAINE/RENNE)

SNMP v3 BR&E#E
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snmpAuthMethod
snmpAuthPassword
snmpCipher
snmpPrivPassword
prometheusEnabled
restfulEnabled
prometheusAuthMethod
prometheusAuthUsername
prometheusAuthPassword
prometheusAuthToken

prometheusWhitelist

String
String
String

String

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

SNMP v3 82& 5, (MD5/SHA)
SNMP v3 22382108 (BB A2, IRFEImINZENE)
SNMP v3 fnzEveEesst (DES/3DES/AEST28/AES192/AES256)

SNMP v3 INEZEHS

Integer Prometheus NEFE (0/1)

Integer  Restful BAi=&RNERIRE (0/1)

String
String
String
String

String

InterfaceServiceConfigDTO =FER:RAH

FRE
prometheusEnabled
restfulEnabled
prometheusAuthMethod

prometheusAuthUsername

prometheusAuthPassword

prometheusAuthToken

prometheusWhitelist

ui]
Integer
Integer
String

String

String

String

String

ZF/EFIL (none/basic/authorization)

Basic Auth FBFERE (BBXAZ, RIFmRINE)
Basic Auth ZH8 (BAMAZ, IRFZBimINE)
Authorization Bearer {8 (BAXAZ, BRFZimINE)

HRERY (2171235800 IP g CIDR, & IPvb)

aste
Prometheus FEE8 (0=FFR3 1=F3R4)
Restful =& ERE (0=E8R3 1=F3RL)
ZEHT, (none/basic/authorization)
Basic Auth FBF & (BANMAZ, RFEimINE, EF85F._@-)

Basic Auth Z15 (BAXANZ, A0S <>, IETEREREIBRISE
ME)

Authorization Bearer (B (BAXXA\Z, F~0FE <>)

BZBEEY (2172959 IP =t CIDR, & IPv6, =& 512)
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26 MonitorDataController

ERERE:

ik

GET

GET

GET

GET

GET

GET

GET

/api/monitor/data

B

/api/monitor/dat

a/system

/api/monitor/dat
a/system-resourc

e/history

/api/monitor/dat

a/jvm

/api/monitor/dat

a/jvm/history

/api/monitor/dat

a/threads

/api/monitor/dat

a/fullgc/records

/api/monitor/dat

a/fullgc/trend

R

getSys
temRe
source

getSys
temRe
source
Histor

y

getlv
mMon
itor

getlv
mHist
ory

getThr
eadInf
0

fullGeR
ecords

fullGeT
rend

@RequestParam 1
ocalDateTime Start
Time, LocalbateTi

me endTime

@RequestParam ¢
ocalDateTime Start
T”ﬂe,LocalDateTi

me endTime

@RequestParam .
ocalbateTime Start
Time, LocalDateTi
me endTime, Integ
er cUrrent, intege
r Size

@RequestParam 1
ocalDateTime Start
T”ﬂe,LocalDateTi

me endTime
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IREEEE

Result<Map<Strin
g, Object>>

Result<SystemRes
ourceTrendDTO>

Result<Map<Strin
g, Object>>

Result<JvmHistory
DTO>

Result<Map<Strin
g, Object>>

Result<Page <Full
GcRecordDTO> >

Result<FullGcTren
dDTO>

st

ENRGEREDE
BAimER (CPU/
ER=GERTAL =
1240 FERERERIRR
@] null)

THRGERELR
BHEH (B
1N, &R 3
0X)

R VM 221
SR BB
it

B3 JVM ErinpE
SEER (RS,
GC FHBZ)

YEEY JVM 4RF2RD

B2 &R

&8 Full GC
FCER (FERRERUT
X, &= 30 X)

B3 Full GC 8%
et



GET

POST

POST

GET

GET

GET

GET

GET

GET

POST

/api/monitor/dat

a/fullgc/status

/api/monitor/dat
a/fullgc/switch/o

n

/api/monitor/dat
a/fullgc/switch/o

ff

/api/monitor/dat

a/fullgc/export

/api/monitor/dat

a/jndi

/api/monitor/dat

a/sql

/api/monitor/dat

a/perf

/api/monitor/dat

a/datasource

/api/monitor/dat
a/datasource-repl

ay

/api/monitor/dat

a/datasource/test

fullGeS
tatus

fullGeS
witch
On

fullGeS
witch
Off

export
FullGe

Recor

ds

getlnd
iTree

getSql
Trace

getPer
fData

getDat
asourc
eMoni
tor

getDat
asourc
eRepla

y

testDa
tasour
ce
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@RequestParam 1
ocalDateTime Start
T”ﬂe,LocalDateTi
ne endTime, HttpS
ervletResponse re
sponse

@RequestParam s
tringjﬂdiNarﬂe
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Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

void

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Boolean>

YEEY Full GC $%&
Z21KRE (supporte
d %‘Eéﬁ};‘% listen
ing A EIEH)

B2&ED Full GC £REe

E5A Hen

T FHios

{21k Full GC £&

EeA Hidn

I FHics

EY Full GC 258
A CSV gz

JEEY NDI 14518

FEEY SQL 1BHEE
=ar

BB REE R

ERERIZERIEAR
RIS E =&

RS RERE
& (ESe,
SRR )

AlEtfsE INDI &
FIERREEE S



GET

GET

GET

GET

GET

GET

GET

GET

GET

/api/monitor/dat
a/datasource/hist

ory

/api/monitor/dat

a/http

/api/monitor/dat

a/http-replay

/api/monitor/dat

a/threadpool

/api/monitor/dat
a/threadpool-repl

ay

/api/monitor/dat
a/threadpool/hist

ory

/api/monitor/dat
a/threadpool/ {nam

e}/detail

/api/monitor/dat

a/app-sessions

/api/monitor/dat
a/app-sessions-re

play

getDat
asourc
eHisto

ry

getHtt
pChan
nelMo
nitor

getHtt
pChan
nelRep

lay

getThr
eadPo
olMoni
tor

getThr
eadPo
olRepl

ay

getThr
eadPo
olHisto

ry

getThr
eadPo

olDeta
il

getAp
pSessi
onMo
nitor

getAp
pSessi
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@RequestParam 1
ocalDateTime Start
TWﬂe,LocalDateTi
me endTime, strin
g jndiName

@RequestParam 1
ocalDateTime Start
Time, LocalDateTi
me endTime, strin
g poolName

@PathVariable str

ing NaMme
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Result<Datasourc
eTrendDTO>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<ThreadPoo
IHistoryDTO>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

EHERRIFEESE
fEaE (rJ#Z JNDI
AIER)

AR HTTP B
BEEEH

AR HTTP Bitiek
ER (RS

=)

RIS RN B
it

BEGIE e E
¥ (ERiE=)

B tERE
¥ (AHRERIEIRE
1Bi%)

EEUSERIEHA
=)

EEVERZ RS
EirErt

RN R
&H (EsR)



GET

GET

GET

GET

/api/monitor/dat
a/app-sessions/hi

story

/api/monitor/dat

a/http/trend

/api/monitor/dat

a/http/history

/api/monitor/dat
a/http-connection

S

onRep
lay

getAp
pSessi
onHist
ory

getHtt
pChan
nelTre
nd

getHtt
pChan
nelHist
ory

getHtt
pConn
ection

S

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@RequestParam .
ocalDateTime Start
TWﬂe,LocalDateTi
me endTime, strin
g contextPath

@RequestParam s
tring pOFt

@RequestParam 1
ocalDateTime Start
Tﬁﬂe,LocalDateTi
me endTime, strin
g port
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Result<AppSessio
nTrendDTO>

Result<Map<Strin
g, Object>>

Result<HttpChann
elHistoryDTO>

Result<Map<Strin
g, Object>>

EORAZEESR
2 (FEERL
&ESES EDY

B HTTP 1BiEss
KEBZER (FiR
ifs &)

B3 HTTP BiERE
SEER (AliginH
BiE)

JEEY HTTP E4RE]
BH (ERE/E

2HEH)



27 NotificationController

BERERE:

ik

GET

GET

PUT

PUT

POST

DELET

/api/notifications

B

/api/notification

S

/api/notification

s/unread-count

/api/notification

s/{id}/read

/api/notification

s/read-all

/api/notification

S

/api/notification

S

R

list

unrea
dCoun
t

markR
ead

markA
[IRead

Create

delete
Batch

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

@RequestParam 1
nteger PAgeE, Inte
ger gze,lntegerr
eadStatus

@PathVariable Lon
g id

@RequestBody ma
p<String, String>
body (title/type/c
ontent/severity/tar
getUser)

@RequestBody i

st<Long>idS

60

IREEEE

Result<PageResult
<Notification>>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

Result<Notificatio
n>

Result<Integer>

st

PDREAERIAR
RIBRIZIEE (FJi%
EERRERIRE)

ENERIARARE
BREE
USEENS RN LR
(S|

TS ERIRFEENE
p 3Ll Ta

RlEZEA (FJiEE
BIERR, /e
%)

RORMIBRERD, &
[EIMIERREL
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28 PasswordController

ERERR&: /api/auth
bz iz:ZEd RS 29
P getPas
api t asswor
GET S sword
d-policy
Policy
chang @RequestBody cn
/api/auth/change-
POST ePass angePasswordReque
password
word st request
ChangePasswordRequest ZFERE5EH
FRE i) Btz

oldPassword String EXE (AES IIZENZEX)

newPassword String S (AES NIEERIEST)

confirmPassword String

61

IREEEE

Result<PasswordP
olicyDTO>

Result<Void>

MERHZE (AES IIBEMZE, 788 newPassword —%)

st

EENERIR AT
o A—m%

by

o

B ERIENRR
=5 (AES pN=E
b, BN,
TSRS, BERE
IHER, PINER

Gl R T =TS
ESY)



29 PatchController

EmRK: /api/system/patches
AL ¥

/api/system/patch
GET

es

/api/system/patch
POST

es/upload

/api/system/patch
POST

es/{id}/apply

/api/system/patch
POST

es/{id}/rollback
DELET /api/system/patch
E es/{id}

/api/system/patch
GET

es/{id}/progress

Patch =2EZERRB
FEBA ¥any

id Long
patchName String
version String
platform String
description String

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

B2t

RIS 2%

list PageQueryDTO qUEr
Yy
@RequestParam s
tring NAME, Strin

uploa g VErsion, string

d platform, string d
escription, Multipa
rtrile file
@PathVariable Lon

| g id, string Upgra

a

PPy deNote, Integer f
orceUpgrade
@PathVariable Lon

rollbac _

" gId,StringrO“ba
ckNote
@PathVariable ron

delete _
gld

getPro @PathVariable ron

gress g id

#HTID
R
18T hRZAS
BAFEMRA
BT R

62

IREEEE

Result<PageResult
<Patch>>

Result<Void>

Result<Void>

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

st

o BEER T 9%

EEHTE (mult
part %)

fER (FHk) 18
T, AR
AR s FHAIZS

[EiRISER T

llES RN

RN T FER/El
REE



filePath

status

progress
installTime
rolledBackTime
upgradeNote
rollbackNote
forceUpgrade

progressDetail

String

Integer
Integer
LocalDateTime
LocalDateTime
String

String

Integer

String

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

EHESS
Trikifaet
[ EYFE

SREITHARIRS

EEFE (JSONIER)
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30 ReplayController

ERERE:

ik

GET

GET

GET

GET

GET

GET

/api/monitor/replay

B

/api/monitor/repl

ay/system

/api/monitor/repl

ay/jvm

/api/monitor/repl

ay/datasource

/api/monitor/repl

ay/app-session

/api/monitor/repl

ay/http-channel

/api/monitor/repl

ay/thread-pool

system

Jjvm

dataso
urce

appSe
ssion

httpCh
annel

thread
Pool

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

@RequestParam s
tring Start, string

end

@RequestParam s
tring Start, string
end

@RequestParam s
tring Start, string
end, string target

@RequestParam s
tring Start, string

end, string target

@RequestParam s
tring Start, string
end, string target

@RequestParam s
tring Start, string

end, string target

64

IREEEE

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

st

EHRGHEE (£
W/ EREIR) B
SEERERES B E R

B VM HEE
SEERERES B E R

SHEEERIOR
(target) RYESE
HURESClER

SOiEERR (tar
get) BREEEL
BN ES O E R

BiEE HTTP B8
B (target) HIFE
SEERERES Bl E R

EEEERE (t
arget) HYFESHENER
BhElimER
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31 ResourceController

BRI /api/resources

& iz: 2 BRI 2 IR [CIXERY
/api/resources/pe permls Result<List<Permi
GET sionTre ,
rmission-tree ssionTreeNode> >
e
PermissionTreeNode =FE&z5EH
FRAE 1) Btz
code String  EREL4RES (IRES4RESER APl ZFRI#E4RES, U0 app list.create)
name String  EhRLEENEFE
nameKey String 118n 2F8 key (menu:xxx Bk permission:xxx)

resourceld Long

children List

BIMAEIR ID (ZREHRTH)

FEESIR (BE/AIRF)

65
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32 RoleController

BRI /api/roles
AL i
GET /api/roles
GET /api/roles/all
GET /api/roles/{id}
POST /api/roles
PUT /api/roles/{id}
DELET
/api/roles/{id}
E
DELET
E /api/roles/batch
RoleDTO ==ER:5REH
FEBA R
id Long
roleCode String
roleName String
description String
builtin Integer

list

listAll

get

Create

updat

delete

delete
Batch

BE D

REmE (AIRYE, EFE/8E/ TaR/EER &R 64)

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

PageQueryDTO qUEr
y, @RequestPara
M string roleCod

€, Integer builtin

@PathVariable 1.on
gid

@RequestBody ro
1epTo dtO

@PathVariable ron
g id, @RequestBo
dy rolepro dto

@PathVariable Lon
g id

@RequestBody i

st<Long> ids

astB

BEETE (RE64)

=

B (& 255)

ENERME (1-NE, FUEXmE

66

IREEEE

Result<PageResult
<RoleDTO> >

Result<List<RoleD
TO>>

Result<RoleDTO>

Result<Void>

Result<Void>

Result<Void>

Result<Integer>

)

308

PEEHEBIIER
(Ij Bz%@@*’ﬁ%

il e

EEHE (©
3)

3> (I

1% 1D EameE
15
BlsEAE (Create
KB EH, =7
FEIREMS nul
)

FHEERe

fipriEERE

ORMERAE, &
[EIMIBRIFEL



classLevel
resourcelds
resourceCodes
userNames
userCount
defaultRole

permissions

Integer
List
List
List
Integer
Integer

List

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

RN T

BAERUEIR ID 213

BB RmISs IR (FRRERT)
Gl SR IS

BIEARFE (FIRRTH)
EOiERAe (E—ERerAE:R)

ATRIIERISY IR (SIREMBRIETAE)

67



SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

33 ScriptRecordingController

HRERE:

ik

GET

GET

POST

POST

POST

DELET

GET

ScriptRecordingCreateDTO ZFER55RAA

B

/api/script-recor

ding

/api/script-recor

ding/active

/api/script-recor

ding

/api/script-recor

ding/{id}/stop

/api/script-recor

ding/{id}/stop-em

pty

/api/script-recor

ding/{id}

/api/script-recor
ding/{id}/downloa

d

/api/script-recording

R

list

active

Create

stop

stopE
mpty

delete

downl
oad

2%

@RequestParam s
tring NAME, Strin
g Status, Localbate
Time startTime, Lo
calDateTime eNdTi
me, long Page, 1o
ng Size

Authentication aut
hentication

@RequestBody sc
riptRecordingCrea
tepTo dto, Authen
tication authentica
tion

@PathVariable Lon
g id, Authenticatio
n authentication

@PathVariable Lon
g id, Authenticatio
n authentication

@PathVariable Lon
g id, Authenticatio

n authentication

@PathVariable ron
g id, @RequestPar

aﬁWList<String>f

ormats

68

IREHEE

Result<PageResult
<ScriptRecording
VO>>

Result<Boolean>

Result<ScriptReco
rdingvO>

Result<ScriptReco
rdingStopResult>

Result<Void>

Result<Void>

Responsekntity<b
yte[l>

st

P REIRESHER
REBIIER, TR
e/ TIRRE/ B R

SRRFROHEE
RPEFH (BLHE
#woH, 1EREIEC
RIARRE)

BIZe< B ElT
% (LAERIERS
RlE#E) | a0

(=1 ERENI A RS
Sf5 (aascli/post
man/curl)

FLERBYEFERY
B (BEBE
%) , ii&Es

MIpREREUES (12
RIEZERN)

TEEREA AR
S5 ZIP B (7858
FJ8 aascli/postm
an/curl =1&#&

()
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FRE RE aEA
name String ESBEE (FE/8F/ T aIR/arEE/8, 1-255 Ft)
timeoutMinutes  Integer  BISESE (D8E) , 0=FEIRH!

description String SRBE, =, A8 1000 =T

ScriptRecordingVO FEERER

FRA g REA
id Long REUTFE 1D
name String ESIEETE
status String MRS (sREF/EELESE)
description String #P8
timeoutMinutes Integer BIFEE (o)
creator String BliEERFARE
startTime LocalDateTime  FAtAEREIAERT
endTime LocalDateTime  #5RERBUAERE
opCount Integer EREERTT

elapsedSeconds long ERR (1) | sEFRIRGETE
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34 SecurityConfigController

HRERE:

ik

GET

PUT

POST

GET

PUT

GET

PUT

POST

B

/api/security/con

fig

/api/security/con

fig

/api/security/con

fig/test-mail

/api/security/con

fig/smtp

/api/security/con

fig/smtp

/api/security/con

fig/auth-policy

/api/security/con

fig/auth-policy

/api/security/con

fig/backup-now

/api/security/config

R

getCo
nfigs

updat
eConfi

gs

testMa
il

getSm
tpEna
bled

updat

eSmtp
Enable
d

getAut
hPolicy

updat
eAuth
Policy

backu
pNow

@RequestBody ua
p<String, String>
configs, @Reques
tHeader string X-

Current-User-Emai
|

@RequestBody ua
p<String, String>

body (to)

@RequestBody ma
p<String, Object>
body (smtpEnabl
ed)

@RequestBody ua

p<String, Object>

policy

70

IREHEE

Result<Map<Strin
g, String>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Map<Strin
g, Object>>

st

ENELeihE
I8 (smtp_passwo
rd —LANNE ERIR
[2])

A /NEEE S e
(backup _enable
d FRRAESRARFIZED
AT XD, sm
tp verify enabled
EEl SIS EE3ESE]
Al EM AR B4

x)

{E1% SMTP Bl E6
HEIFEERAA

RS e FER
ARRE

EHTEM AR R

EERE RIS

(R R &

MBI T—IREETS
B EFENRD



/api/security/con listBac

GET ’ N
fig/backup-list kUpS
/api/security/con restore

POST fig/backup-restor Backu
e P
/api/security/con delete

DELET

c fig/backup/{fileN Backu
ame} P
/api/ urity/con

POST e e restart
fig/restart

SecurityConfig =FERERER
FERE it Btz

id Long =D,

configKey String  EeEIEHES

configvalue  String  ECEIEE

description String  BcERER

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@RequestBody ma

p<String, String>

body (fileName)

@PathVariable str
ing fileName

7

Result<List<Map<
String, Object>>>

Result<Map<Strin

g, Object>>

Result<Void>

Result<Map<Strin
g, Object>>

SR BEE RN
HEERTIES

RIERIRERTSE
Efstn

MR EERFIE

.
E
BintE=

BRI AAS (RS
(JR[2] RESTARTIN
G ARRE)
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35 SecurityRealmController

ERE: /api/security/realms
ik iz¥d BRIES 2% IR[EEERY Bofi)E]
Result<PageResult
/api/ rity/rea ecuri 1lmQuer /\EEE == eI
GET prsecnEy list R <SecurityRealmpr | eI
lms yDTO query O>> %E
/api/security/rea ) Result<List<Securi EE@%EB?_{E\EZ
GET listAll
lms/all tyRealmDTO> > (A~HE)
) % ID &394 4l
/api/security/rea @PathVariable 1.on Result<5ecurityRe fﬁ E SR
GET . get . rHlE (MMFERE
Ims/{id} gid almDTO>
404)
@RequestBody s )
/api/security/rea d yse . g”@?fﬁﬂi (‘E"%E
POST create curityRealmpTo dt Result<Void> B
1ms E&EEQQ)
(@]
@PathVariable Lon
/api/security/r updat id, @RequestBo 4l (FE
pUT api/security/rea P g @Req Result<\Void> ETFI’?’E & (55
Ims/{id} e dy securityRealmp BRUAERL)
to dto
DELET /api/security/rea @Path\/ariable Lon ) %Uﬂﬁffﬁﬁk (ﬁ':'-%:%
delete , Result<Void> -
E 1ms/{id) g id RYAERN)
DELET /api/security/rea delete @RequestBody Li }tt}ﬂﬂﬁ”ﬂﬁﬁfﬁﬁk,
_ Result<Integer> .
E lms/batch Batch st<Long> ids l&@ﬂﬁ”&%ﬂ%@ﬁ
getUse —
/api/security/rea Datab R lt<List<Stri JEEN AAS Bl
rata ESUIT<LISTSOTrIN N
GET lms/user-database J ﬂﬁﬁﬁgﬁﬁﬁé*‘“zﬁ
aseRes >> s
-resources ER&7YE
ources
SecurityRealmDTO =EZ=5EH
FBRE EJEEid] 50
id Long Zetg, 1D
name String Tl EaiE

72
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$57
type otring */(\DataSourceReaIm/UserDatabaseRealm/JAASReaIm/JNDIReaIm/Cu
config String BEEMNS (JSON T EEHIEL)
xmlConfig String XML Bo & (RS serverxml)
description String T
passwordHashAlgorithm String EISEEERE (]/MD5/SHA-1/SHA-256/SHA-512)
boundApps List HEEEFE YR
lockEnabled Boolean  EAERIFEERIRHEEHLH!
maxFailedAttempts Integer TSR]
lockTimeout Integer SEEEISEER (R)
cacheSize Integer HRENA /)N
cacheRemovalWarningTime  Integer REVEEIRESIER (7))
userTable String BExE (DataSource Realm)
usernameField String FBREBFE
passwordField String BT
roleTable String mEER
roleField String BEFE
dataSource)ndi String BElACE INDI Z#8 (DataSource Realm)
resourceName String ZiFEE (UserDatabase Realm)
jaasLoginModules List JAAS LoginModule Et&%13 (& loginModuleClass/controlFlag/optic
userPrincipalClass String FF Principal 1858 (JAAS Realm)
rolePrincipalClass String B Principal E1R48
contextFactory String ET™XTIREESR (JNDI Realm)
jndiConnectionUrl String JEAR URL
alternateUrl String fEEFEEE4R URL
connectionUsername String

ELRARREE

73
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connectionPassword String TEEARE
userSearchBase String BRESEE
userSearchFilter String BE##=0TH
userSubtree Boolean = AFTFiEE
userPattern String FE DN #&zf
userSearchAsUser Boolean VBAESMmEsER
userPasswordAttr String BEZBEES
userRoleName String BREETHAEEMNS
userRoleAttribute String BEAEEM (R roleSearch i)
roleSearchBase String RelsEE
roleSearchFilter String ABEEEILRE
roleNameAttribute String mEEEEt
roleSubtree Boolean  mBTHHEE
roleNested Boolean  Eilme=
roleSearchAsUser Boolean  LIBFS#®i=AE
commonRole String BREAE
connectionTimeout String ERER (ZR)
readTimeout String BELER (ZR))

connectionPoolSize Integer EBAR AN (ZBARIR 0)

74
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36 SessionManagerController

name

75

TREEREE (WE, &R 128)

EMIRE: /api/config/web/sessions
BiE iz EES BREL 2% IREFERY BoA)E
GET /api/config/ueb/s . Result<List<Sessio = BHEEPREEIE
essions/all nl\/lanager>> = (Zzﬁjg)
JEHY Redis FaE4H
/api/config/web/s redisPI . ﬁ|‘|7'|j(%g (Ioaded/Ja
, Result<Map<Strin
GET essions/redis-plu uginSt rsinstalled/commo
g, Boolean>> ,
gin-status atus nLoaderConfigure
d)
@RequestParam i . n
; , Result<PageResult PEEHEIEEE
/api/config/web/s ) nt Page, int SIZe, )
GET list <SessionManager % (FiRA
essions String NAME, Stri . _
Listitern> > T, FBEUEIE)
ng type
. . ID &5 =]
/api/config/web/s @PathVariable Lon Result<SessionMa &DD diiie
GET get _ _ HRHE (MR
essions/{id} gid nagerListltem> )
1x[E] 404)
BT EIERS
(BRFE/58/Re
/api/config/web/ @RequestBody s
POST ap co g € S Create q y © Re5u|t<\/0|d> d|S/E&1«(I?—EX&
essions ssionManager SM
*X%ﬁ/\l %%@E%ﬂ#ﬁ
E7=p)
@PathVariable Lon g ETERs
/api/config/web/ updat id, @RequestBo g create 1%
PUT spi/contigfuebls | WP SSACHE Result<Void> = £
essions/{id} @ dy SessionManager M, HFB@E%K
sm E)
|fhE=EE5THee
DELET /api/config/web/s @PathVariabIe Lon . Hﬁjl\zfiuﬁgfﬁnn
- ) delete ” Result<Void> (EEEEMIiR, TBfF
essions/{id} g s
AREHEET)
SessionManager R (& BaseEntity AHFER)
FEBZ =it 25EH
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type String %884 (memory/file/redis/database)
maxSessions Integer  HRAEEZEE (-1 FT ARSI, BRI =1)
persistPath String ZEEITAWEREE (memory £88Y, (ERFFREIKE)
saveOnRestart Integer ERFRAHEZ:E
maxIdleBackup Integer  =EEMHENE (F), -18k >0)
minldleSwap Integer  BRNTERENE (7))
maxIdleSwap Integer  RATHEIIREE (F)
persistenceDir String 2 BLR (file 88, (ERFFEEEEK)
redisMode String Redis #&2=f, (standalone/sentinel)
redisNodes String Redis #724 (host:port, ZEFENESRSFR)
redisMasterName String IBEE RS
redisPassword String Redis =% (& 256)
redisDatabase Integer Redis &¥}EZ5| (0~15)
redisConnectTimeout Integer  Redis BRI (7))
redisMaxConn Integer  Redis RRELREL (1)
redisMinldle Integer Redis s/NTSENELREL (20)
redisMaxidle Integer Redis Ex KZSEINEAFEL
redisMaxWait Integer  Redis RAFFFE (Z8)
DEATT AR
sessionPersistPolicies String (SAVE_ON_CHANGE/ALWAYS SAVE AFTER REQUEST,
ZSRAET)
sessionAttributeNameFilter String TBMERERERE (ERFRN)

sessionAttributeValueClassNameFilter  String B EEREERE (IERFRN)

warnOnFilterFailure Integer  EERIMITEEEZ
notifyAttributeOnUnchanged Integer  BIMEREREIRESEN

notifyBindingOnUnchanged Integer  MEAREEIRELEN
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dataSourceName String BREERBEERE (database $88IE)

localDataSource Integer  REEASNMERKR

7



37 SharedLibController

BERERE:

ik

GET

GET

POST

PUT

DELET

POST

GET

GET

DELET

POST

B

/api/resources/sh

aredlibs

/api/resources/sh

aredlibs/{id}

/api/resources/sh

aredlibs

/api/resources/sh

aredlibs/{id}

/api/resources/sh

aredlibs/{id}

/api/resources/sh
aredlibs/{id}/upl

oad-jar

/api/resources/sh
aredlibs/{id}/jar

S

/api/resources/sh
aredlibs/{id}/jar
s/{fileName}/down

load

/api/resources/sh
aredlibs/{id}/jar

s/{fileName}

/api/resources/sh
aredlibs/{id}/jar

s/delete-batch

/api/resources/sharedlibs

R

list

get

Create

updat
e

delete

uploa
dJar

listarFi
les

downl
oadJar

delete)
arFile

deleteJ
arFiles

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

SharedLibQueryDTO

qguery

@PathVariable Lon
g id

@RequestBody sh

aredLib “b

@PathVariable Lon
g id, @RequestBo

dy SharedLib lib

@PathVariable 1.on
gid

@PathVariable ron
g id, @RequestPar

dM MultipartFile

file

@PathVariable 1.on
gid

@PathVariable Lon
g id, @PathVariabl
e string fileName,
HttpServletRespo

nse response

@PathVariable Lon
g id, @PathVariabl

e string fileName

@PathVariable Lon
g id, @RequestBo

78

IREHEE

Result<PageResult
<SharedLib>>

Result<SharedLib

>

Result<Long>

Result<Void>

Result<Void>

Result<Void>

Result<List<Map<
String, Object>>>

void

Result<Void>

Result<Void>

% D EHHt=EE
15

BlEHE=E, (O]
Fracexk ID

BHH=EE

MIpRH =

=E & JAR

it

i
e

JBEH=EBETFEL
B9 JAR 122

TEHZETEE
JAR 182

MprHt=E+IEE
JAR 1EZ

HORMIBR = E
a9 JAR E%



/api/resources/sh
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dy List<String> fil

eNames

@PathVariable Lon

bindA SH= BEAERE
POST  aredlibs/(id)/app 5id, @RequestPar  Result<Void> ’LE F AR
pp EER
s dMm Long appld
/api/resources/sh @PathVariable Lon N
DELET ~ /PPH/esomsess/=h o bin | . | BB e R R B
aredlibs/{id}/app g id, @RequestPar Result<Void> N
E dApp HI%BE
s dM Long appld
/api/r rces/sh listBo
CET T irmsEEEEee ldA ¢ @PathVariable ron Result<List<Map< BHEEECLTE
redlibs/{id}/ n .
e e ; kP g id String, Object>>> AIFERRYZ=
S
@PathVariable Lon EH=ESNE
/api/resources/sh updat .
pUT Pric.: g id, @RequestPar PesUlt<Void Se4l (0~9999,
redlibs/{id}/pri ePriori esult<Void> ) ‘
e ’ am Integer Priorit SUEH/ MBI
ority ty .
y =)

SharedLib ZFERERAA (& BaseEntity AHFER)

FRB il A
name String H=EE5E (WE, &=E 128)
path String HEBERRE (&K 512)
version String WRASSR (Bxf= 64)
description String fead
classLevel Integer  $8AKEI (=0)
status Integer  AKBE (0/1)
loadStrategy  String B NREE (application-first/classes-first/shared-first)
sortOrder Integer  HEFHE (20)
priority Integer  FAEELR (0~9999, EEH/IMBILARHS, 7855 0)
fileCount Integer  1EERE FEFANFTER, JIERETR)
refCount Integer  SIFREL (FHFANFER, FIRETA)
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38 SnapshotConfigController

HMIR®: /api/monitor/snapshot-config

& BRIE R 2 IR[ORE Bl

CET /api/monitor/snap getCo Result<SnapshotC EHHREFRERE
shot-config nfig onfig> (EREEE)
/api/monitor/snap saveC @RequestBody sn , 7 EENARRALE

PUT _ apshotConfigpTo d Result<Void> (BN
shot-config onfig o B)) | zssigst

st | e | et Result<SnapshotC WS EEIRIARLE
i N onfig> RTERIE

SnapshotConfigDTO ==E&EER

FRE g Bt

id Long BeEscEx ID

autoEnabled Integer BENRERFERE (0=F8 1=F8)

contentAccessLog Integer REBRNE: sHhBHFERE

contentGelog Integer  REBRS: GCHERE

contentSystemConfig Integer REBRNE: RAhcEREE

contentSystemLog Integer  REBRZE: RGHEHFHE

contentHostMonitor Integer HREBAZS . TSR

contentinstanceMetrics Integer REBRE: EFIEIEEHE

contentCoreDump Integer REBRE: Ri&zCoredumphaEd

contentThreadDump Integer  MREBAR: FiZEHE

threadStackCount Integer  4RFERATHUKREL (1-10)

contentHeapDump Integer REBNZ . HeapdumpBika

heapdumpMode String Heapdumpit&z{, (all/live)
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maxSnapshots Integer  ERZREFIRIREL (1-1000)
intervalMinutes Integer  ApkElRAEE (598, 1-1440)
ruleCpuThreshold Double CPUER=EIE (0-100%)
ruleCpuOccurrences Integer CPUEBEEEIRE!
ruleMemoryThreshold Double CIEER(FERAEEE (0-100%)
ruleMemoryOccurrences Integer  FCIERRIEEIEEINES
ruleFullGcCountThreshold Integer FUllGCRERRE

ruleFullGeCountOccurrences Integer  FullGOXRELEGEESEIXE]

ruleFullGeTimeThreshold Integer  FullGCREREIRAE
ruleFullGcTimeOccurrences Integer  FullGCRERSEGEIEAINEL
ruleHttpTimeoutThreshold Integer HTTPIERERE

ruleHttpTimeoutOccurrences  Integer  HTTPIE5REUEEIEEIREL

ruleHttpWaitThreshold Integer  HTTPEHIFSEENE
ruleHttpWaitOccurrences Integer  HTTPE/FHEFSENEGEIELIREL
ruleHttpErrorThreshold Integer HTTPEE:RERR(E
ruleHttpErrorOccurrences Integer  HTTPESERENEGEZZFINES
ruleJdbcWaitThreshold Integer IDBCEFBREEE
ruleJdbcWaitOccurrences Integer = JDBCEFmkEUEBE I LIRE
ruleJdbclLeakThreshold Integer  JDBCEHIBRE=EBLAREIRIE

ruleJdbcLeakOccurrences Integer  JDBCEHLBIEIBLFENBEIZEINE]
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39 SnapshotController

BERERE:

ik

GET

POST

DELET

GET

iz

/api/monitor/snap

shots

/api/monitor/snap

shots

/api/monitor/snap

shots/{id}

/api/monitor/snap
shots/{id}/downlo

ad/file

SnapshotCreateDTO =ERG5RBB

/api/monitor/snapshots

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

RS 29 IR[EEEY Bt
getSna
pshotlL SnapshotQueryDTO Result<PageResult S EERREEE
- query <Snapshot>> T
Create @RequestBody sn
32 FEIRIB(EFS
Snaps apshotCreateDTO d Result<Void> gﬁ‘??ﬂ R \Eh
(AFELAERL)
hot to
delete @PathVariable ron . s
Snaps q Result<Void> MIpRIEERER
g
hot
downl SELIRER zip 1852
oz/jvsn @PathVariable ron —Z%W&d' Zl/p ,
oadSn ending/runnin
- g id, HttpServletR void ;ﬁé‘b’i‘ﬁ:—l—iﬁ
p esponse response gm*,um . i'
File TEEMFERIS)

FRE
contentlypes
threadStackCount

heapdumpMode

$RE
List
Integer

String

Gzt
REBNELRES IR (2DEE-IE, IR/ HIEFS)
ARAEIRITEUREL (1~10)

Heapdump 125 (all=2EFH%R / live=EFEHR)

82



SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

40 SnmpConfigController

ER&: /api/snmp-config
ik
GET /api/snmp-config
PUT /api/snmp-config
POST /api/snmp-config/
restore-defaults
SnmpConfigDTO =ER:RAA
FRE R
snmpEnabled Integer
snmpHost String
snmpPort Integer
snmpProtocol String
snmpVersion String
snmpCommunity String
snmpSecurity String
snmpUsername String

R 2 IR[EEEY
getCo Result<MonitorCo
nfig nfig>

@RequestBody @
saveC , :

) Valid SnmpConfigDT Result<Void>

onfig

o dto
restore
Defaul Result<Void>
ts

BaLZ

SNMP 868 (0 B8 / 153)

SNMP @fEmteit (WE, &K 128)
SNMP #fEimH (1-65535)
E#t7reE (udp / tep)

SNMP BRA (v2¢ / v3)

SNMP EBg& (v2c B3, &E 255)
SNMP v3 22453

SNMP v3 FBFER (&K 255)

83

08

YEHY SNMP L IE
& (12 SNMP
(:BFRBR, B
EEFENELL 15 (&
SRGN, 5 Pr
ometheus 2R3
BURFE)

%17 SNMP o &
(BB =FRR
BIRE, BEXER
IENE, HFHE
#Z& before/after R

BR)

&1 SNMP Fe&
AiERE



snmpAuthMethod
snmpAuthPassword
snmpCipher

snmpPrivPassword

String
String
String

String

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

SNMP v3 2 A=,
SNMP v3 RFEZHE (R 255,
SNMP v3 N EE*%

SNMP v3 IIEZH (&&E 255,
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41 SqlTraceController

HRERE:

ik

GET

POST

POST

POST

GET

GET

SqlTraceConfig FERERBE (@RequestBody B8, id BEIEFHE, FF£

B

/api/monitor/sql-

trace/config

/api/monitor/sqgl-

trace/config

/api/monitor/sqgl-

trace/start

/api/monitor/sqgl-

trace/stop

/api/monitor/sqgl-

trace/records

/api/monitor/sql-
trace/records/exp

ort

FRE =)
enabled Integer
thresholdMs Integer
stackEnabled Integer
maxRecordCount Integer
datasourceConfigs String

/api/monitor/sqgl-trace

R

getCo
nfig

saveC
onfig

start

stop

query

export

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

@RequestBody @
Valid SglTraceConf

ig config

SglTraceQueryDTO
query (4#8EE
2%, @Valid)

SglTraceQueryDTO
query, HttpServlet
Responserespons
e

atBA

<1FER (0BF/ 15, WiE)

IREHEE

Result<SqlTraceC
onfig>

Result<Void>

Result<Void>

Result<Void>

Result<PageResult
<SqlTraceRecord>

>

void

THE=E
T55E%)

WITIEREE (2Y)  BEZREx (WE, IF8)

ORISR (0BF /15, ©IH)

&K SQL icixE (iR, 1)

BERKREILACE (JSON &)

SqlTraceQueryDTO ZFERERAR (447% PageQueryDTO HIS BEFER page/size)

st

JEEY SQL 1B HtAC

=

f&17 SQL 1BHED

B (2EFE8/E

=V SN
SCERE/ERERIR

[iT=1)

BeE) SQL EHE

=1L SQL 1Bt

RS SQL B

e

HERCER

BB ED S
QL EHtscEx CSV
fBx (REEw
344)



FRZ
startTime
endTime
datasource
event

keyword

SqlTraceRecord FEZRBE (IR[EIE4E)

FRE
id
event
sqlText
stackTrace
datasource
executeCount
avgTimeMs
maxTimeMs
executeTime

createdTime

R
LocalDateTime
LocalDateTime
String
String

String

3z

Long
String
String
String
String
Integer
Integer

Integer

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

astB

HATRERDE (yyyy-MM-dd HH:mm:ss)

HATHSRELE
BrIRREHEEE
S ARTYERER

BAEFEmE (SQL AT

B

%

]

zcix 1D

ESYES S

SQL X7

AU

B SRR
HITIREN
FIGHITEERS (£7))

BRANITIE ()

LocalDateTime

LocalDateTime

SQL HYTHSE

sCERRIE IS
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42 SystemController

BRI

ik

GET

GET

POST

POST

GET

/api/system

B

/api/system/versi

on

/api/system/upgra

des

/api/system/upgra

de

/api/system/resta

rt

/api/system/resta

rt-pending

R 2%

getVer
sion

getUp
grade
Histor

y

@RequestBody ua
upgra

de

p<String, Object>

body

restart

getRes
tartPe
nding

87

IREHEE

Result<Map<Strin
g, String>>

Result<List<Map<
String, Object>>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

st

EEURAE (cu
rrentVersion/build
Time/javaVersio
n)

ERTFHRELRYIE
(IHER, E/0
EEIES)

BB OIS

(LB, IRE]
upgradeld/status/
message)

EBRY AAS BiR
22 JX[g] status=R
ESTARTING

BHRFEINECE
%48 (needsResta
rt B2 changes %1

=)
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43 ThreadDiagnosisController

BRI

ik

POST

POST

POST

GET

GET

POST

POST

POST

GET

B

/api/monitor/thre
ad-diagnosis/star

t

/api/monitor/thre

ad-diagnosis/stop

/api/monitor/thre
ad-diagnosis/sess

ion-end

/api/monitor/thre
ad-diagnosis/snap

shot

/api/monitor/thre
ad-diagnosis/thre

ad/{id}/stack

/api/monitor/thre
ad-diagnosis/thre

ad/{id}/stop

/api/monitor/thre
ad-diagnosis/anal

yze

/api/monitor/thre
ad-diagnosis/anal

yze/async

/api/monitor/thre

ad-diagnosis/anal

R

start

stop

endSe
ssion

getSna
pshot

getThr
eadSta
ck

stopTh
read

analyz

startA
nalyze
Job

getAn
alyze)

/api/monitor/thread-diagnosis

2%

@RequestBody th

readDiagnosisStar

tRequest request

@PathVariable("i
d”)longthread|d

@PathVariable("i
d”)longthread|d

@RequestParam
(defaultValue="liv
e") string SOUrce

@RequestParam
(defaultValue="liv
e") string SOUrce

@PathVariable("jo
b|d") StringjOb|d

88

IREHEE

Result<Void>

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

st

RYEN G A2 AR
(intervalSec #4
B, 1~3600 &b;

maxDataMb =7l
BURER L)

FLARIZS R ENER

ZahtaR (BkE/
BRI EM/session
BH) RLER=ELE
B SIR2 T
%, TERERE

[

ES

EENE R
RER (8RAEDIEN
RREE )

EEUSERIZAHE

Sa2R=

EiEiuﬂ

[FIIEERIE

EE I TGRS
ST (source FE:%
live RNRFERY})

ERERIEI DT
7%, R[5 jobld

S EEE o iE
BEE/GER



POST

GET

GET

POST

POST

GET

yze/async/{jobId}

/api/monitor/thre
ad-diagnosis/anal
yze/async/{jobl

d}/cancel

/api/monitor/thre
ad-diagnosis/expo

rt

/api/monitor/thre
ad-diagnosis/expo

rt-report

/api/monitor/thre
ad-diagnosis/impo

rt/probe

/api/monitor/thre
ad-diagnosis/impo

rt/confirm

/api/monitor/thre
ad-diagnosis/impo

rted

ob

cancel
Analyz
eJob

export
Data

export
Report

probel
mport

confir
mimp
ort

getim
ported
Data

ThreadDiagnosisStartRequest =ZE&z588

FRE

intervalSec

R

Integer

BUERREE (7))
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@PathVariable("jo
b|d") String_jOb|d

@RequestParam
(defaultValue="liv
e") string SOUICE,
@RequestParam(r
equired=false) ron
g startTime, rong €
ndTime, HttpServl
etResponse respo
nse

@RequestParam
(defaultValue="liv
e") string SOUrCE,
@RequestParam
(defaultValue="ht
ml") string forma
t, HttpServletResp
onse response

@RequestParam
CTHeﬁ MultipartFi

1e file

@RequestParam(r
equired=false) ron
g startTime, rong €
ndTime

aeiH

WIE, BYE 1~3600

89

Result<Void>

void

void

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

Result<Map<Strin
g, Object>>

BUHARRE

K4
%

aHTE

FEE LR AR A2 ETE R
BRER (FiEE
IsEEEE)

ELZEoITHRE
(format ¥8z% ht
ml)

HEGREZEER
Fég%jﬁﬁ’f“ (3558
BRNE/IFEE

E=Y
=
Z])

HEREA S TaR E’J
s EEr (AiEs
BURSEEE)

§EHX%WEIEAES
-‘/\ 44| *_I»
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maxDataMb  Long EURERIR/NERR (MB) , 1~100, EZEEBEEZEREER, 18R 10
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44 ThreadPoolController

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

EMRIRE: /api/config/web/pools
BiE izZEES BREL 29
@RequestParam i
nt page, int Size,
/api/ fig/web/ .
GET prisenTRasuenp list String NAME, Inte
ools
ger maxThreads, 1
nteger priority
AT /api/config/web/p get @Path\/ariable Lon
ools/{id} g id
GET /api/config/web/p getDef
ools/defaults aults
POST /api/config/web/p S @RequestBody th
ools readPool pOO|
@PathVariable str
PUT /api/config/web/p updat ing IdOrName, @
ools/{idOrName} e RequestBody Thre
adPool pOO|
DELET /api/config/web/p @Path\/ariable Str
delete _
E ools/{idOrName} ing idOrName
ThreadPool ==E&=5ER
FERE Fany Btz
name String IR EE
maxThreads Integer  ERALRFZEL
minThreads Integer  E/NERFEEL

91

IREHEE

Result<PageResult
<ThreadPool> >

Result<ThreadPoo

[>

Result<Map<Strin
g, Object>>

Result<Void>

Result<Void>

Result<Void>

st

D EEHERIENT
=, SRBM/&
RERFEEV BTN

1z ID EiRiEitt
af5, MR

—
2E

ERRIE TR 2
8 (% CPU =&
5T& minThreads
EIERME)

B (R
“fEE—) |, FE
BUERL, RS

%2 ID B2 R e
AR (1RBREAE
E—)  FERME
53

% 1D szl
rgith, HFEE
M, &S



maxldleTime
queuesize

priority
threadStepReclaim
threadStepSize
threadStepTime
connectionAutoReclaim

enabled

Integer
Integer
Integer
Integer
Integer
Integer
String

Integer

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

iR AR (1)
ST AN

SRR ESR
A mI LA
iRERE R (SHARER)
SRR ISR

S EEIENL ("true’/false’)

EAA (0=1FF 1=RA)
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45 ThreadTraceController

EMIRE: /api/monitor/thread-trace
Az iz:ZEd BRI 29
/api/monitor/thre startLo @RequestBody Lo
POST ad-trace/long/sta ﬂgTraC ngTraceStartReque
rt e st request
/api/monitor/thre stoplLo
POST ad-trace/long/sto ngTrac
p e
getLo
/api/monitor/thre
nglrac
GET ad-trace/long/sna
eSnap
hot
P shot
LongTraceStartRequest ==E&=5EH
FRE g REE

thresholdMs Long

intervalMs long  BUSSEZR (2F)) , KB

93

IREHEE

Result<Void>

Result<Void>

Result<Map<Strin
g, Object>>

BE (V)  MIEREBEZENEKAIERRAER, ¥R

08

R ENREKERIZIE
it (thresholdMs/i
ntervalMs 944
1H, &8I 400)

FILRBRGIZE
i

EERGBIIEHR
BB (AiTiFREE
FIERYARIZER)
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46 UpgradeHistoryController

EMIRE: /api/system/upgrade-history

& BBIE R 2 IR[EHRE
PageQueryDTO quUer Result<PageResult

/api/system/upgra ) ) .

GET . list y (page/size 5B <UpgradeHistory
de-history %gﬁ[) .

UpgradeHistory ZrE&E5ER
FRA il 58
version String FHAREIRIMR AR

upgradeTime  LocalDateTime — FHRASRT
status Integer ARRE: 0=2kBY 1=pTh 2=1&f7

note String st

94

st

P BEERERTHR
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47 UserController

BRI /api/users
BiE izZEES
GET /api/users
GET /api/users/{id}
POST /api/users
PUT /api/users/{id}
DELET
E /api/users/{id}
DELET
E /api/users/batch
/api/users/{id}/s
POST
tatus
/api/users/{id}/u
POST
nlock
/api/users/{id}/r
POST
eset-password
UserDTO =FEZERAH

R

list

get

Create

updat

delete

delete
Batch

toggle
Status

unlock

resetP
asswor
d

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

2%

UserQueryDTO qUEr
y (username/stat
us/roleType/builtin
FiRE+0E)

@PathVariable Lon
g id

@RequestBody us
erpro dto

@PathVariable ron
g id, @RequestBo
dy userpTo dto

@PathVariable Lon
g id

@RequestBody 11

st<Long> idS

@PathVariable ron
g id, @RequestPar
am Integer Status

@PathVariable Lon
gid

@PathVariable von
g id, @RequestBo
dy Map<string, St
ring> body (pass
word)

95

IREHEE

Result<PageResult
<UserDTO> >

Result<UserDTO>

Result<Void>

Result<Void>

Result<Void>

Result<Integer>

Result<Void>

Result<Void>

Result<Void>

st

PREAARYIZE

% ID B 9HFT
15
BlsEAE (Create
REx 4R, S¥0ia
Bh5) |, ECEEE

EFHARE, &
&=

MIPREEEIARS, &
=

RORBIBRAR, &
[EIIFREE

R/ EEEE (st
atus: 0={=H 1=

EERFER



id
username
email
phone
status
firstLogin
classLevel
roles
password
builtin
otpEnabled
expireDate
createdTime

description

Long

String

String

String

Integer
Integer
Integer

List

String

Integer
Integer
LocalDateTime
LocalDateTime

String

SMEApusicEFRIRESV 1 01ZHERT_APIXXHE

FIF 1D

RRER (F8/8=/ TElR//GER)

BTE

o]

ARE (0-2)

ERBEREAN

RIS

BERTRYIZE

BIZARISHIINREN (ERAN, TFIHEIER)
EANETERAR (admin/secure/audit) |, {ZEEFER
=aA OTP EEFRE, E8EFR
ARSRIBHARGR, =FRTVKABM

BlEREfE

(GEEIBE
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48 UserPermissionController

B /api/users
BiE ¥y
/api/users/{userl
GET
d}/permission
/api/users/{userl
PUT

d}/permission

userld
allowedlps
accessStartTime
accesskEndTime
accessWeekdays
dataClassLevel
extraRoleCodes
role

ipWhitelist
startTime
endTime
classLevel

timeLimitEnabled

UserPermissionDTO =2ER:RAB

5
Long
Long
String
String
String
String
Integer
String
String
String
String
String
Integer

Integer

R 2 IR[EEEY
getBy @PathVariable ron Result<UserPermi
Userld g userld ssionDTO>

. @PathVariable ron
>ave g userld, @Reque ,
rUpdat Result<Void>
StBOdy UserPermis
e

sionDTO dtO

aRAA
o] fefcEacEx 1D
FF ID
FETERREINY IP BEEE, ZEMRERIE
FORFEREIRIERIAIERE (HH:mm:ss)
FeFehERYAS RS (HH:mm:ss)
FETEARER, 12580 1-7
EHER (0=1F =80 2=N%E 3=H% 4=E%)
BIMSTHIREHETE, 2RO
FESBCRE (FlinTER, #IMRZE| extraRoleCodes)
IPEHEE (Fim>E, ¥z allowedlps)
FRIREHRIASE (Blim=ER, ¥JMLE] accessStartTime)
LERGAMERRE (Rl R, EIMRZE| accessEndTime)
ERZN (FmFER, ¥E dataClassLevel)

=R ERR S
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49 VirtualHostController

EMIRE: /api/config/web/hosts
Bk iz BRIE 2% IR[CFER sREA
/api/config/web/h Result<List<Virtua SASHERI
GET ; ’ listAl (FHE, HTH
osts/all IHost> > N
BEIE)
@RequestParam i
nt Page, int Size, N )
/api/config/web/h , Result<PageResult o EEERE
GET list String NAME, stri .
osts _ <VirtualHost>> AES
ng a||as, String do
cBase
‘ 1% 1D &)@t
/api/config/web/h @PathVariable 1.on Result<VirtualHos N .
GET e get y Tl HEHE, PR
osts/{id} 9 O] 404
/api/config/web/h @RequestBody Vi . %ﬁifz‘?ﬂ}ﬁi%, ==
POST Create Result<Void> e
osts rtualHost hOSt EE&EEQSZ, ECEEG
@PathVariable str N e
/api/config/web/h updat ing iIdOrName, @ % ID =g
api/conri we in 12 . \
PUT ° 7 P 7 Result<Void> R, EERY
osts/{idOrName} e RequestBody Virt N
£
ualHost Nost
. % |D s ZFEmIs
DELET ~ /api/config/web/h @PathVariable str . = ‘_E%MHHJB%
delete , Result<Void> R, TER
E osts/{idOrName} ing idOrName N
£38
/api/config/web/h ] SIETE RS
apricontrare setDef @PathVariable str . ﬂ—;?aLEf‘:}%% MR
PUT osts/{idOrName}/d _ Result<Void> AYELTH, EB
ault ing iIdOrName L
efault E&Eﬁ&
VirtualHost ==E&z5RA8
FEBA ¥R iRER
name String Rl RS
domain String 12
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alias String ol =t

docBase String fERRREE: (docBase)
enabled Integer  2ERA

isDefault Integer  REATEREH
serviceName String FrEiRTS (Service) &F3
logFile String HEMESRIRE
accesslpWhitelist String shR IP B2 EE
accesslpBlacklist String shR3 IP B8

accessDomainWhitelist String SHRiEgEERE

accessDomainBlacklist String SR EREE

accessTime String Balialiss g
$SO String BIHENLE
ssoHttpOnly Integer SSO Cookie 2 HttpOnly

extraProps String EEEE (BEXRBMES)
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50 Ffig®: HTTP F5i%:RAH

ik R85
GET ERER
POST 1= =P
PUT EIER
DELETE lliZS=9
PATCH O EHEIR

REQUEST  BAsEK

100



EEF— IR
4008-555-800

SRS e

THRABREABRODEMRAR (BB “SIRXF" ) BILN2000F, s184 “SRPEHQR , SSKEERET
ERRHTaRED, EAERRREFERSR, BRE/AIERZORGER, SRR EHK6IERIEE
HZeREAREARER, UE ‘ME—UNE+T " BEREXMIENERTORME, EnEZRBNBA.
BT, £t sRFABETE, RRBEPBHERIOEER,

/qﬂUSiE EHBERITELE Y
£ b K Fh S EEE FERG

BRRAERRI LR

B#8: www.apusic.com



	1 AlertConfigController
	2 AppClassLibController
	3 AppIncrementController
	4 ApplicationController
	5 AuditLogController
	6 AuthController
	7 BaselineCheckController
	8 CaptchaController
	9 CertificateStoreController
	10 ClassAnalysisController
	11 ClassLoaderController
	12 CracController
	13 DashboardController
	14 DatasourceController
	15 HttpChannelController
	16 InspectionController
	17 InvokeChainTraceController
	18 JmxConfigController
	19 JndiResourceController
	20 JvmConfigController
	21 LicenseController
	22 LogController
	23 LoginLogController
	24 MetricsController
	25 MonitorConfigController
	26 MonitorDataController
	27 NotificationController
	28 PasswordController
	29 PatchController
	30 ReplayController
	31 ResourceController
	32 RoleController
	33 ScriptRecordingController
	34 SecurityConfigController
	35 SecurityRealmController
	36 SessionManagerController
	37 SharedLibController
	38 SnapshotConfigController
	39 SnapshotController
	40 SnmpConfigController
	41 SqlTraceController
	42 SystemController
	43 ThreadDiagnosisController
	44 ThreadPoolController
	45 ThreadTraceController
	46 UpgradeHistoryController
	47 UserController
	48 UserPermissionController
	49 VirtualHostController
	50 附錄：HTTP 方法說明

