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A tERERApusicohzlBEERZIfor MQTT (Apusic Distributed Message Queue, &#8: ADMQ for MQTT) JBEE
SIZHREFFM, SN TADMQ for MQTTIEES ZRIINEERER. BcENI AR EIRIRFFNS.

1.1 ERHR

RIEHEARITEEAMEREE A, KR REIEEKIE, SALLERD. EE T2,

1.2 {8RE3CHE

EEREZADMQ for MQTTERBRIRIEE, wH2HELUTADMQ for MQTTERFFMIIESE:

FHE iR
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R ApusicozliBRERSfor MQTT
(PSESEIEE ST

FRApusicHIUEEBZIfor MQTT
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FRApusicozlBERBTIfor MQTT
HES | ZRFFM
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2.1 MQTT {5

MQTT (Message Queuing Telemetry Transport) R—fEERE M/ BEREANKSHREEFZ EAEFR. SLE
SEARTEEABARERET. ADMQ for MQTT 5243625 MQTT 3.1, 3.11. 50 i,

2.2 iHBWRE

A& —— MQTT Broker
— EEILE — 1TFEE A (Qos 0)

— R — 7% B (00s 1)
L (RERMEEE —. ITEESIENE

1. BMEZXBEERETE Topic
2. Broker 1R#% Topic ILACIRAIIBEE DA 5
3. AR ERIIIRIEBE S
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3 R (Topic)

3.1 7B

EEE MQIT HiEEAYEES . ER / plRER:

sensor/living-room/temperature

sensor/bedroom/humidity

2 iBEerY

B

= H <
- St Bl

+ E@E%f%& sensor/+/temperature @@B sensor/living-room/temperature

/IJ]H

sensor/# E@a sensor/living-room/temperature *D

R EE S EELR, %

115:;'{}—-% sensor/bedroom/humidity/data

3.3 (REIHR
REBHEE MQTT BRI

o BHEZXRBEER, Broker BRZTEREBRE—IFREBHEE
°%%H%%H%%E%%,2E%Wﬁﬁﬁ1“ﬁ

o BARREINE. BKEMEFSER

. )5@1‘ —IR=RIREEIBE M LUBIRZ EERIRE RS
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4 QoS (BRFEE=FR)

QoS EFE T HEBRRIA REFH.

QoS Fk e A HANSS

0 &R HRRE R, NMEEIE S UBEREKXR Telemetry iR
1 EL—R BREREIE, FREEE —IREFHEE

2 feir—k BREEZERTERE H—HMEEKRIESHIER

4.1 QoS %88

e QoS 2 MHETNIEE ZBIREER
* HEZLTEEETER QoS HURIE
e QoS 12 EEEFintER, ZHHAEZER
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5 ERsaiElE

5.1 Clean Session

e (Clean Session = true: EFinFEERZE, Broker MRFE] REEIIRERDER
e Clean Session = false: Broker {#f7z] BRAER. FHEZIBEF QoS 1/2 FUBHEHE, BEFImEEERIRE

5.2 MQTT 5.0 5%
MQTT 5.0 FR¥JFERES%A Clean Start #1 Session Expiry Interval:

* Clean Start: BIESEABECFINE:E
e Session Expiry Interval: ZaEEHAISE

5.3 ElBiHR
BB SR RS ETRHERESE Broker EIBIEHS:

ImEEIFTRRIEBERR. EEANZA. QoS. Retain
%E%ﬁﬁﬁ%ﬂ?ﬁé’*L DISCONNECT K§, Broker B miElBiES.
PRI E= 8 L MR RREEA]

aﬂ} Hﬂu} H)%I}
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6 B EAIEE
6.1 2588
PEBEE T ESHEENERES

wEsw 3

Password-Based BERAREZ 25

JWT EHARL JSON Web Token :2:%
SCRAM Hpt SCRAM HkBLEE et

6.2 BRI
BB 083

built in database = NEEIEE

MySQL MySQL EixE
PostgreSQL PostgreSQL &&=
HTTP HTTP AR

6.3 {ZHEIR

EiEREER T ACL FRAIRVEIEKIR:

ZEREIREHEFHOR LA
E—ZERNAIRAZIERES, PLECAINEIZIE

6.4 ACL {5HI

ACL FtEHIE Fingt MQTT ERAVEHRIER :

Bt Gzt
ES- £88. AFRA. &g D

EE 5% (publish) . 5TE9 (subscribe) . 226 (all)

©
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REFR JoEF (allow) . B4 (deny)
*RE SEREBELT

QoS PR BIBREIEFAY QoS FAR, -1 FRAABR!

Retain [R4]  AIFR&I Retain 74, -1 TR AIEH!
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7 ERERET]

7.1 HAIS|E

RAISIERRER SQL EXEEER:

payload.deviceId deviceld,
payload. temperature temperature,

ts

"sensor/+/temperature"

payload. temperature

ARBIBTLARBEE LU ENE:

o EFEMEIELM Topic
o BEEERIBURIEE

o X HTTP #53K

s BABEE

7.2 BliEteiE

BIEBEAIRE MQTT BEEEEINIRGA:

BiRE iREA
Kafka #8255 Kafka Topic
RocketMQ #8255l RocketMQ Topic
RabbitMQ #8255 RabbitMQ Exchange/Queue

MySQL/PostgreSQL  BANBEEEIRE

HTTP A HTTP AP

Webhook &% Webhook 840
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7.3 XEEES

FTREERRAREE Finhac] B, BRETESRAEEREE:

FR aRAA
BN FRBIESHIENME: subscribe. publish, all
RERE EVEES ]
BEiE+E BRENEE

ERIRERN,  [LACHREREAIIER!

A ARBIEB SR

7.4 BEDFTRY

BRI FRBIBRES FimERiIE, BRSEIREENERE:

FR Gzt
T SE)EIlNES=
QoS 59 QoS E4k
No Local MQTT 5.0 5it, REEKBECEMRIER

Retain As Published MQTT 5.0 5, 2EFREBEMIFLY Retain 1Z5&

Retain Handling MQTT 5.0 5%, TR BENEES

7.5 =T

HZETRIR MQTT 5.0 45, ARSEE &Yt G2 ERTRE

Sshare/groupl/sensor/+/temperature

E—H=ERFETRERRELOEE.
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3] iz B
TCP 1883 T MQTT TCP A
SSL 8883 0= MQTT TCP A
WebSocket 8083 WebSocket £

WebSocket Secure 8084 H0Z2 WebSocket £\

QUIC 14567 EBL QUIC HIEEAN

8.2 BiE=REcE

listeners.tcp.default {

listeners.ssl.default {

ssl options {
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9.1 Broker fit&

2%
max_packet size
max_clientid_len
max_topic_levels
max_topic_alias
retain_available
wildcard_subscription

shared subscription

.2 B E

2%

session_expiry_interval

max_subscriptions
max_inflight

max_mqueue_len

9.3 HedEe &
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2%
log.level
log.file
log.rotation _size

log.rotation_count

AR S
BRI AN TMB
A ClientlD £E 65535
RAEREEBR 128
AT ERIEZE 65535
BT REBER true
EAXFBRHEIRE  true
BSIFH=ETR true
Gz ABE
EESGLEEISE 2h
BEZEFimEAIREE  infinity
RATEORN 32
HEBIIRE 1000
aRAA eeE
Hasaks! warning

BSESIRS
= PR
HREYE

B

log/admqg-matt.log
10MB

5
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10 A<

10.1 ERESRS

bin/admg-daemon start mgtt server

bin/admg-daemon stop mgtt server

10.2 BAELNETE

bin/admg status
bin/admg status

bin/admg

bin/admg broker stats

bin/admg broker metrics

bin/admg
bin/admg ports
bin/admg io

bin/admg memory

10.3 &S8FE1E
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bin/admg cluster status

bin/admg cluster status --json

bin/admg emgx@192.168.1.101

bin/admg cluster leave

bin/admg cluster force-leave emgx@192.168.1.102

bin/admg cluster discovery

10.4 ERIKEE

bin/admg clients list

bin/admg clients show <ClientId>

bin/admg clients kick <ClientId>

bin/admg clients list —--username

bin/admg clients list --peerhost 192.168.1.100
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10.5 EFEELETRY

bin/admg topics list

bin/admg topics show <Topic>

bin/admg subscriptions

bin/admg subscriptions list --shared

bin/admg subscriptions show <ClientId>

bin/adm subscriptions add <ClientId> <Topic> [Qo0S]
S

bin/admg mgtt subscriptions del <ClientId> <Topic>

bin/admg mgtt admin ctl listeners

bin/admg mgtt admin ctl listeners list

bin/admg mgtt admin ctl listeners show mgtt:tcp:0.0.0.0:1883




SHEApusicHHIUHERFIV2.0.6_for_matt_1Z/03 |EERETFM

bin/admg mgtt admin ctl listeners stop mgtt:tcp 0.0.0.0:1883

bin/admg mgtt admin ctl listeners start mgtt:tcp 0.0.0.0:1883

R Rum R E
ik LS 2 |
MQTT TCP 1883
MQTT SSL 8883

MQTT WebSocket 8083
MQTT WSS 8084

Dashboard 18083

10.7 HEEE

bin/admg level

bin/admg primary-level

bin/admg set-level debug

bin/admg handlers 1list

bin/admg handlers set-level console debug

10.8 iHEIBHE
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bin/admg primary-level debug

bin/admg start client <ClientId> trace.log
debug

bin/adm start topic <Topic> trace.log info
g P P

bin/admg

bin/admg stop client <ClientId>
bin/admg stop topic <Topic>

10.9 (RESEIR

bin/admg retainer

bin/admg retainer

bin/admg retainer show <Topic>

bin/admg retainer clean <Topic>

bin/admg retainer
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bin/admg mgtt admin ctl retainer reindex

10.10 HEERIF

bin/admg mgtt admin ctl exclusive list

bin/admg mgtt admin ctl exclusive delete <Topic>

10.11 igEAEH

bin/admg mgtt admin ctl data

bin/admg mgtt admin ctl data -—-root-keys

listeners, connectors,actions, rule engine -- /tmp

bin/admg mgtt admin ctl data import /tmp/emgx-export-2026-07-01-12-
00-00.tar.gz

BHANEGR: EHIE. NEEIFE. BORERIIIA (20 SSL#ZEZF) .

20
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11 ERAER R e R a1

bin/admg mgtt admin ctl rebalance start --evacuation \
--wait-health-check 60 \
--redirect-to
-—conn-evict-rate 500 \
--migrate-to
--wait-takeover 200 \

--sess-evict-rate 500

bin/admg mgtt admin ctl rebalance status

bin/admg mgtt admin ctl rebalance stop

bin/admg mgtt admin ctl rebalance start \
-—-conn-evict-rate 100 \

--sess—-evict-rate 100

bin/admg mgtt admin ctl ds info

bin/admg mgtt admin ctl ds set-replicas <storage> <sitel> <site2>

bin/admg mgtt admin ctl observer status
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11.2 FH REST API #7E

CLI Aot E1R(FS, RJBcE REST API:

-s -u admin:public http://localhost:18083/api/v5/clients | jqg

-X DELETE -u admin:public
://localhost:18083/api/v5/clients/<ClientId>

curl -X POST -u admin:public \
-H \
http://localhost:18083/api/v5/publish \
e

curl -s -u admin:public http://localhost:18083/api/v5/topics | Jjg

curl -s -u admin:public http://localhost:18083/api/v5/stats | jg

curl http://localhost:18083/api/v5/prometheus/stats

11.3 HEfEES

R HE®<

Eﬁgﬁﬁﬂ%ﬁ@] bin/admg mgtt admin ctl status
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HiHE

bin/admg

bin/admg

bin/admg

bin/admg

bin/admg

bin/admg

mgtt

mgtt

mgtt

mgtt

mgtt

mgtt
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admin

admin

admin

admin

admin

admin

ctl

ctl

ctl

ctl

ctl

ctl

cluster status

listeners

clients show <ClientId>

trace start client <ClientId> trace.log debug

vm memory

v portS//ss -tlnp | grep 1883

tail -f /var/log/emgx/emgx.log.*

&m0

23
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12 fitF: HSEEER

bin/admg-daemon start/stop mgtt server

bin/admg mgtt admin ctl status

bin/admg mgtt admin ctl broker / broker stats / broker metrics
bin/admg mgtt admin ctl vm / vm memory / vm ports / vm io
bin/admg mgtt admin ctl cluster status / / leave / force-leave
bin/admg mgtt admin ctl clients list / show / kick

bin/admg mgtt admin ctl topics list / show

bin/admg mgtt admin ctl subscriptions list / show / add / del
bin/admg mgtt admin ctl listeners / list / show / start / stop
bin/admg mgtt admin ctl level / set-level / handlers list /
handlers set-level

bin/admg mgtt admin trace start client|topic / stop / list
bin/admg mgtt admin retainer info / topics / show / clean /
reindex

bin/admg mgtt admin exclusive list / delete

bin/admg mgtt admin data / import

bin/admg mgtt admin license info / update

bin/admg mgtt admin rebalance start / stop / status
bin/admg mgtt admin ds info / set-replicas / / leave /
forget

bin/admg mgtt admin observer status
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